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1. Overview & Backing Architecture
SAP HANA Backint is a standardized backup API that allows SAP HANA to stream backup data directly to external storage systems — in cloud environments, this means cloud object storage (S3, Azure Blob, GCS) without requiring intermediate NFS staging or local disk storage. A Backint agent acts as the bridge between the HANA Backint API and the cloud storage backend, handling authentication, data streaming, parallel uploads, encryption, and retry logic.
This document provides complete step-by-step configuration procedures for all three major cloud platforms, enabling SAP HANA backup administrators to configure Backint regardless of their cloud provider.

1.1  Backint API Backup Flow
	Backup Type
	Frequency
	Backint Role

	Data Backup (Full)
	Daily (production) or weekly
	Streams entire HANA data volumes to cloud storage; largest backup size

	Data Backup (Diff)
	Every 6–12 hours (optional)
	Streams only changed pages since last full backup

	Data Backup (Incr)
	Hourly (optional)
	Streams only incremental changes; smallest backup

	Log Backup
	Every 5–15 minutes (mandatory for RPO)
	Continuous log backup via Backint; critical for RPO

	Catalog Backup
	After each data backup
	Backs up HANA backup catalog to same Backint destination



1.2  Cloud Platform Comparison — Backint Solutions
	Attribute
	🟠 AWS
	🔵 Azure
	🟢 GCP

	Official Backint Agent
	AWS Backint Agent for SAP HANA (AWS-native)
	Azure Blob (via CommVault, Reltio, or custom Backint)
	Google Cloud Storage Backint Agent (GCS Backint)

	Storage Backend
	Amazon S3 (Standard, IA, Glacier)
	Azure Blob Storage (Hot, Cool, Archive)
	Google Cloud Storage (Standard, Nearline, Coldline)

	Agent Download
	SAP Marketplace + AWS Console
	SAP Marketplace (Note 2533405)
	Google Cloud SDK + SAP Marketplace (Note 2282217)

	Auth Method
	IAM Role (EC2) or Access Keys
	Managed Identity or Service Principal
	Service Account (JSON key or Workload Identity)

	SAP Note
	3105408 (AWS Backint Agent)
	2855850 (Azure Blob Backint)
	2282217 (GCS Backint Agent)

	Encryption
	SSE-S3, SSE-KMS, SSE-C
	Azure SSE (AES-256) + CMK option
	CMEK (Cloud KMS) or Google-managed keys

	Parallel Streams
	Up to 32 parallel streams
	Up to 32 parallel streams
	Up to 32 parallel streams

	Native SAP Certification
	Yes — SAP-certified
	Depends on agent vendor
	Yes — SAP-certified (GCS Backint)



1.3  Key SAP Notes for Backint Configuration
	SAP Note
	Description

	2282217
	SAP HANA Backup and Recovery using Google Cloud Storage — GCS Backint Agent guide

	3105408
	AWS Backint Agent for SAP HANA — installation, configuration, and troubleshooting

	2855850
	SAP HANA Backup to Azure Blob Storage using Backint API — configuration guide

	2533405
	SAP HANA Backup using Microsoft Azure — storage configuration and agent options

	1904363
	SAP HANA Backup and Recovery — comprehensive backup strategy reference

	2399996
	SAP HANA Backint parameters — complete parameter reference for global.ini [backup] section

	2650483
	SAP HANA Backup Catalog — understanding the backup catalog and its recovery importance

	3201765
	AWS Backint Agent for SAP HANA 1.0 — latest version release notes and known issues

	2779612
	SAP HANA Backup encryption — configuring backup encryption with cloud KMS

	2375855
	SAP HANA 2.0 Backup — recommended configuration for production landscapes





2. General Prerequisites (All Clouds)
2.1  HANA System Requirements
	Requirement
	Details

	SAP HANA Version
	SAP HANA 2.0 SPS04 or higher (SPS07 recommended for latest Backint features)

	HANA Architecture
	Single-Host, Scale-Out, or HA (System Replication) — Backint configured per tenant

	OS User
	<sid>adm must have read/write access to Backint parameter files

	Outbound Internet / Cloud
	HANA host must reach cloud storage endpoints (S3/Blob/GCS) on HTTPS port 443

	Python (for some agents)
	Python 3.6+ may be required for agent installation scripts

	Java (AWS Agent only)
	SAP JVM or OpenJDK 11+ required for AWS Backint Agent

	Disk Space (Backint files)
	Minimum 1 GB free in /usr/sap/<SID>/SYS/global for agent and config files

	HANA Backup Catalog
	Ensure backup catalog is not corrupted before enabling Backint



2.2  Verify HANA Backup Infrastructure
# Verify current HANA backup configuration
su - <sid>adm

# Check current backup configuration in global.ini
cat /hana/shared/<SID>/global/hdb/custom/config/global.ini | grep -A 20 '[backup]'

# Check HANA backup catalog
hdbsql -u SYSTEM -p <password> \
  'SELECT BACKUP_ID, ENTRY_TYPE_NAME, STATE_NAME, START_TIME
   FROM SYS.M_BACKUP_CATALOG ORDER BY START_TIME DESC LIMIT 10'

# Verify HANA instance number and SID
HDB version
HDB info

# Check existing backint executable location (if previously configured)
ls -la /usr/sap/<SID>/SYS/global/hdb/opt/backint

2.3  Understanding global.ini Backup Parameters
All Backint configurations ultimately modify the [backup] section of HANA's global.ini file. The key parameters that enable Backint are:
	Parameter
	Values
	Purpose

	catalog_backup_using_backint
	true / false
	Route catalog backups via Backint (recommended: true)

	log_backup_using_backint
	true / false
	Route log backups via Backint (recommended: true for cloud)

	data_backup_parameter_file
	/path/to/config.json
	Path to the Backint agent parameter/config file for data backups

	log_backup_parameter_file
	/path/to/config.json
	Path to the Backint agent parameter/config file for log backups

	backint_agent_user_password
	password string
	Password for the Backint agent (if agent requires authentication)

	parallel_data_backup_backint_channels
	1–32
	Number of parallel Backint streams for data backup

	parallel_log_backup_backint_channels
	1–4
	Number of parallel Backint streams for log backup

	backint_response_timeout
	seconds (default 1800)
	Timeout for Backint agent responses





3. 🟠 AWS — Backint Agent for SAP HANA (Amazon S3)
AWS provides the AWS Backint Agent for SAP HANA — an SAP-certified, AWS-native backup agent that streams HANA backups directly to Amazon S3 with support for SSE-KMS encryption, parallel streams, and lifecycle policies. The agent is distributed as a Java-based executable and is downloaded directly from AWS.
🟠 AWS: SAP Note 3105408 is the master reference for the AWS Backint Agent. Always check this note for the latest agent version and known issues before installation.

3.1  AWS Prerequisites
3.1.1  Create S3 Bucket for HANA Backups
# AWS CLI — create dedicated S3 bucket for HANA backups
aws s3api create-bucket \
  --bucket hana-backup-<account_id>-<region> \
  --region us-east-1 \
  --create-bucket-configuration LocationConstraint=us-east-1

# Enable versioning (recommended for backup protection)
aws s3api put-bucket-versioning \
  --bucket hana-backup-<account_id>-<region> \
  --versioning-configuration Status=Enabled

# Enable server-side encryption (AES-256 or KMS)
aws s3api put-bucket-encryption \
  --bucket hana-backup-<account_id>-<region> \
  --server-side-encryption-configuration '{
    "Rules": [{
      "ApplyServerSideEncryptionByDefault": {
        "SSEAlgorithm": "aws:kms",
        "KMSMasterKeyID": "arn:aws:kms:<region>:<account>:key/<key-id>"
      },
      "BucketKeyEnabled": true
    }]
  }'

# Configure lifecycle policy (move to Glacier after 30 days)
aws s3api put-bucket-lifecycle-configuration \
  --bucket hana-backup-<account_id>-<region> \
  --lifecycle-configuration '{
    "Rules": [{
      "ID": "hana-backup-lifecycle",
      "Status": "Enabled",
      "Prefix": "",
      "Transitions": [{
        "Days": 30,
        "StorageClass": "STANDARD_IA"
      }, {
        "Days": 90,
        "StorageClass": "GLACIER"
      }],
      "Expiration": { "Days": 365 }
    }]
  }'

3.1.2  Create IAM Role / Policy for EC2 HANA Instance
# Create IAM policy for HANA Backint S3 access
cat > /tmp/hana-backint-policy.json << 'EOF'
{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Effect": "Allow",
      "Action": [
        "s3:GetObject",
        "s3:PutObject",
        "s3:DeleteObject",
        "s3:ListBucket",
        "s3:GetBucketLocation",
        "s3:AbortMultipartUpload",
        "s3:ListMultipartUploadParts",
        "s3:GetObjectAttributes"
      ],
      "Resource": [
        "arn:aws:s3:::hana-backup-<account_id>-<region>",
        "arn:aws:s3:::hana-backup-<account_id>-<region>/*"
      ]
    },
    {
      "Effect": "Allow",
      "Action": [
        "kms:GenerateDataKey",
        "kms:Decrypt"
      ],
      "Resource": "arn:aws:kms:<region>:<account>:key/<key-id>"
    }
  ]
}
EOF

# Create policy
aws iam create-policy \
  --policy-name HANABackintS3Policy \
  --policy-document file:///tmp/hana-backint-policy.json

# Attach to EC2 instance role
aws iam attach-role-policy \
  --role-name <ec2-instance-role-name> \
  --policy-arn arn:aws:iam::<account>:policy/HANABackintS3Policy

3.2  Download & Install AWS Backint Agent
# Download AWS Backint Agent (as root or <sid>adm)
# Method 1: AWS CLI
aws s3 cp s3://aws-sap-data-provider/backint-agent/latest/aws-backint-agent.zip \
  /tmp/aws-backint-agent.zip

# Method 2: From AWS documentation page
# https://docs.aws.amazon.com/sap/latest/sap-hana/aws-backint-agent-install.html
# Download: aws-backint-agent-<version>.zip

# Extract agent
mkdir -p /usr/sap/<SID>/SYS/global/hdb/opt/backint
unzip /tmp/aws-backint-agent.zip \
  -d /usr/sap/<SID>/SYS/global/hdb/opt/backint/

# Set ownership
chown -R <sid>adm:sapsys /usr/sap/<SID>/SYS/global/hdb/opt/backint/
chmod +x /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws-backint-agent

# Verify Java available (required)
java -version
# If not: yum install java-11-openjdk  OR  use SAP JVM

3.3  Create AWS Backint Agent Configuration File
# Create Backint parameter file
su - <sid>adm
mkdir -p /usr/sap/<SID>/SYS/global/hdb/opt/backint

cat > /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint_config.json << 'EOF'
{
  "bucket": "hana-backup-<account_id>-<region>",
  "region": "us-east-1",
  "storage_class": "STANDARD",
  "kms_key_arn": "arn:aws:kms:<region>:<account>:key/<key-id>",
  "compress": false,
  "multipart_chunksize_mb": 128,
  "max_multipart_upload_retry": 3,
  "parallel_streams": 16,
  "log_level": "info",
  "log_file": "/usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint.log",
  "shared_memory_name": "aws-backint-<SID>",
  "object_prefix": "hana/<SID>/",
  "endpoint_url": ""
}
EOF

chown <sid>adm:sapsys /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint_config.json
chmod 640 /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint_config.json

3.4  Configure HANA global.ini for AWS Backint
# Edit HANA global.ini to enable Backint
# Location: /hana/shared/<SID>/global/hdb/custom/config/global.ini

# Add/update [backup] section:
cat >> /hana/shared/<SID>/global/hdb/custom/config/global.ini << 'EOF'

[backup]
catalog_backup_using_backint = true
log_backup_using_backint = true
data_backup_parameter_file = /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint_config.json
log_backup_parameter_file  = /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint_config.json
parallel_data_backup_backint_channels = 16
parallel_log_backup_backint_channels  = 4
backint_response_timeout = 1800
EOF

# Reload HANA configuration (no restart needed for most parameters)
hdbsql -u SYSTEM -p <password> \
  'ALTER SYSTEM ALTER CONFIGURATION (''global.ini'', ''SYSTEM'') \
   SET (''backup'', ''catalog_backup_using_backint'') = ''true'' WITH RECONFIGURE'

3.5  Create Symbolic Link for Backint Executable
# HANA expects the backint executable at a specific path
# Create symlink from HANA's expected location to agent

ln -sf \
  /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws-backint-agent \
  /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint

# Verify symlink
ls -la /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint

# Test agent responds
su - <sid>adm
/usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint -v

3.6  Test AWS Backint Backup
# Run test data backup via Backint (HANA Studio or hdbsql)
hdbsql -u SYSTEM -p <password> \
  "BACKUP DATA FOR FULL SYSTEM USING BACKINT ('AWS_TEST_BACKUP')"

# Monitor backup in HANA backup catalog
hdbsql -u SYSTEM -p <password> \
  'SELECT BACKUP_ID, ENTRY_TYPE_NAME, STATE_NAME, START_TIME, END_TIME,
          BACKUP_SIZE, BACKINT_ERROR_CODE
   FROM SYS.M_BACKUP_CATALOG
   ORDER BY START_TIME DESC LIMIT 5'

# Verify backup files in S3
aws s3 ls s3://hana-backup-<account_id>-<region>/hana/<SID>/ --recursive

# Check AWS Backint agent log
tail -100 /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint.log

3.7  AWS Backint Key Parameters Reference
	Parameter
	Example Value
	Description

	bucket
	hana-backup-123456789012
	S3 bucket name (no s3:// prefix)

	region
	us-east-1
	AWS region of S3 bucket

	storage_class
	STANDARD / STANDARD_IA / GLACIER
	S3 storage class for backup objects

	kms_key_arn
	arn:aws:kms:...
	KMS key ARN for encryption (omit for SSE-S3)

	compress
	false
	HANA data is already compressed; set false

	multipart_chunksize_mb
	128
	Multipart upload chunk size (64–512 MB)

	parallel_streams
	16
	Parallel upload streams (1–32)

	object_prefix
	hana/<SID>/
	S3 key prefix for organizing backups

	log_level
	info / debug
	Agent log verbosity; use debug only for troubleshooting

	max_multipart_upload_retry
	3
	Number of retries for failed multipart parts





4. 🔵 Azure — Backint Configuration for Azure Blob Storage
Azure Blob Storage supports SAP HANA backups via the Backint API. Microsoft provides the Azure Backup service with native HANA support (for VM-based workloads), but for direct Backint API integration to Azure Blob Storage, the recommended approach uses either the Microsoft-delivered Backint plugin (available via SAP Note 2855850) or the Azure Storage Backint agent. This section covers the direct Blob Storage approach using the Microsoft Backint plugin for maximum flexibility and control.
🔵 AZURE: SAP Note 2855850 covers the Azure Blob Backint configuration. For VM-level backup with Azure Recovery Services Vault (alternative approach), see Azure documentation. This guide focuses on Backint API direct-to-Blob.

4.1  Azure Prerequisites
4.1.1  Create Azure Storage Account and Container
# Azure CLI — create resource group and storage account
az group create \
  --name rg-hana-backup \
  --location eastus

# Create storage account (StorageV2 with LRS replication)
az storage account create \
  --name hanahanabackup<unique_suffix> \
  --resource-group rg-hana-backup \
  --location eastus \
  --sku Standard_LRS \
  --kind StorageV2 \
  --access-tier Hot \
  --min-tls-version TLS1_2 \
  --allow-blob-public-access false

# Enable soft delete for blobs (backup protection)
az storage blob service-properties delete-policy update \
  --account-name hanahanabackup<unique_suffix> \
  --enable true \
  --days-retained 30

# Create container for HANA backups
az storage container create \
  --name hana-<SID>-backups \
  --account-name hanahanabackup<unique_suffix> \
  --auth-mode login

# Retrieve storage account key (for config file)
STORAGE_KEY=$(az storage account keys list \
  --account-name hanahanabackup<unique_suffix> \
  --resource-group rg-hana-backup \
  --query '[0].value' -o tsv)
echo "Storage Key: $STORAGE_KEY"

4.1.2  Configure Managed Identity or Service Principal
# Option A: Use Azure VM Managed Identity (recommended for Azure-hosted HANA)
# Enable system-assigned managed identity on HANA VM
az vm identity assign \
  --resource-group rg-hana-vms \
  --name <hana-vm-name>

# Get the managed identity principal ID
PRINCIPAL_ID=$(az vm show \
  --resource-group rg-hana-vms \
  --name <hana-vm-name> \
  --query identity.principalId -o tsv)

# Assign Storage Blob Data Contributor role to the identity
az role assignment create \
  --assignee $PRINCIPAL_ID \
  --role "Storage Blob Data Contributor" \
  --scope "/subscriptions/<sub_id>/resourceGroups/rg-hana-backup/providers/Microsoft.Storage/storageAccounts/hanahanabackup<unique_suffix>"

# Option B: Use Service Principal with Client Secret
az ad sp create-for-rbac \
  --name sp-hana-backint \
  --role "Storage Blob Data Contributor" \
  --scopes "/subscriptions/<sub_id>/resourceGroups/rg-hana-backup"
# Note: Client ID, Tenant ID, and Secret output — store securely

4.2  Download & Install Azure Backint Agent
Download the Microsoft Backint plugin for Azure Blob Storage from SAP Marketplace (Note 2855850):
# Download from SAP Marketplace (Note 2855850 contains the download link)
# File: msazure_hana_backint_<version>.tar.gz  OR  hdbbackint-azure-<version>.zip

# Create installation directory
mkdir -p /usr/sap/<SID>/SYS/global/hdb/opt/backint
chown <sid>adm:sapsys /usr/sap/<SID>/SYS/global/hdb/opt/backint

# Extract agent (as <sid>adm)
su - <sid>adm
tar -xzf /tmp/msazure_hana_backint_<version>.tar.gz \
  -C /usr/sap/<SID>/SYS/global/hdb/opt/backint/

# Make executable
chmod +x /usr/sap/<SID>/SYS/global/hdb/opt/backint/hdbbackint

# Create the standard backint executable symlink
ln -sf /usr/sap/<SID>/SYS/global/hdb/opt/backint/hdbbackint \
       /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint

# Verify
ls -la /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint

4.3  Create Azure Backint Parameter File
# Create Azure Backint configuration parameter file
su - <sid>adm

cat > /usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint_params.json << 'EOF'
{
  "AZURE_STORAGE_CONNECTION_STRING": "",
  "AZURE_STORAGE_ACCOUNT": "hanahanabackup<unique_suffix>",
  "AZURE_STORAGE_ACCOUNT_KEY": "<storage_account_key>",
  "AZURE_BLOB_CONTAINER": "hana-<SID>-backups",
  "USE_MANAGED_IDENTITY": "true",
  "COMPRESS": "false",
  "CONCURRENT_BACKUP_LIMIT": 16,
  "CONCURRENT_RESTORE_LIMIT": 16,
  "LOG_LEVEL": "INFO",
  "LOG_PATH": "/usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint.log",
  "BACKUP_PREFIX": "hana/<SID>/",
  "BLOCK_SIZE_MB": 128,
  "TIER": "Hot"
}
EOF

# Set permissions
chown <sid>adm:sapsys /usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint_params.json
chmod 640 /usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint_params.json
⚠ WARNING: Never store storage account keys in plain text in production. Use Azure Key Vault to retrieve the key at runtime, or use Managed Identity (set USE_MANAGED_IDENTITY=true and leave the key empty).

4.4  Configure HANA global.ini for Azure Backint
# Update HANA global.ini [backup] section
hdbsql -u SYSTEM -p <password> << 'SQL'
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'catalog_backup_using_backint') = 'true'
  WITH RECONFIGURE;

ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'log_backup_using_backint') = 'true'
  WITH RECONFIGURE;

ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'data_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint_params.json'
  WITH RECONFIGURE;

ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'log_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint_params.json'
  WITH RECONFIGURE;

ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'parallel_data_backup_backint_channels') = '16'
  WITH RECONFIGURE;
SQL

4.5  Test Azure Backint Backup
# Run test data backup
hdbsql -u SYSTEM -p <password> \
  "BACKUP DATA FOR FULL SYSTEM USING BACKINT ('AZURE_TEST_BACKUP')"

# Verify backup in Azure Blob Storage
az storage blob list \
  --account-name hanahanabackup<unique_suffix> \
  --container-name hana-<SID>-backups \
  --auth-mode login \
  --output table

# Check HANA backup catalog
hdbsql -u SYSTEM -p <password> \
  'SELECT BACKUP_ID, ENTRY_TYPE_NAME, STATE_NAME, BACKUP_SIZE
   FROM SYS.M_BACKUP_CATALOG
   WHERE ENTRY_TYPE_NAME = ''data snapshot''
   ORDER BY START_TIME DESC LIMIT 5'

# Review Azure Backint log
tail -100 /usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint.log

4.6  Azure Backint Key Parameters Reference
	Parameter
	Example Value
	Description

	AZURE_STORAGE_ACCOUNT
	hanahanabackup<suffix>
	Azure Storage Account name (not the full URL)

	AZURE_STORAGE_ACCOUNT_KEY
	<key or blank for MSI>
	Storage key — leave blank when using Managed Identity

	AZURE_BLOB_CONTAINER
	hana-S4H-backups
	Blob container name for backup objects

	USE_MANAGED_IDENTITY
	true / false
	Use Azure Managed Identity instead of keys

	COMPRESS
	false
	HANA data pre-compressed; set false

	CONCURRENT_BACKUP_LIMIT
	16
	Parallel streams for backup upload (max 32)

	BLOCK_SIZE_MB
	128
	Block size for Azure block blob upload

	TIER
	Hot / Cool / Archive
	Azure Blob access tier for backup objects

	BACKUP_PREFIX
	hana/<SID>/
	Path prefix for organizing backups in container

	LOG_LEVEL
	INFO / DEBUG
	Log verbosity; use DEBUG for troubleshooting only





5. 🟢 GCP — Google Cloud Storage Backint Agent
Google Cloud provides the Google Cloud Storage Backint Agent — an SAP-certified agent that streams SAP HANA backups directly to Google Cloud Storage (GCS). The agent supports parallel streams, customer-managed encryption (CMEK via Cloud KMS), object lifecycle management, and Object Versioning. The agent is available as a standalone binary or via the Google Cloud SDK package.
🟢 GCP: SAP Note 2282217 is the master reference for GCS Backint configuration. The latest agent version is available from the Google Cloud documentation at cloud.google.com/solutions/sap/docs/hana-backint-overview.

5.1  GCP Prerequisites
5.1.1  Create GCS Bucket for HANA Backups
# Create dedicated GCS bucket for HANA backups
gsutil mb \
  -l us-central1 \
  -c STANDARD \
  --pap \
  gs://hana-backup-<project_id>-<SID>/

# Enable Object Versioning
gsutil versioning set on gs://hana-backup-<project_id>-<SID>/

# Enable bucket-level uniform access (recommended)
gsutil uniformbucketlevelaccess set on gs://hana-backup-<project_id>-<SID>/

# Configure lifecycle policy (transition to Nearline after 30 days)
cat > /tmp/gcs_lifecycle.json << 'EOF'
{
  "lifecycle": {
    "rule": [
      {
        "action": { "type": "SetStorageClass", "storageClass": "NEARLINE" },
        "condition": { "age": 30 }
      },
      {
        "action": { "type": "SetStorageClass", "storageClass": "COLDLINE" },
        "condition": { "age": 90 }
      },
      {
        "action": { "type": "Delete" },
        "condition": { "age": 365 }
      }
    ]
  }
}
EOF

gsutil lifecycle set /tmp/gcs_lifecycle.json gs://hana-backup-<project_id>-<SID>/

5.1.2  Create Service Account for Backint
# Create dedicated service account for HANA Backint
gcloud iam service-accounts create hana-backint-sa \
  --display-name='SAP HANA Backint Service Account' \
  --project=<project_id>

# Grant Storage Object Admin on the backup bucket
gsutil iam ch \
  serviceAccount:hana-backint-sa@<project_id>.iam.gserviceaccount.com:roles/storage.objectAdmin \
  gs://hana-backup-<project_id>-<SID>/

# Optional: Grant KMS access for CMEK encryption
gcloud kms keys add-iam-policy-binding <key-name> \
  --keyring=<keyring> \
  --location=us-central1 \
  --member=serviceAccount:hana-backint-sa@<project_id>.iam.gserviceaccount.com \
  --role=roles/cloudkms.cryptoKeyEncrypterDecrypter

# Option A: Download SA key (for non-GCE environments)
gcloud iam service-accounts keys create \
  /usr/sap/<SID>/SYS/global/hdb/opt/backint/backint-sa-key.json \
  --iam-account=hana-backint-sa@<project_id>.iam.gserviceaccount.com

# Option B: For GCE instances — use Workload Identity / instance SA
# Attach hana-backint-sa to the Compute Engine instance
gcloud compute instances set-service-account <hana-vm> \
  --service-account=hana-backint-sa@<project_id>.iam.gserviceaccount.com \
  --scopes=cloud-platform \
  --zone=<zone>

5.2  Download & Install GCS Backint Agent
5.2.1  Download from Google Cloud
# Method 1: Download from Google Cloud Storage (official location)
gsutil cp gs://cloudsdk-release/hana-backint/latest/agent_linux_amd64 \
  /tmp/hana_backint_agent

# Method 2: Download via curl
curl -o /tmp/hana_backint_agent \
  'https://storage.googleapis.com/cloudsdk-release/hana-backint/latest/agent_linux_amd64'

# Method 3: Using gcloud CLI package
gcloud components install hana-backup-agent

# Create installation directory
mkdir -p /usr/sap/<SID>/SYS/global/hdb/opt/backint

# Copy agent to backint directory
cp /tmp/hana_backint_agent /usr/sap/<SID>/SYS/global/hdb/opt/backint/hana_backint

# Set ownership and permissions
chown <sid>adm:sapsys /usr/sap/<SID>/SYS/global/hdb/opt/backint/hana_backint
chmod 750 /usr/sap/<SID>/SYS/global/hdb/opt/backint/hana_backint

# Create the HANA standard backint executable link
ln -sf /usr/sap/<SID>/SYS/global/hdb/opt/backint/hana_backint \
       /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint

# Verify agent
su - <sid>adm
/usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint --version

5.3  Create GCS Backint Configuration File
# Create GCS Backint agent configuration
su - <sid>adm

cat > /usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json << 'EOF'
{
  "bucket": "hana-backup-<project_id>-<SID>",
  "storage_class": "STANDARD",
  "compress": false,
  "encryption_key": "",
  "kms_key": "projects/<project_id>/locations/us-central1/keyRings/<keyring>/cryptoKeys/<key>",
  "service_account_json": "/usr/sap/<SID>/SYS/global/hdb/opt/backint/backint-sa-key.json",
  "parallel_streams": 16,
  "read_timeout_ms": 3600000,
  "write_timeout_ms": 3600000,
  "log_to_cloud": true,
  "log_level": "INFO",
  "object_name_prefix": "hana/<SID>/",
  "metadata": {
    "hana_sid": "<SID>",
    "backup_environment": "production"
  }
}
EOF

# Set secure permissions
chown <sid>adm:sapsys /usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json
chmod 640 /usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json

# If using SA key file — secure the key
chmod 400 /usr/sap/<SID>/SYS/global/hdb/opt/backint/backint-sa-key.json

5.4  Configure HANA global.ini for GCS Backint
# Direct file edit (recommended — survives HANA upgrades)
vi /hana/shared/<SID>/global/hdb/custom/config/global.ini

# Add under [backup] section:
[backup]
catalog_backup_using_backint      = true
log_backup_using_backint          = true
data_backup_parameter_file        = /usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json
log_backup_parameter_file         = /usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json
parallel_data_backup_backint_channels = 16
parallel_log_backup_backint_channels  = 4
backint_response_timeout          = 1800

# OR via hdbsql for live systems
hdbsql -u SYSTEM -p <password> << 'SQL'
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'catalog_backup_using_backint') = 'true' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'log_backup_using_backint') = 'true' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'data_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'log_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/gcs_backint_config.json' WITH RECONFIGURE;
SQL

5.5  Test GCS Backint Backup
# Run full data backup via Backint
hdbsql -u SYSTEM -p <password> \
  "BACKUP DATA FOR FULL SYSTEM USING BACKINT ('GCS_TEST_BACKUP')"

# For tenant DB backup (MDC)
hdbsql -u SYSTEM -p <password> -d <TENANT_SID> \
  "BACKUP DATA USING BACKINT ('GCS_TEST_TENANT_BACKUP')"

# Verify backup in GCS
gsutil ls -lh gs://hana-backup-<project_id>-<SID>/hana/<SID>/

# Check HANA backup catalog
hdbsql -u SYSTEM -p <password> \
  'SELECT BACKUP_ID, ENTRY_TYPE_NAME, STATE_NAME, BACKUP_SIZE/1024/1024 AS MB
   FROM SYS.M_BACKUP_CATALOG
   ORDER BY START_TIME DESC LIMIT 5'

# Verify agent log
# If log_to_cloud=true — view in Google Cloud Logging
gcloud logging read 'logName=~hana-backint' --project=<project_id> --limit=20

5.6  GCS Backint Key Parameters Reference
	Parameter
	Example Value
	Description

	bucket
	hana-backup-project-SID
	GCS bucket name (no gs:// prefix)

	storage_class
	STANDARD / NEARLINE / COLDLINE
	GCS storage class for backup objects

	compress
	false
	HANA data pre-compressed; always false

	kms_key
	projects/.../cryptoKeys/<key>
	Cloud KMS key for CMEK encryption (optional)

	service_account_json
	/path/to/sa-key.json
	SA key file path — omit if using instance SA

	parallel_streams
	16
	Number of parallel GCS upload streams (1–32)

	read_timeout_ms
	3600000
	Read timeout in milliseconds (1 hour default)

	write_timeout_ms
	3600000
	Write timeout in milliseconds (1 hour default)

	log_to_cloud
	true / false
	Send agent logs to Google Cloud Logging

	object_name_prefix
	hana/<SID>/
	GCS object key prefix for organizing backups

	log_level
	INFO / DEBUG / WARNING
	Agent log verbosity





6. Multi-Tenant Database Container (MDC) Backint Configuration
In SAP HANA Multi-Tenant Database Container (MDC) deployments — which is the standard for SAP S/4HANA — Backint must be configured both at the SYSTEMDB level and for each tenant database. The configuration approach differs slightly between SYSTEMDB and tenant databases.

6.1  MDC Architecture for Backint
	Database
	Config Location
	Backint Scope

	SYSTEMDB
	/hana/shared/<SID>/global/hdb/custom/config/global.ini
	System-level backup: SYSTEMDB data, HANA system catalog

	Tenant DB (S4H)
	Tenant-specific global.ini via hdbsql -d <TENANT>
	Tenant data backup: application tables, transaction data

	All Tenants
	SET CONFIGURATION SYSTEM for tenant-level override
	Can inherit SYSTEMDB settings or have per-tenant config



6.2  Configure Backint for SYSTEMDB
# Connect to SYSTEMDB (default when no -d flag)
hdbsql -i <INSTANCE_NUMBER> -u SYSTEM -p <password>

# Enable Backint for SYSTEMDB
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'catalog_backup_using_backint') = 'true' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'log_backup_using_backint') = 'true' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('backup', 'data_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/<cloud>_backint_config.json'
  WITH RECONFIGURE;

6.3  Configure Backint for Tenant Database
# Connect to specific tenant
hdbsql -i <INSTANCE_NUMBER> -u SYSTEM -p <password> -d <TENANT_SID>

# Enable Backint for TENANT DB
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'DATABASE')
  SET ('backup', 'catalog_backup_using_backint') = 'true' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'DATABASE')
  SET ('backup', 'log_backup_using_backint') = 'true' WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'DATABASE')
  SET ('backup', 'data_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/<cloud>_backint_config.json'
  WITH RECONFIGURE;
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'DATABASE')
  SET ('backup', 'log_backup_parameter_file')
  = '/usr/sap/<SID>/SYS/global/hdb/opt/backint/<cloud>_backint_config.json'
  WITH RECONFIGURE;

# Verify tenant Backint configuration
SELECT KEY, VALUE FROM M_CONFIGURATION_PARAMETER_VALUES
WHERE FILE_NAME='global.ini' AND SECTION='backup'
AND LAYER_NAME IN ('DATABASE','SYSTEM');

6.4  MDC Backup Commands
# Full system backup (SYSTEMDB + ALL tenants in one command)
hdbsql -u SYSTEM -p <password> \
  "BACKUP DATA FOR FULL SYSTEM USING BACKINT ('FULL_SYSTEM_BACKUP')"

# SYSTEMDB only backup
hdbsql -u SYSTEM -p <password> \
  "BACKUP DATA USING BACKINT ('SYSTEMDB_BACKUP')"

# Specific tenant backup
hdbsql -u SYSTEM -p <password> -d <TENANT_SID> \
  "BACKUP DATA USING BACKINT ('TENANT_<SID>_BACKUP')"

# Log backup trigger (manual — automatic log backup is running every 15 min)
hdbsql -u SYSTEM -p <password> -d <TENANT_SID> \
  "BACKUP LOG USING BACKINT"



7. Backup Scheduling & Automation
7.1  Configure Automatic Log Backup (All Clouds)
Log backup frequency directly determines your RPO. Configure this in HANA global.ini:
# Set log backup interval (recommended: every 5–15 minutes for production)
hdbsql -u SYSTEM -p <password> << 'SQL'
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('persistence', 'log_backup_interval_mode') = 'intervall' WITH RECONFIGURE;

ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('persistence', 'log_backup_timeout') = '900' WITH RECONFIGURE;
  -- 900 seconds = 15 minutes
SQL

# Verify log backup is running
hdbsql -u SYSTEM -p <password> \
  'SELECT HOST, STATE_NAME, ENTRY_TYPE_NAME, START_TIME, END_TIME
   FROM M_BACKUP_CATALOG
   WHERE ENTRY_TYPE_NAME = ''log''
   ORDER BY START_TIME DESC LIMIT 10'

7.2  Schedule Full Data Backups via HANA Scheduler
# Create scheduled backup using HANA built-in scheduler
hdbsql -u SYSTEM -p <password> << 'SQL'
CREATE STATISTICS SCHEDULE BACKUP_FULL
  CRON '0 0 2 * * 7 0'    -- Every Sunday at 2:00 AM
  START '2026-01-01 02:00:00'
  CALL BACKUP_FULL_PROCEDURE;
SQL

# Alternative: OS-level cron for HANA backup
# crontab -e  (as <sid>adm)
# Daily full backup at 01:00
0 1 * * * hdbsql -u SYSTEM -p <password> \
    \"BACKUP DATA FOR FULL SYSTEM USING BACKINT ('DAILY_FULL')\" \
    >> /usr/sap/<SID>/SYS/global/hdb/opt/backint/backup_schedule.log 2>&1

7.3  Backup Schedule Recommendation
	Backup Type
	Frequency
	Retention
	Notes

	Full Data Backup
	Daily (2:00 AM)
	30 days
	Sunday: STANDARD class; Mon–Sat: after testing

	Differential Backup
	Every 6 hours (optional)
	7 days
	Reduces restore time vs relying only on full + logs

	Log Backup
	Every 15 minutes
	90 days
	Critical for RPO; must NOT be interrupted

	Catalog Backup
	After each data backup
	Same as data
	Automatically triggered when data backup runs with Backint

	Backup Verification
	Weekly (Sunday)
	N/A
	Test restore to recovery system monthly





8. HANA Recovery Using Backint (All Clouds)
Recovery from Backint backups uses the HANA Recover Database command. HANA reads the backup catalog and requests the Backint agent to stream data from cloud storage back to HANA data volumes.

8.1  Recovery Command Reference
	Recovery Type
	hdbsql Command

	Full recovery (latest)
	RECOVER SYSTEM DATABASE UNTIL TIMESTAMP '9999-12-31 23:59:59' CLEAR LOG

	Point-in-time recovery
	RECOVER SYSTEM DATABASE UNTIL TIMESTAMP '2026-03-29 14:30:00' CLEAR LOG

	Tenant DB — full recovery
	RECOVER DATABASE FOR <TENANT_SID> UNTIL TIMESTAMP '9999-12-31 23:59:59' CLEAR LOG

	Tenant DB — point-in-time
	RECOVER DATABASE FOR <TENANT_SID> UNTIL TIMESTAMP '2026-03-29 14:30:00'

	Specific backup ID
	RECOVER SYSTEM DATABASE USING BACKUP_ID <backup_id> CLEAR LOG



8.2  Cloud-Specific Recovery Considerations
	Cloud
	Recovery Consideration
	Action Required

	🟠 AWS
	S3 objects in Glacier require restore
	aws s3 restore-object --restore-request Days=2 before HANA recovery

	🟠 AWS
	Cross-region recovery
	Ensure S3 replication is configured; update config with source region

	🔵 Azure
	Archive tier blobs require rehydration
	Set priority rehydration before HANA recovery: az storage blob set-tier --tier Hot

	🔵 Azure
	Managed Identity on recovery system
	Ensure new VM has same Managed Identity role on backup container

	🟢 GCP
	Coldline objects — no retrieval delay
	GCS Coldline readable immediately (no restore step needed)

	🟢 GCP
	Cross-project recovery
	Grant recovery VM service account read access to source backup bucket



8.3  Test Recovery Procedure
⚠ WARNING: Perform backup recovery tests on a SANDBOX system — NEVER test recovery on the production HANA database. Untested backups are not real backups.

# Step 1: Stop HANA on recovery target
HDB stop

# Step 2: Configure recovery target to use Backint from source backup
# Copy Backint config from source system
scp source-hana-host:/usr/sap/<SID>/SYS/global/hdb/opt/backint/*
  /usr/sap/<SID>/SYS/global/hdb/opt/backint/

# Step 3: Initialize recovery via HANA Studio OR hdbsql
hdbsql -u SYSTEM -p <password> \
  "RECOVER SYSTEM DATABASE UNTIL TIMESTAMP '9999-12-31 23:59:59' CLEAR LOG"

# Step 4: Monitor recovery progress
watch -n 5 'hdbsql -u SYSTEM -p <password> \
  "SELECT * FROM M_BACKUP_PROGRESS"'



9. Troubleshooting Backint Issues
9.1  Common Issues — All Clouds
	Error / Symptom
	Root Cause
	Resolution

	Backup fails: 'Backint exited with return code 1'
	Backint executable not found or wrong path
	Verify hdbbackint symlink exists; check data_backup_parameter_file path in global.ini

	Backup fails: 'Authentication error'
	Wrong credentials / IAM policy missing / SA key expired
	AWS: Verify IAM role attached to EC2; Azure: Test Managed Identity; GCP: Verify SA key valid

	Backup very slow (< 1 Gbps throughput)
	parallel_streams too low; network bottleneck
	Increase parallel_data_backup_backint_channels to 16–32; check network bandwidth

	Log backups failing; catalog grows large
	Backint agent crashed; log_backup_using_backint=false
	Check Backint agent log; restart HANA if needed; verify log_backup_using_backint=true

	Recovery fails: 'Backup catalog not found'
	Catalog backup not enabled or catalog lost
	Enable catalog_backup_using_backint=true; check GCS/S3/Blob for catalog files

	'Connection timeout' during large backup
	backint_response_timeout too short
	Increase backint_response_timeout to 7200 (2 hours) in global.ini

	Backup succeeds but files not in cloud storage
	Wrong bucket/container in config file
	Verify bucket name in config; check agent log for actual upload target

	'Insufficient permissions' error
	IAM / RBAC / IAM policy missing required actions
	Check specific missing action in error; add to IAM policy (listBucket, putObject, etc.)



9.2  Cloud-Specific Troubleshooting Commands
🟠 AWS Troubleshooting
# Test S3 connectivity from HANA host
aws s3 ls s3://hana-backup-<account_id>-<region>/

# Verify IAM role attached to EC2
curl http://169.254.169.254/latest/meta-data/iam/security-credentials/

# Test Backint agent manually
echo -n | /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint \
  -f backup -p /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint_config.json

# Check AWS Backint agent log
tail -200 /usr/sap/<SID>/SYS/global/hdb/opt/backint/aws_backint.log

🔵 Azure Troubleshooting
# Test Azure storage connectivity
az storage blob list \
  --account-name hanahanabackup<suffix> \
  --container-name hana-<SID>-backups \
  --auth-mode login

# Test Managed Identity token (from HANA VM)
curl 'http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01&resource=https://storage.azure.com/' \
  -H 'Metadata: true'

# Check Azure Backint log
tail -200 /usr/sap/<SID>/SYS/global/hdb/opt/backint/azure_backint.log

🟢 GCP Troubleshooting
# Test GCS connectivity from HANA host
gsutil ls gs://hana-backup-<project_id>-<SID>/

# Test service account key
gcloud auth activate-service-account \
  --key-file=/usr/sap/<SID>/SYS/global/hdb/opt/backint/backint-sa-key.json
gsutil ls gs://hana-backup-<project_id>-<SID>/

# Check GCS Backint agent version
/usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint --version

# View agent logs in Cloud Logging
gcloud logging read \
  'logName="projects/<project_id>/logs/hana-backint"' \
  --limit 50 \
  --format json

9.3  Key Diagnostic Commands (All Clouds)
	Diagnostic Check
	Command

	Current Backint config
	hdbsql: SELECT KEY,VALUE FROM M_CONFIGURATION_PARAMETER_VALUES WHERE SECTION='backup'

	Last 10 backup operations
	hdbsql: SELECT BACKUP_ID,ENTRY_TYPE_NAME,STATE_NAME,BACKUP_SIZE FROM M_BACKUP_CATALOG ORDER BY START_TIME DESC LIMIT 10

	Active backup progress
	hdbsql: SELECT * FROM M_BACKUP_PROGRESS

	Backint process check
	ps -ef | grep backint | grep -v grep

	HANA backup trace
	tail -100 /hana/shared/<SID>/HDB<NR>/<host>/trace/backup.log

	global.ini backup section
	cat /hana/shared/<SID>/global/hdb/custom/config/global.ini | grep -A 15 '[backup]'

	hdbbackint symlink check
	ls -la /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint

	Backint executable test
	su - <sid>adm; /usr/sap/<SID>/SYS/global/hdb/opt/hdbbackint -v





10. Master Backint Configuration Checklist
Use this checklist to track Backint configuration across all cloud platforms. Complete relevant cloud sections only for your deployment target.

	✓
	Cloud
	Task
	Owner
	Done

	☐
	PREREQ
	HANA version verified: SPS04+ (SPS07 recommended)
	DBA
	

	☐
	PREREQ
	HANA backup catalog integrity verified (no errors)
	DBA
	

	☐
	PREREQ
	Outbound HTTPS port 443 connectivity to cloud storage confirmed from HANA host
	Infra
	

	☐
	PREREQ
	Sufficient disk space in /usr/sap/<SID>/SYS/global for agent files (1+ GB)
	DBA
	

	☐
	PREREQ
	SAP Notes reviewed: 2282217 (GCP), 3105408 (AWS), 2855850 (Azure), 1904363 (general)
	DBA
	

	☐
	AWS
	AWS: S3 bucket created with encryption (SSE-KMS) and versioning enabled
	Infra
	

	☐
	AWS
	AWS: S3 bucket lifecycle policy configured (IA after 30d, Glacier after 90d)
	Infra
	

	☐
	AWS
	AWS: IAM policy with S3 + KMS permissions created
	Infra
	

	☐
	AWS
	AWS: IAM policy attached to EC2 instance role (or access keys if non-EC2)
	Infra
	

	☐
	AWS
	AWS: Java runtime installed on HANA host (java -version succeeds)
	DBA
	

	☐
	AWS
	AWS: AWS Backint Agent downloaded and extracted to /opt/backint/
	DBA
	

	☐
	AWS
	AWS: aws_backint_config.json created with correct bucket, region, KMS key
	DBA
	

	☐
	AWS
	AWS: hdbbackint symlink pointing to aws-backint-agent
	DBA
	

	☐
	AWS
	AWS: global.ini [backup] section updated with Backint parameters
	DBA
	

	☐
	AWS
	AWS: Test backup completed; files verified in S3; catalog shows SUCCESS
	DBA
	

	☐
	AZURE
	Azure: Storage Account created (StorageV2, LRS, TLS 1.2, public access disabled)
	Infra
	

	☐
	AZURE
	Azure: Blob container created for HANA backups
	Infra
	

	☐
	AZURE
	Azure: Soft delete enabled (30 days) on storage account
	Infra
	

	☐
	AZURE
	Azure: Managed Identity enabled on HANA VM and assigned Storage Blob Data Contributor
	Infra
	

	☐
	AZURE
	Azure: Backint agent (Note 2855850) downloaded, extracted, made executable
	DBA
	

	☐
	AZURE
	Azure: azure_backint_params.json created with account, container, MSI settings
	DBA
	

	☐
	AZURE
	Azure: hdbbackint symlink created
	DBA
	

	☐
	AZURE
	Azure: global.ini [backup] section updated with Azure Backint parameters
	DBA
	

	☐
	AZURE
	Azure: Test backup completed; blobs verified in Azure container; catalog shows SUCCESS
	DBA
	

	☐
	GCP
	GCP: GCS bucket created (STANDARD, uniform access, versioning enabled)
	Infra
	

	☐
	GCP
	GCP: GCS bucket lifecycle policy configured (Nearline 30d, Coldline 90d, Delete 365d)
	Infra
	

	☐
	GCP
	GCP: Service account hana-backint-sa created with Storage Object Admin role
	Infra
	

	☐
	GCP
	GCP: SA key downloaded and secured at /opt/backint/backint-sa-key.json (chmod 400)
	DBA
	

	☐
	GCP
	GCP: GCS Backint agent downloaded to /opt/backint/; chmod 750
	DBA
	

	☐
	GCP
	GCP: gcs_backint_config.json created with bucket, parallel_streams, SA key path
	DBA
	

	☐
	GCP
	GCP: hdbbackint symlink created pointing to GCS agent
	DBA
	

	☐
	GCP
	GCP: global.ini [backup] section configured for GCS Backint
	DBA
	

	☐
	GCP
	GCP: Test backup completed; files visible in GCS bucket; catalog shows SUCCESS
	DBA
	

	☐
	MDC/SCHED
	MDC: SYSTEMDB Backint configured (SYSTEM-level global.ini)
	DBA
	

	☐
	MDC/SCHED
	MDC: Each tenant DB Backint configured (DATABASE-level via hdbsql -d <TENANT>)
	DBA
	

	☐
	MDC/SCHED
	MDC: Full system backup tested (BACKUP DATA FOR FULL SYSTEM)
	DBA
	

	☐
	MDC/SCHED
	Scheduling: Log backup interval set to 15 minutes (log_backup_timeout=900)
	DBA
	

	☐
	MDC/SCHED
	Scheduling: Daily full backup scheduled via HANA scheduler or OS cron
	DBA
	

	☐
	MDC/SCHED
	Scheduling: Backup monitoring/alerting configured for failed backups
	Operations
	

	☐
	MDC/SCHED
	Recovery: Test recovery performed on sandbox system; RTO/RPO validated
	DBA
	

	☐
	MDC/SCHED
	Recovery: Recovery procedure documented in operational runbook
	Delivery
	

	☐
	MDC/SCHED
	Compliance: Backup retention periods verified against data governance policy
	Delivery
	

	☐
	MDC/SCHED
	Documentation: Backup architecture and Backint config documented
	Delivery
	



📘 REFERENCE NOTES: Key SAP Notes: 2282217 (GCS Backint), 3105408 (AWS Backint Agent), 2855850 (Azure Blob Backint), 2533405 (Azure HANA Backup), 1904363 (HANA Backup & Recovery), 2399996 (Backint Parameters), 2650483 (Backup Catalog), 2779612 (Backup Encryption), 3201765 (AWS Backint latest), 2375855 (HANA 2.0 Backup Recommendations).
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