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1. Overview and Architecture
This document provides a comprehensive step-by-step procedure for deploying a SAP HANA 2.0 High Availability Database cluster on Google Cloud Platform. The architecture leverages HANA System Replication (HSR) in Performance-Optimized mode, Pacemaker resource management with SAPHanaController and SAPHanaTopology resource agents, and a GCP Internal Passthrough Load Balancer for the HANA Virtual IP (VIP).

1.1  Architecture Components
	Component
	Hostname
	IP Address
	Role

	HANA Primary
	hana-node-1
	10.0.1.10
	Active HANA DB – Read/Write

	HANA Secondary
	hana-node-2
	10.0.1.11
	Standby HANA DB – HSR sync target

	Majority Maker
	hana-majority
	10.0.1.12
	Quorum-only node – no HANA installed

	HANA Virtual IP
	GCP ILB VIP
	10.0.1.30
	Always points to active HANA primary



1.2  HSR Replication Modes Comparison
	Mode
	Sync Type
	RPO
	Use Case

	sync
	Synchronous
	Zero
	Production HA – low latency same zone

	syncmem
	Sync (memory)
	Near Zero
	Production HA – recommended for GCP

	async
	Asynchronous
	Minutes
	Disaster Recovery – cross-region


NOTE: This guide uses syncmem with logreplay operation mode (Performance-Optimized Failover). This is the Google-recommended mode for same-zone HANA HA clusters.

1.3  Software Stack
	Software
	Version
	Purpose

	SAP HANA 2.0
	SPS07 Rev70+
	In-memory database with built-in System Replication

	Pacemaker
	2.1+
	Cluster resource manager – controls HANA start/stop/promote

	Corosync
	3.x
	Cluster messaging, heartbeat, and quorum layer

	SAPHanaController
	0.161+
	Promotable RA: manages HSR promote/demote cycles

	SAPHanaTopology
	0.161+
	Clone RA: discovers HANA topology, feeds attributes to cluster

	fence_gce
	4.x
	STONITH: fences nodes via GCE instances.reset API

	GCP ILB (Passthrough)
	—
	Internal Load Balancer providing HANA VIP

	socat
	1.7+
	TCP listener answering GCP ILB health-check probes

	SAPHanaSR hook
	HANA native
	HANA-to-Pacemaker callback for SR events





2. Prerequisites
2.1  GCP Project Requirements
	Requirement
	Details

	GCP Project
	Billing-enabled with SAP-certified Compute Engine quotas

	IAM Roles Required
	compute.admin, iam.serviceAccountUser, storage.objectAdmin

	Fence Agent Service Account
	Separate SA with roles/compute.instanceAdmin.v1 (for fence_gce)

	APIs to Enable
	Compute Engine, Cloud Filestore, Secret Manager, Cloud Storage, IAM API

	GCS Bucket
	Regional bucket for HANA backups (same region as cluster)

	OS Image (SLES)
	sles-15-sp4-sap from suse-sap-cloud image project

	OS Image (RHEL)
	rhel-8-6-sap-ha from rhel-sap-cloud image project

	SAP Software
	HANA 2.0 SPS07, SAPCAR executable – downloaded from SAP Marketplace

	SAP License
	Valid HANA license key for production or evaluation

	Network
	Private VPC with Cloud NAT; no public IPs on HANA VMs



2.2  GCP Certified HANA Machine Types
	Environment
	Machine Type
	vCPUs
	Memory
	Notes

	Production
	m2-ultramem-208
	208
	5.75 TB
	Max certified HANA on GCP

	Production
	m2-megamem-96
	96
	1.4 TB
	Mid-size production

	Production
	m1-ultramem-160
	160
	3.75 TB
	Legacy certified

	Dev/Test/Sandbox
	n2-highmem-32
	32
	256 GB
	Cost-effective sandbox

	Dev/Test
	n2-highmem-16
	16
	128 GB
	Small dev/test


NOTE: For production sizing, consult SAP Note 2947579 (GCP certified HANA configurations) and the SAP HANA Hardware Directory. HANA requires available memory >= working data set size.

2.3  Storage Layout per HANA Node
	Volume
	Mount Point
	Recommended Size
	Disk Type
	Purpose

	boot
	/
	100 GB
	pd-ssd
	OS root filesystem

	data
	/hana/data/<SID>
	1.5x RAM
	pd-ssd
	HANA data volumes (persistent)

	log
	/hana/log/<SID>
	0.5x RAM
	pd-ssd
	HANA redo log (write-intensive)

	shared
	/hana/shared
	1x RAM (min 1 TB)
	pd-balanced
	HANA shared: binaries, profiles, trace

	backup
	/hana/backup
	3x data size
	pd-balanced
	HANA data and log backups

	usrsap
	/usr/sap
	50 GB
	pd-ssd
	SAP instance profiles and executables



2.4  Required Network Ports
	Protocol
	Port(s)
	Purpose

	TCP
	3<NR>15, 3<NR>13
	HANA SQL/MDX (JDBC/ODBC client connections)

	TCP
	3<NR>40 – 3<NR>41
	HANA System Replication data channel

	TCP
	3<NR>00 – 3<NR>02
	HANA internal service communication

	TCP
	4<NR>01 – 4<NR>02
	HANA HTTP/HTTPS (Web Dispatcher, Cockpit)

	TCP
	62500
	socat health-check listener for GCP ILB probe

	TCP
	2224
	Pacemaker pcsd daemon

	UDP
	5404 – 5406
	Corosync cluster heartbeat and communication

	TCP
	22
	SSH administration access





3. GCP Infrastructure Provisioning
Run all gcloud commands from Cloud Shell or a workstation with gcloud SDK installed. Replace <PROJECT_ID>, <REGION>, and <ZONE> throughout this guide.

3.1  VPC Network and Subnet
# Create custom VPC network
gcloud compute networks create hana-vpc \
  --subnet-mode=custom --project=<PROJECT_ID>

# Create HANA workload subnet
gcloud compute networks subnets create hana-subnet \
  --network=hana-vpc --region=<REGION> \
  --range=10.0.1.0/24 --project=<PROJECT_ID>

# Enable Private Google Access (for GCS, Secret Manager access without public IPs)
gcloud compute networks subnets update hana-subnet \
  --region=<REGION> --enable-private-ip-google-access --project=<PROJECT_ID>

# Create Cloud NAT for outbound internet access
gcloud compute routers create hana-router \
  --network=hana-vpc --region=<REGION> --project=<PROJECT_ID>

gcloud compute routers nats create hana-nat \
  --router=hana-router --region=<REGION> \
  --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips \
  --project=<PROJECT_ID>

3.2  Firewall Rules
# Internal cluster traffic (all ports within subnet)
gcloud compute firewall-rules create allow-hana-internal \
  --network=hana-vpc --direction=INGRESS --priority=1000 \
  --source-ranges=10.0.1.0/24 \
  --allow=tcp:1-65535,udp:1-65535,icmp --project=<PROJECT_ID>

# GCP ILB health-check probes (allow on port 62500)
gcloud compute firewall-rules create allow-hana-healthcheck \
  --network=hana-vpc --direction=INGRESS \
  --source-ranges=35.191.0.0/16,130.211.0.0/22 \
  --allow=tcp:62500 --tags=hana-cluster --project=<PROJECT_ID>

# SSH access
gcloud compute firewall-rules create allow-ssh \
  --network=hana-vpc --direction=INGRESS \
  --source-ranges=10.0.0.0/8 --allow=tcp:22 --project=<PROJECT_ID>

3.3  Service Account for fence_gce
# Create dedicated service account
gcloud iam service-accounts create hana-cluster-sa \
  --display-name='HANA HA Cluster Fence SA' --project=<PROJECT_ID>

# Assign roles/compute.instanceAdmin.v1 (minimum for fence_gce)
gcloud projects add-iam-policy-binding <PROJECT_ID> \
  --member=serviceAccount:hana-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --role=roles/compute.instanceAdmin.v1

gcloud projects add-iam-policy-binding <PROJECT_ID> \
  --member=serviceAccount:hana-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --role=roles/iam.serviceAccountUser

3.4  Provision HANA VM Nodes
# ── Node 1: hana-node-1 (Initial HANA Primary) ──────────────────────────
gcloud compute instances create hana-node-1 \
  --zone=<ZONE> --machine-type=n2-highmem-32 \
  --image-family=sles-15-sp4-sap --image-project=suse-sap-cloud \
  --boot-disk-size=100GB --boot-disk-type=pd-ssd \
  --create-disk=name=hana-data-1,size=500GB,type=pd-ssd,auto-delete=no \
  --create-disk=name=hana-log-1,size=200GB,type=pd-ssd,auto-delete=no \
  --create-disk=name=hana-shared-1,size=300GB,type=pd-balanced,auto-delete=no \
  --create-disk=name=hana-backup-1,size=1200GB,type=pd-balanced,auto-delete=no \
  --create-disk=name=hana-usrsap-1,size=50GB,type=pd-ssd,auto-delete=no \
  --network-interface=subnet=hana-subnet,no-address \
  --private-network-ip=10.0.1.10 \
  --service-account=hana-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --scopes=cloud-platform --tags=hana-cluster \
  --metadata=enable-oslogin=true --project=<PROJECT_ID>

# ── Node 2: hana-node-2 (Initial HANA Secondary) ────────────────────────
gcloud compute instances create hana-node-2 \
  --zone=<ZONE> --machine-type=n2-highmem-32 \
  --image-family=sles-15-sp4-sap --image-project=suse-sap-cloud \
  --boot-disk-size=100GB --boot-disk-type=pd-ssd \
  --create-disk=name=hana-data-2,size=500GB,type=pd-ssd,auto-delete=no \
  --create-disk=name=hana-log-2,size=200GB,type=pd-ssd,auto-delete=no \
  --create-disk=name=hana-shared-2,size=300GB,type=pd-balanced,auto-delete=no \
  --create-disk=name=hana-backup-2,size=1200GB,type=pd-balanced,auto-delete=no \
  --create-disk=name=hana-usrsap-2,size=50GB,type=pd-ssd,auto-delete=no \
  --network-interface=subnet=hana-subnet,no-address \
  --private-network-ip=10.0.1.11 \
  --service-account=hana-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --scopes=cloud-platform --tags=hana-cluster \
  --metadata=enable-oslogin=true --project=<PROJECT_ID>

# ── Node 3: hana-majority (Quorum / Majority Maker – different zone) ────
gcloud compute instances create hana-majority \
  --zone=<ZONE_2> --machine-type=n2-standard-2 \
  --image-family=sles-15-sp4-sap --image-project=suse-sap-cloud \
  --boot-disk-size=50GB --boot-disk-type=pd-standard \
  --network-interface=subnet=hana-subnet,no-address \
  --private-network-ip=10.0.1.12 \
  --service-account=hana-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --scopes=cloud-platform --tags=hana-cluster \
  --project=<PROJECT_ID>
NOTE: hana-majority must be in a DIFFERENT zone (ZONE_2) from the HANA nodes. This ensures quorum is maintained even if ZONE fails. No SAP software is installed on this VM.



4. Internal Load Balancer Setup (HANA VIP)
The GCP Internal Passthrough Load Balancer provides VIP 10.0.1.30 for HANA client connections. A socat listener on port 62500 responds to ILB health-check probes – only the active HANA primary node runs socat (managed by Pacemaker).

4.1  Create Health Check
# Health check targeting port 62500 (socat listener)
gcloud compute health-checks create tcp hc-hana \
  --port=62500 \
  --check-interval=10 \
  --timeout=10 \
  --healthy-threshold=2 \
  --unhealthy-threshold=3 \
  --project=<PROJECT_ID>

4.2  Unmanaged Instance Groups
# Create instance group with both HANA nodes
gcloud compute instance-groups unmanaged create hana-group \
  --zone=<ZONE> --project=<PROJECT_ID>

gcloud compute instance-groups unmanaged add-instances hana-group \
  --instances=hana-node-1,hana-node-2 \
  --zone=<ZONE> --project=<PROJECT_ID>
NOTE: The Majority Maker (hana-majority) is NOT added to the ILB backend group as it does not run HANA.

4.3  Backend Service and Forwarding Rule
# Create backend service (TCP, Internal)
gcloud compute backend-services create hana-backend \
  --load-balancing-scheme=INTERNAL \
  --protocol=TCP \
  --health-checks=hc-hana \
  --region=<REGION> --project=<PROJECT_ID>

# Add instance group to backend
gcloud compute backend-services add-backend hana-backend \
  --instance-group=hana-group \
  --instance-group-zone=<ZONE> \
  --region=<REGION> --project=<PROJECT_ID>

# Create forwarding rule (HANA VIP = 10.0.1.30)
gcloud compute forwarding-rules create hana-vip \
  --load-balancing-scheme=INTERNAL \
  --backend-service=hana-backend \
  --address=10.0.1.30 --ports=ALL \
  --subnet=hana-subnet \
  --region=<REGION> --project=<PROJECT_ID>

4.4  Verify ILB Configuration
# List forwarding rules
gcloud compute forwarding-rules list --region=<REGION> --project=<PROJECT_ID>

# Check backend health (will show UNHEALTHY until cluster is running)
gcloud compute backend-services get-health hana-backend \
  --region=<REGION> --project=<PROJECT_ID>
TIP: ILB health checks show UNHEALTHY at this stage – this is expected. They turn HEALTHY only after Pacemaker starts the socat resource on the active HANA primary node.



5. OS Preparation (Both HANA Nodes)
Perform all steps in this section on BOTH hana-node-1 AND hana-node-2 unless stated otherwise. SSH via OS Login or bastion host.

5.1  Configure /etc/hosts
vi /etc/hosts
# Add the following entries:
127.0.0.1    localhost
10.0.1.10    hana-node-1    hana-node-1.example.com
10.0.1.11    hana-node-2    hana-node-2.example.com
10.0.1.12    hana-majority  hana-majority.example.com
10.0.1.30    hanadb         hanadb.example.com   # HANA VIP

5.2  Format and Mount Disks
# Identify attached disks
lsblk -o NAME,SIZE,TYPE,MOUNTPOINT

# Format with XFS filesystem (adjust device names per lsblk output)
mkfs.xfs -f /dev/sdb   # hana/data
mkfs.xfs -f /dev/sdc   # hana/log
mkfs.xfs -f /dev/sdd   # hana/shared
mkfs.xfs -f /dev/sde   # hana/backup
mkfs.xfs -f /dev/sdf   # usr/sap

# Create mount points
mkdir -p /hana/data /hana/log /hana/shared /hana/backup /usr/sap

# Get disk UUIDs for stable fstab entries
blkid /dev/sdb /dev/sdc /dev/sdd /dev/sde /dev/sdf

# Add to /etc/fstab (use UUID= for stability)
UUID=<data-uuid>    /hana/data    xfs defaults,nofail,noatime  0 2
UUID=<log-uuid>     /hana/log     xfs defaults,nofail,noatime  0 2
UUID=<shared-uuid>  /hana/shared  xfs defaults,nofail          0 2
UUID=<backup-uuid>  /hana/backup  xfs defaults,nofail          0 2
UUID=<usrsap-uuid>  /usr/sap      xfs defaults,nofail          0 2

mount -a && df -hT | grep -E 'hana|sap'

5.3  Configure Chrony (NTP)
# HANA HSR requires synchronized clocks on all nodes
systemctl enable --now chronyd
chronyc tracking
chronyc sources -v

# Verify time difference between nodes is < 1 second
ssh hana-node-2 'date' && date

5.4  Apply SAP OS Tuning Profile
# SLES – saptune (recommended)
saptune solution apply HANA
saptune daemon start
saptune solution verify HANA
saptune status

# RHEL – tuned
tuned-adm profile sap-hana
tuned-adm active

5.5  HANA Kernel Parameter Tuning
cat > /etc/sysctl.d/90-hana.conf << 'EOF'
# HANA required kernel parameters
vm.swappiness                  = 10
vm.max_map_count               = 2147483647
net.core.somaxconn             = 4096
net.ipv4.tcp_max_syn_backlog   = 8192
net.ipv4.tcp_slow_start_after_idle = 0
net.ipv4.tcp_timestamps        = 1
net.ipv4.tcp_syn_retries       = 8
kernel.numa_balancing          = 0
kernel.sem                     = 1250 256000 100 8192
EOF

sysctl --system
sysctl -a | grep -E 'swappiness|max_map_count|somaxconn'

5.6  Disable Transparent HugePages
echo never > /sys/kernel/mm/transparent_hugepage/enabled
echo never > /sys/kernel/mm/transparent_hugepage/defrag
cat /sys/kernel/mm/transparent_hugepage/enabled   # verify [never]

# Persist across reboots
echo 'echo never > /sys/kernel/mm/transparent_hugepage/enabled' >> /etc/rc.local
echo 'echo never > /sys/kernel/mm/transparent_hugepage/defrag'  >> /etc/rc.local
chmod +x /etc/rc.local

5.7  Set Up SSH Equivalence
# On Node 1: generate key and distribute
ssh-keygen -t rsa -b 4096 -N '' -f /root/.ssh/id_rsa
ssh-copy-id root@hana-node-2

# On Node 2: generate key and distribute
ssh-keygen -t rsa -b 4096 -N '' -f /root/.ssh/id_rsa
ssh-copy-id root@hana-node-1

# Test bidirectional SSH
ssh hana-node-2 hostname && ssh hana-node-1 hostname

5.8  Install Required Cluster Packages
# SLES – cluster and SAP packages
zypper refresh
zypper install -y pacemaker corosync fence-agents
zypper install -y SAPHanaSR SAPHanaSR-doc
zypper install -y resource-agents sap-suse-cluster-connector socat

# RHEL – cluster and SAP packages
dnf install -y pacemaker pcs fence-agents-gce
dnf install -y resource-agents-sap SAPHanaSR socat

# Verify SAPHanaSR resource agents are installed
ls -la /usr/lib/ocf/resource.d/suse/SAPHana*
WARNING: Do NOT start corosync or pacemaker services yet. They must be started AFTER HANA installation and HSR configuration.



6. SAP HANA 2.0 Installation
Install SAP HANA on BOTH nodes with identical SID, instance number, and passwords. Do not configure HSR during installation – this is done in Section 7.

6.1  Stage HANA Software
# Upload to GCS from workstation
gsutil cp IMDB_SERVER20_070_*.SAR gs://<YOUR_BUCKET>/hana-sw/
gsutil cp SAPCAR_<version>.EXE    gs://<YOUR_BUCKET>/hana-sw/

# Download on both HANA nodes
mkdir -p /software && cd /software
gsutil cp gs://<YOUR_BUCKET>/hana-sw/SAPCAR*.EXE  /software/
gsutil cp gs://<YOUR_BUCKET>/hana-sw/IMDB_SERVER*.SAR /software/

# Extract HANA installation archive
chmod +x SAPCAR*.EXE
./SAPCAR*.EXE -xvf IMDB_SERVER20_*.SAR -manifest SIGNATURE.SMF

6.2  Create HANA Installation Response File
cat > /software/hana_install.cfg << 'EOF'
[General]
component_medium=/software/SAP_HANA_DATABASE

[HDB_SYSTEM_INSTALL_SAP_HANA_DATABASE]
hdb_sid=<SID>
hdb_instance_number=<NR>
hdb_system_user_password=<SYSTEM_PASSWORD>
hdb_sapadm_password=<SAPADM_PASSWORD>
hdb_lss_shared_dir=/hana/shared
hdb_lss_data_path=/hana/data/<SID>
hdb_lss_log_path=/hana/log/<SID>
server_use_existing_shared_folder=y
EOF

6.3  Run HANA Installation on BOTH Nodes
# Execute installation (run on Node 1, then repeat on Node 2)
cd /software/SAP_HANA_DATABASE
./hdbinst --batch --configfile=/software/hana_install.cfg 2>&1 | tee /tmp/hana_install.log

# Monitor installation
tail -f /var/tmp/hdb_<SID>_hdblcm_install_*.log

# Post-install verification
su - <sid>adm -c 'HDB info'
su - <sid>adm -c 'HDB version'
NOTE: The same SID and instance number MUST be used on both nodes. The /hana/shared filesystem is independent per node at this stage – it will not be shared over NFS.

6.4  Verify HANA Running on Both Nodes
# On each node as <sid>adm
su - <sid>adm
HDB info

# Connect to HANA and verify
hdbsql -u SYSTEM -p '<SYSTEM_PASSWORD>' -n localhost:3<NR>15 \
  'SELECT SYSTEM_ID, DATABASE_NAME, ACTIVE_STATUS FROM M_DATABASE'

6.5  Set HANA Ini Parameters (Both Nodes)
# Connect to HANA as SYSTEM and apply required parameters
su - <sid>adm
hdbsql -u SYSTEM -p '<SYSTEM_PASSWORD>' -n localhost:3<NR>15 << 'EOF'
-- Enable basepath for data/log separation
ALTER SYSTEM ALTER CONFIGURATION ('global.ini', 'SYSTEM')
  SET ('persistence', 'basepath_datavolumes')   = '/hana/data/<SID>'
      ('persistence', 'basepath_logvolumes')    = '/hana/log/<SID>'
      ('persistence', 'basepath_logbackup')     = '/hana/backup/log'
      ('persistence', 'basepath_databackup')    = '/hana/backup/data'
  WITH RECONFIGURE;
EOF

6.6  Take Initial Full Backup (Node 1 Only)
mkdir -p /hana/backup/data /hana/backup/log
chown <sid>adm:sapsys /hana/backup/data /hana/backup/log

# Run full data backup (REQUIRED before HSR registration)
su - <sid>adm
hdbsql -u SYSTEM -p '<SYSTEM_PASSWORD>' -n localhost:3<NR>15 \
  "BACKUP DATA USING FILE ('/hana/backup/data/<SID>_initial_$(date +%Y%m%d)')"

# Verify backup completed
hdbsql -u SYSTEM -p '<SYSTEM_PASSWORD>' -n localhost:3<NR>15 \
  'SELECT BACKUP_ID, STATE_NAME, ENTRY_TYPE_NAME FROM M_BACKUP_CATALOG ORDER BY SYS_START_TIME DESC LIMIT 5'
TIP: An initial full data backup is mandatory before registering the HSR secondary. Without a backup, the secondary registration will fail or require a complete data copy.



7. HANA System Replication (HSR) Configuration
7.1  Configure SAPHanaSR Hook in global.ini (Both Nodes)
The SAPHanaSR hook enables SAP HANA to notify Pacemaker of SR state changes. Edit global.ini on BOTH nodes BEFORE enabling HSR.
# Edit /usr/sap/<SID>/SYS/global/hdb/custom/config/global.ini on BOTH nodes
vi /usr/sap/<SID>/SYS/global/hdb/custom/config/global.ini

# Add/update these sections:
[system_replication_hostname_resolution]
hana-node-1 = 10.0.1.10
hana-node-2 = 10.0.1.11

[ha_dr_provider_SAPHanaSR]
provider           = SAPHanaSR
path               = /usr/share/SAPHanaSR
execution_order    = 1

[trace]
ha_dr_saphanasr    = info

7.2  Enable HSR on Primary (Node 1 Only)
# Switch to <sid>adm on Node 1
su - <sid>adm

# Enable HANA System Replication with site name SITE1
hdbnsutil -sr_enable --name=SITE1

# Verify HSR is enabled
hdbnsutil -sr_state
# Expected: mode: primary | site name: SITE1

7.3  Copy SSFS Keys from Primary to Secondary
The HANA SSFS (Secure Storage in File System) PKI keys must be identical on both nodes for HSR authentication. Copy from Node 1 to Node 2.
# Run as root on Node 1
scp /usr/sap/<SID>/SYS/global/security/rsecssfs/data/SSFS_<SID>.DAT \
  root@hana-node-2:/usr/sap/<SID>/SYS/global/security/rsecssfs/data/

scp /usr/sap/<SID>/SYS/global/security/rsecssfs/key/SSFS_<SID>.KEY \
  root@hana-node-2:/usr/sap/<SID>/SYS/global/security/rsecssfs/key/

# Fix ownership on Node 2
ssh root@hana-node-2 'chown <sid>adm:sapsys \
  /usr/sap/<SID>/SYS/global/security/rsecssfs/data/SSFS_<SID>.DAT \
  /usr/sap/<SID>/SYS/global/security/rsecssfs/key/SSFS_<SID>.KEY'

7.4  Stop HANA on Secondary (Node 2)
# On Node 2 as <sid>adm
su - <sid>adm
HDB stop

# Verify HANA processes stopped
HDB info   # Should show no active processes

7.5  Register Secondary Site (Node 2)
# On Node 2 as <sid>adm
su - <sid>adm

hdbnsutil -sr_register \
  --name=SITE2 \
  --remoteHost=hana-node-1 \
  --remoteInstance=<NR> \
  --replicationMode=syncmem \
  --operationMode=logreplay \
  --online

# Start HANA secondary to trigger initial data sync
HDB start

7.6  Monitor Initial Synchronization
# On Node 1 as <sid>adm – watch replication status
su - <sid>adm

# Method 1: hdbnsutil (quick status)
hdbnsutil -sr_state

# Method 2: Python monitoring script
HDBSettings.sh systemReplicationStatus.py

# Method 3: SQL query
hdbsql -u SYSTEM -p '<SYSTEM_PASSWORD>' -n localhost:3<NR>15 \
  'SELECT HOST, PORT, VOLUME_ID, REPLICATION_STATUS, REPLICATION_MODE FROM SYS.M_SERVICE_REPLICATION'

# Expected progression: INITIALIZING -> SYNCING -> ACTIVE
NOTE: Initial synchronization time depends on database size and network bandwidth. For a 256 GB HANA database on pd-ssd, expect 15-45 minutes. Monitor progress with HDBSettings.sh systemReplicationStatus.py.

7.7  Verify HSR Active Status
# Final verification – both sites must show correct roles

# Node 1 (Primary) expected output:
hdbnsutil -sr_state
  mode: primary
  site id: 1
  site name: SITE1
  Host Mappings: hana-node-1/hana-node-1 | SITE1 | master | active

# Node 2 (Secondary) expected output:
hdbnsutil -sr_state
  mode: sync
  site id: 2
  site name: SITE2
  active primary site: 1



8. Pacemaker / Corosync Cluster Configuration
8.1  Configure Corosync on All Three Nodes
# Step 1: Generate authkey on Node 1
corosync-keygen

# Step 2: Copy authkey to Node 2 and Majority Maker
scp /etc/corosync/authkey root@hana-node-2:/etc/corosync/authkey
scp /etc/corosync/authkey root@hana-majority:/etc/corosync/authkey

chmod 400 /etc/corosync/authkey   # On all nodes

Create /etc/corosync/corosync.conf on ALL three nodes (same content):
cat > /etc/corosync/corosync.conf << 'EOF'
totem {
  version:       2
  secauth:       on
  cluster_name:  hana-ha-cluster
  transport:     udpu
  token:         30000
  consensus:     36000
  join:          60
  max_messages:  20
}

nodelist {
  node { ring0_addr: 10.0.1.10; name: hana-node-1;   nodeid: 1 }
  node { ring0_addr: 10.0.1.11; name: hana-node-2;   nodeid: 2 }
  node { ring0_addr: 10.0.1.12; name: hana-majority; nodeid: 3 }
}

quorum {
  provider:        corosync_votequorum
  expected_votes:  3
  two_node:        0
}

logging {
  to_syslog:     yes
  logger_subsys { subsys: QUORUM; debug: off }
}
EOF

8.2  Start Cluster Services on All Three Nodes
# Enable and start on all nodes (run on each node)
systemctl enable --now corosync
systemctl enable --now pacemaker

# Wait ~30 seconds then verify from any HANA node
crm_mon -1
corosync-cfgtool -s
corosync-quorumtool -s   # Verify: quorate: Yes

8.3  Set Global Cluster Properties
# Connect to cluster (use crm or pcs)
crm configure property stonith-enabled=true
crm configure property stonith-timeout=300s
crm configure property no-quorum-policy=freeze
crm configure property concurrent-fencing=true
crm configure property cluster-recheck-interval=75

crm configure rsc_defaults resource-stickiness=1000
crm configure rsc_defaults migration-threshold=5000
crm configure op_defaults timeout=600

8.4  Configure STONITH – fence_gce
# STONITH for hana-node-1 (must NOT run on hana-node-1)
crm configure primitive stonith-hana-node-1 fence_gce \
  params project=<PROJECT_ID> zone=<ZONE> \
         pcmk_host_list='hana-node-1' \
         pcmk_reboot_timeout=300 power_timeout=240 \
  op monitor interval=300 timeout=120 \
  meta target-role=Started

crm configure location loc-stonith-node1 stonith-hana-node-1 -inf: hana-node-1

# STONITH for hana-node-2 (must NOT run on hana-node-2)
crm configure primitive stonith-hana-node-2 fence_gce \
  params project=<PROJECT_ID> zone=<ZONE> \
         pcmk_host_list='hana-node-2' \
         pcmk_reboot_timeout=300 power_timeout=240 \
  op monitor interval=300 timeout=120 \
  meta target-role=Started

crm configure location loc-stonith-node2 stonith-hana-node-2 -inf: hana-node-2

# STONITH for hana-majority
crm configure primitive stonith-hana-majority fence_gce \
  params project=<PROJECT_ID> zone=<ZONE_2> \
         pcmk_host_list='hana-majority' \
         pcmk_reboot_timeout=300 power_timeout=240 \
  op monitor interval=300 timeout=120 \
  meta target-role=Started

crm configure location loc-stonith-majority stonith-hana-majority -inf: hana-majority

8.5  Configure SAPHanaTopology Clone
SAPHanaTopology runs as a clone on all HANA nodes (NOT Majority Maker). It reads HANA topology and publishes attributes such as HSR roles, sync state, and site names to the cluster.
crm configure primitive rsc_SAPHanaTopology_<SID>_HDB<NR> SAPHanaTopology \
  params SID=<SID> InstanceNumber=<NR> \
  op monitor  interval=10  timeout=600 \
  op start    timeout=600 \
  op stop     timeout=300

crm configure clone cln_SAPHanaTopology_<SID>_HDB<NR> \
  rsc_SAPHanaTopology_<SID>_HDB<NR> \
  meta clone-node-max=1 interleave=true

8.6  Configure SAPHanaController Master/Slave
SAPHanaController manages the HSR takeover lifecycle. The Master role corresponds to the HANA primary; Slave to the HANA secondary. AUTOMATED_REGISTER=true handles re-registration of the old primary after failover.
crm configure primitive rsc_SAPHanaController_<SID>_HDB<NR> SAPHanaController \
  params SID=<SID> InstanceNumber=<NR> \
         PREFER_SITE_TAKEOVER=true \
         DUPLICATE_PRIMARY_TIMEOUT=7200 \
         AUTOMATED_REGISTER=true \
  op start   timeout=3600 \
  op stop    timeout=3600 \
  op promote timeout=3600 \
  op monitor interval=60  role=Master timeout=700 \
  op monitor interval=61  role=Slave  timeout=700 \
  meta notify=true clone-max=2 clone-node-max=1

# Promotable clone (Master/Slave)
crm configure ms msl_SAPHanaController_<SID>_HDB<NR> \
  rsc_SAPHanaController_<SID>_HDB<NR> \
  meta master-max=1 master-node-max=1 \
       clone-max=2 clone-node-max=1 interleave=true

8.7  Configure VIP and Health-Check Resources
# HANA Virtual IP resource
crm configure primitive rsc_ip_<SID>_HDB<NR> IPaddr2 \
  params ip=10.0.1.30 cidr_netmask=32 \
  meta target-role=Started \
  op monitor interval=3600 timeout=60

# socat – GCP ILB health-check listener on port 62500
crm configure primitive rsc_hc_<SID>_HDB<NR> socat \
  params binpath=/usr/bin/socat \
         cmdline_options="-U TCP-LISTEN:62500,backlog=10,fork,reuseaddr /dev/null" \
  op monitor timeout=20 interval=10 \
  meta is-managed=true target-role=Started

# Group VIP + socat together (start socat first, then VIP)
crm configure group g-ip_<SID>_HDB<NR> rsc_hc_<SID>_HDB<NR> rsc_ip_<SID>_HDB<NR>

8.8  Apply Resource Constraints
# COLOCATION: VIP group must always co-locate with HANA Master
crm configure colocation col_saphana_vip_<SID>_HDB<NR> 4000: \
  g-ip_<SID>_HDB<NR>:Started \
  msl_SAPHanaController_<SID>_HDB<NR>:Master

# ORDER: SAPHanaTopology must start before SAPHanaController
crm configure order ord_SAPHana_topology_<SID>_HDB<NR> Optional: \
  cln_SAPHanaTopology_<SID>_HDB<NR> \
  msl_SAPHanaController_<SID>_HDB<NR>

# LOCATION: Keep HANA resources OFF Majority Maker node
crm configure location loc-no-mm-ctrl \
  msl_SAPHanaController_<SID>_HDB<NR> -inf: hana-majority
crm configure location loc-no-mm-topo \
  cln_SAPHanaTopology_<SID>_HDB<NR> -inf: hana-majority
crm configure location loc-no-mm-ip \
  g-ip_<SID>_HDB<NR> -inf: hana-majority

8.9  Configure sudoers for SAPHanaSR
# Both HANA nodes – allow <sid>adm to set cluster attributes
cat > /etc/sudoers.d/20-saphanasr << 'EOF'
<sid>adm ALL=(ALL) NOPASSWD: /usr/sbin/crm_attribute -n hana_<sid>_*
<sid>adm ALL=(ALL) NOPASSWD: /usr/bin/SAPHanaSR-monitor
EOF

visudo -c && echo 'sudoers OK'

8.10  Verify Complete Configuration
# Check for configuration errors
crm configure verify

# View full cluster status
crm_mon -1 --include=all

# Check HANA-specific cluster attributes
SAPHanaSR-monitor
TIP: Expected state: hana-node-1 runs HANA Master, hana-node-2 runs HANA Slave, VIP group on hana-node-1, all STONITH resources started on the non-target nodes.



9. Cluster Validation and Failover Testing
9.1  Pre-Test Health Validation
	#
	Check
	Command / Expected Result

	1
	All 3 cluster nodes ONLINE
	crm_mon -1  →  3 nodes online, 0 OFFLINE

	2
	HANA Master on hana-node-1
	crm_mon -1 | grep Master  →  hana-node-1: Master

	3
	HANA Slave on hana-node-2
	crm_mon -1 | grep Slave  →  hana-node-2: Slave

	4
	VIP on HANA Master node
	crm_mon -1 | grep ip  →  Started hana-node-1

	5
	socat listener on port 62500
	ss -tnlp | grep 62500  →  socat LISTEN

	6
	HSR sync state ACTIVE/SOK
	HDBSettings.sh systemReplicationStatus.py  →  ACTIVE

	7
	ILB HEALTHY on Node 1
	GCP Console > LB > Backend → hana-node-1 HEALTHY

	8
	HANA client connect via VIP
	hdbsql -n 10.0.1.30:3<NR>15  →  M_DATABASE row

	9
	STONITH resources Started
	crm_mon -1 | grep stonith  →  3x Started

	10
	Quorum achieved
	corosync-quorumtool -s  →  quorate: Yes

	11
	crm configure verify clean
	crm configure verify  →  0 errors



9.2  Test 1 – Unplanned Failover (Primary Node Crash)
Simulate a hard crash of the HANA primary node. Validates STONITH fencing, automatic HSR takeover, VIP migration, and AUTOMATED_REGISTER re-registration.
# Step 1: Record current state
crm_mon -1 && SAPHanaSR-monitor

# Step 2: Simulate crash (kill corosync on Node 1)
# !! Run on hana-node-1 !!
systemctl kill -s SIGKILL corosync pacemaker

# Step 3: Watch failover from hana-node-2
watch -n2 'crm_mon -1 && echo --- && SAPHanaSR-monitor'

# Expected sequence:
# 1. hana-node-1 loses quorum votes
# 2. Cluster fences hana-node-1 via fence_gce (VM reset)
# 3. msl_SAPHanaController promotes hana-node-2 to Master
# 4. VIP group migrates to hana-node-2
# 5. ILB health check turns HEALTHY on hana-node-2
# 6. HANA accepts connections on new primary

# Step 4: Verify new primary accepting connections
hdbsql -u SYSTEM -p '<PW>' -n 10.0.1.30:3<NR>15 \
  'SELECT ACTIVE_STATUS, LOGREPLAY_ACTIVE FROM M_DATABASE'

# Step 5: Rejoin Node 1 (auto-registers as secondary via AUTOMATED_REGISTER)
# Start hana-node-1 VM from GCP console
gcloud compute instances start hana-node-1 --zone=<ZONE>

# Step 6: Verify HSR re-established
HDBSettings.sh systemReplicationStatus.py   # Should show ACTIVE again
RTO REFERENCE: Typical failover time on GCP: STONITH fence ~120s + HSR takeover ~30-90s = Total RTO ~2.5-4 minutes. Production configuration with tuned STONITH timeouts may achieve 90-120 seconds.

9.3  Test 2 – Planned Maintenance (Controlled Takeover)
# Graceful demotion of HANA Master to initiate planned takeover
crm resource demote msl_SAPHanaController_<SID>_HDB<NR>

# Monitor takeover progress
watch -n2 crm_mon -1

# After maintenance – allow automatic re-promotion
crm resource unmove msl_SAPHanaController_<SID>_HDB<NR>
crm resource cleanup msl_SAPHanaController_<SID>_HDB<NR>

9.4  Test 3 – Network Isolation (STONITH Validation)
# Block Corosync UDP traffic on Node 1 to trigger STONITH from Node 2
# !! Run on hana-node-1 – this WILL reboot Node 1 !!
iptables -I INPUT  -p udp --dport 5404:5406 -j DROP
iptables -I OUTPUT -p udp --dport 5404:5406 -j DROP

# Watch from hana-node-2 – Node 1 should be fenced and rebooted
watch -n2 crm_mon -1

# After test – flush iptables on Node 1 (after rejoin)
iptables -F INPUT && iptables -F OUTPUT
WARNING: STONITH tests WILL reboot the target VM. Confirm this is expected and all data on the node is either backed up or safe to lose during the test. Never run in production without change approval.



10. Monitoring and Operational Reference
10.1  Daily Operational Commands
	Action
	Command

	Cluster status overview
	crm_mon -1

	HANA replication attributes
	SAPHanaSR-monitor

	HSR state (hdbnsutil)
	su - <sid>adm -c 'hdbnsutil -sr_state'

	HSR Python status script
	su - <sid>adm -c 'HDBSettings.sh systemReplicationStatus.py'

	HANA SQL – DB status
	hdbsql -u SYSTEM -n localhost:3<NR>15 'SELECT * FROM M_DATABASE'

	HANA memory usage
	hdbsql -u SYSTEM -n localhost:3<NR>15 'SELECT * FROM M_HOST_RESOURCE_UTILIZATION'

	HANA alert monitoring
	hdbsql -u SYSTEM -n localhost:3<NR>15 'SELECT * FROM M_ALERTS WHERE IS_ACTIVE=TRUE'

	Move HANA Master
	crm resource move msl_SAPHanaController_<SID>_HDB<NR> <node>

	Clean failed resource
	crm resource cleanup <resource-name>

	Standby a cluster node
	crm node standby <nodename>

	Bring node back online
	crm node online <nodename>

	Check ILB backend health
	gcloud compute backend-services get-health hana-backend --region=<REGION>

	View Pacemaker logs
	journalctl -u pacemaker --since '1 hour ago' -f

	View Corosync logs
	journalctl -u corosync --since '1 hour ago' -f

	Check quorum status
	corosync-quorumtool -s

	Verify cluster config
	crm configure verify

	Force fence a node
	crm node fence <nodename>



10.2  Troubleshooting Guide
	Symptom
	Likely Cause
	Resolution

	HANA failover does not occur
	STONITH failed / fence_gce auth error
	Check SA key or metadata-based auth; run fence_gce -a status -n hana-node-1

	Old primary does not re-register
	AUTOMATED_REGISTER=false
	Set AUTOMATED_REGISTER=true or manually run hdbnsutil -sr_register on old primary

	SOK never returns after failover
	Network issue or HSR timeout
	Check /hana/data and /hana/log permissions; verify no stale replication locks

	SAPHanaController in FAILED
	HANA startup timeout
	Increase op start timeout; check /usr/sap/<SID>/HDB<NR>/trace/nameserver*.trc

	VIP not moving after failover
	Colocation constraint missing or wrong
	Re-verify: crm configure show | grep colocation; re-apply if needed

	ILB stays UNHEALTHY
	socat resource not started
	crm resource start rsc_hc_<SID>_HDB<NR>; check port 62500 with nc -z localhost 62500

	Split-brain / both nodes primary
	Fencing race condition
	Ensure fence_gce completes; manually fence one node; check DUPLICATE_PRIMARY_TIMEOUT

	HSR shows SFAIL / UNKNOWN
	Network / firewall blocking HSR port
	Verify firewall allows TCP 3<NR>40-3<NR>41 between nodes; check hdbnsutil -sr_state

	Majority Maker offline
	Zone failure or VM stopped
	Restart VM; quorum still works with 2 HANA nodes online (3 total expected votes)

	crm_mon shows UNCLEAN
	Fencing incomplete
	Manually reset: gcloud compute instances reset <node>; then crm node online <node>





11. Post-Setup Completion Checklist
	
	Task
	Owner
	Done

	☐
	GCP VPC, subnet, Cloud NAT, and firewall rules configured
	Infra
	

	☐
	HANA Node 1, Node 2, and Majority Maker VMs provisioned
	Infra
	

	☐
	All persistent disks formatted and mounted on both HANA nodes
	Basis
	

	☐
	GCP ILB (hana-vip 10.0.1.30) created with TCP/62500 health check
	Infra
	

	☐
	OS tuning applied – saptune HANA or tuned sap-hana profile
	Basis
	

	☐
	Kernel parameters and THP disabled on both HANA nodes
	Basis
	

	☐
	SSH equivalence configured between all cluster nodes
	Basis
	

	☐
	HANA 2.0 installed on Node 1 (SID, NR confirmed)
	Basis
	

	☐
	HANA 2.0 installed on Node 2 (identical SID, NR)
	Basis
	

	☐
	global.ini updated with SAPHanaSR hook on both nodes
	Basis
	

	☐
	Initial full data backup taken on primary HANA
	Basis
	

	☐
	HSR enabled on Node 1 (hdbnsutil -sr_enable, SITE1)
	Basis
	

	☐
	SSFS keys copied from Node 1 to Node 2
	Basis
	

	☐
	HANA stopped on Node 2 and secondary registered (SITE2)
	Basis
	

	☐
	HSR synchronization reached ACTIVE / SOK status
	Basis
	

	☐
	Corosync authkey generated and distributed to all 3 nodes
	Basis
	

	☐
	corosync.conf configured with 3-node nodelist and quorum
	Basis
	

	☐
	Pacemaker and Corosync started on all 3 nodes
	Basis
	

	☐
	Global cluster properties set (stonith-enabled, no-quorum-policy)
	Basis
	

	☐
	fence_gce STONITH configured for all 3 nodes with location constraints
	Basis
	

	☐
	SAPHanaTopology clone configured and all nodes show it Started
	Basis
	

	☐
	SAPHanaController master/slave clone configured (Master on Node 1)
	Basis
	

	☐
	VIP (rsc_ip) and socat (rsc_hc) resources grouped and running
	Basis
	

	☐
	Colocation and order constraints applied and verified
	Basis
	

	☐
	crm configure verify returns zero errors
	Basis
	

	☐
	ILB backend health check shows HEALTHY on active HANA node
	Infra
	

	☐
	Failover Test 1 (crash/STONITH) completed successfully
	Basis
	

	☐
	Failover Test 2 (controlled demote) completed successfully
	Basis
	

	☐
	AUTOMATED_REGISTER confirmed working (old primary re-registered)
	Basis
	

	☐
	HANA backup configured and first backup verified in GCS
	Basis
	

	☐
	GCP Cloud Monitoring alerts configured for cluster and HANA
	Operations
	

	☐
	Runbook updated, change record closed
	Delivery Lead
	




SAP NOTES: SAP Note 2578899 (SLES HA for HANA on GCP) | SAP Note 2382421 (HSR network config) | SAP Note 2455497 (SAPHanaSR agents) | SAP Note 2947579 (GCP certified HANA) | SAP Note 3024346 (fence_gce) | SAP Note 2031375 (HANA parameter tuning). Always validate against the latest SAP Notes for your OS and HANA version.

DISCLAIMER: Replace ALL placeholders: <SID>, <NR>, <PROJECT_ID>, <REGION>, <ZONE>, <ZONE_2>, <SYSTEM_PASSWORD>, <SAPADM_PASSWORD>, <YOUR_BUCKET>, <sid> (lowercase SID) throughout this document before executing any commands. Test all procedures in non-production environments first.
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