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1. Overview & Architecture
This document provides a complete step-by-step procedure for deploying an SAP S/4HANA ASCS (ABAP Central Services) and ERS (Enqueue Replication Server) High Availability cluster on Google Cloud Platform using Pacemaker / Corosync cluster software with the GCP Load Balancer as the fencing mechanism.

1.1  Architecture Overview
The HA cluster consists of two GCP VM instances running SAP ASCS and ERS. A GCP Internal Load Balancer (ILB) provides the virtual IP for the ASCS service. Pacemaker manages STONITH fencing via the GCP Fence Agent and orchestrates resource failover.

	Component
	Node
	IP Address
	Description

	ASCS Instance
	ascs-node-1
	10.0.1.10
	Primary ASCS VM (Node 1)

	ERS Instance
	ers-node-2
	10.0.1.11
	Primary ERS VM (Node 2)

	ASCS Virtual IP
	ILB Frontend
	10.0.1.20
	GCP ILB VIP for ASCS (SID_ASCS00)

	ERS Virtual IP
	ILB Frontend
	10.0.1.21
	GCP ILB VIP for ERS (SID_ERS10)

	NFS / File Share
	Filestore
	10.0.1.100
	Google Cloud Filestore (NFSv4.1)



1.2  Key Software Components
	Component
	Version
	Purpose

	Pacemaker
	2.1+
	Cluster resource manager – starts/stops/monitors SAP resources

	Corosync
	3.x
	Cluster communication and quorum layer

	fence_gce
	4.x
	STONITH fencing agent for Google Compute Engine

	SAPStartSrv
	SWPM 2.0+
	Resource agent (systemd-based) for ASCS / ERS lifecycle

	sapHanatopology
	0.161+
	Used for HANA DB HA layer (referenced here for completeness)

	GCP ILB
	Passthrough
	Internal Load Balancer providing VIP failover

	Google Filestore
	NFSv4.1
	Shared NFS for /sapmnt, /usr/sap/trans





2. Prerequisites
2.1  GCP Project & IAM Requirements
	Requirement
	Details

	GCP Project
	Existing project with billing enabled and SAP-certified quotas

	IAM Roles
	compute.admin, iam.serviceAccountUser, storage.admin

	Service Account
	Dedicated SA for fence_gce: roles/compute.instanceAdmin.v1

	APIs Enabled
	Compute Engine, Cloud Filestore, Secret Manager, IAM

	OS Image
	SLES 15 SP4 for SAP (PAYG or BYOS) or RHEL 8.6 for SAP

	SAP Software
	SAP S/4HANA 2023 SPS latest, SWPM 2.0 SP18+, Kernel 7.89+

	SAP License
	Valid SAP licenses for production or sandbox environment

	Network Design
	VPC with private subnets, Cloud NAT for internet access



2.2  VM Sizing Recommendations
	Node
	Machine Type
	vCPUs
	Memory
	Boot Disk

	ascs-node-1
	n2-highmem-8
	8
	64 GB
	100 GB SSD

	ers-node-2
	n2-highmem-8
	8
	64 GB
	100 GB SSD


📌 NOTE: For production S/4HANA systems use n2-highmem-16 (16 vCPU / 128 GB) or larger. ASCS and ERS are lightweight processes but should mirror in size for clean failover.

2.3  Network & Firewall Prerequisites
1. VPC subnet created (e.g., 10.0.1.0/24) in target region
1. Cloud NAT gateway configured for outbound internet (software downloads)
1. Internal Load Balancer subnet (proxy-only subnet) configured
1. Firewall rules allowing Corosync (UDP 5404–5406), Pacemaker (TCP 2224), SSH (TCP 22)
1. Firewall rule for health-check probes: allow 35.191.0.0/16 and 130.211.0.0/22 on health-check port



3. GCP Infrastructure Setup
3.1  Create the VPC and Subnets
Run the following gcloud commands from Cloud Shell or a workstation with gcloud SDK installed. Replace <PROJECT_ID>, <REGION>, and <ZONE> with your actual values.
# Create VPC
gcloud compute networks create sap-vpc \
  --subnet-mode=custom --project=<PROJECT_ID>

# Create subnet for SAP workloads
gcloud compute networks subnets create sap-subnet \
  --network=sap-vpc --region=<REGION> \
  --range=10.0.1.0/24 --project=<PROJECT_ID>

# Create proxy-only subnet (required for ILB passthrough)
gcloud compute networks subnets create proxy-subnet \
  --network=sap-vpc --region=<REGION> \
  --range=10.0.2.0/24 --purpose=INTERNAL_HTTPS_LOAD_BALANCER \
  --role=ACTIVE --project=<PROJECT_ID>

3.2  Configure Firewall Rules
# Allow internal cluster communication
gcloud compute firewall-rules create allow-sap-cluster-internal \
  --network=sap-vpc --direction=INGRESS --priority=1000 \
  --source-ranges=10.0.1.0/24 \
  --allow=tcp:1-65535,udp:1-65535,icmp \
  --project=<PROJECT_ID>

# Allow GCP health-check probes
gcloud compute firewall-rules create allow-health-checks \
  --network=sap-vpc --direction=INGRESS --priority=1000 \
  --source-ranges=35.191.0.0/16,130.211.0.0/22 \
  --allow=tcp --project=<PROJECT_ID>

# Allow SSH (restrict source range in production)
gcloud compute firewall-rules create allow-ssh \
  --network=sap-vpc --direction=INGRESS \
  --source-ranges=0.0.0.0/0 --allow=tcp:22 --project=<PROJECT_ID>

3.3  Create Service Account for STONITH (fence_gce)
# Create dedicated service account
gcloud iam service-accounts create sap-cluster-sa \
  --display-name='SAP HA Cluster SA' --project=<PROJECT_ID>

# Grant instance admin role (required for fence_gce)
gcloud projects add-iam-policy-binding <PROJECT_ID> \
  --member=serviceAccount:sap-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --role=roles/compute.instanceAdmin.v1

# Download SA key (needed for fence agent on RHEL; SLES uses metadata)
gcloud iam service-accounts keys create /tmp/sa-key.json \
  --iam-account=sap-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com

3.4  Provision the Two Cluster VMs
# Node 1 – ASCS primary
gcloud compute instances create ascs-node-1 \
  --zone=<ZONE> --machine-type=n2-highmem-8 \
  --image-family=sles-15-sp4-sap --image-project=suse-sap-cloud \
  --boot-disk-size=100GB --boot-disk-type=pd-ssd \
  --network-interface=subnet=sap-subnet,no-address \
  --private-network-ip=10.0.1.10 \
  --service-account=sap-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --scopes=cloud-platform --metadata=enable-oslogin=true \
  --tags=sap-ascs-ers --project=<PROJECT_ID>

# Node 2 – ERS primary
gcloud compute instances create ers-node-2 \
  --zone=<ZONE> --machine-type=n2-highmem-8 \
  --image-family=sles-15-sp4-sap --image-project=suse-sap-cloud \
  --boot-disk-size=100GB --boot-disk-type=pd-ssd \
  --network-interface=subnet=sap-subnet,no-address \
  --private-network-ip=10.0.1.11 \
  --service-account=sap-cluster-sa@<PROJECT_ID>.iam.gserviceaccount.com \
  --scopes=cloud-platform --metadata=enable-oslogin=true \
  --tags=sap-ascs-ers --project=<PROJECT_ID>
📌 NOTE: For RHEL-based clusters replace --image-family=sles-15-sp4-sap --image-project=suse-sap-cloud with --image-family=rhel-8-6-sap-ha --image-project=rhel-sap-cloud

3.5  Create Google Cloud Filestore (NFS)
gcloud filestore instances create sap-nfs \
  --zone=<ZONE> --tier=STANDARD --file-share=name='sapdata',capacity=1TB \
  --network=name='sap-vpc' --project=<PROJECT_ID>

# Retrieve Filestore IP address
gcloud filestore instances describe sap-nfs --zone=<ZONE> \
  --format='value(networks.ipAddresses[0])' --project=<PROJECT_ID>



4. Internal Load Balancer (VIP) Setup
GCP uses a Passthrough Internal Load Balancer (ILB) to provide the virtual IP addresses for ASCS and ERS. Two ILBs are required — one for ASCS VIP and one for ERS VIP.

4.1  Create Health Check
# Health check for ASCS (port 620<NR> where NR=instance number, e.g., 62000)
gcloud compute health-checks create tcp hc-ascs \
  --port=62000 --check-interval=10 --timeout=10 \
  --healthy-threshold=2 --unhealthy-threshold=3 --project=<PROJECT_ID>

gcloud compute health-checks create tcp hc-ers \
  --port=62110 --check-interval=10 --timeout=10 \
  --healthy-threshold=2 --unhealthy-threshold=3 --project=<PROJECT_ID>

4.2  Create Instance Groups (Unmanaged)
# Create unmanaged groups and add nodes
gcloud compute instance-groups unmanaged create ascs-group --zone=<ZONE>
gcloud compute instance-groups unmanaged add-instances ascs-group \
  --instances=ascs-node-1,ers-node-2 --zone=<ZONE>

gcloud compute instance-groups unmanaged create ers-group --zone=<ZONE>
gcloud compute instance-groups unmanaged add-instances ers-group \
  --instances=ascs-node-1,ers-node-2 --zone=<ZONE>

4.3  Create Backend Services
# ASCS Backend Service
gcloud compute backend-services create ascs-backend \
  --load-balancing-scheme=INTERNAL --protocol=TCP \
  --health-checks=hc-ascs --region=<REGION> --project=<PROJECT_ID>
gcloud compute backend-services add-backend ascs-backend \
  --instance-group=ascs-group --instance-group-zone=<ZONE> \
  --region=<REGION> --project=<PROJECT_ID>

# ERS Backend Service
gcloud compute backend-services create ers-backend \
  --load-balancing-scheme=INTERNAL --protocol=TCP \
  --health-checks=hc-ers --region=<REGION> --project=<PROJECT_ID>
gcloud compute backend-services add-backend ers-backend \
  --instance-group=ers-group --instance-group-zone=<ZONE> \
  --region=<REGION> --project=<PROJECT_ID>

4.4  Create Forwarding Rules (VIPs)
# ASCS VIP
gcloud compute forwarding-rules create ascs-vip \
  --load-balancing-scheme=INTERNAL --backend-service=ascs-backend \
  --address=10.0.1.20 --ports=ALL --subnet=sap-subnet \
  --region=<REGION> --project=<PROJECT_ID>

# ERS VIP
gcloud compute forwarding-rules create ers-vip \
  --load-balancing-scheme=INTERNAL --backend-service=ers-backend \
  --address=10.0.1.21 --ports=ALL --subnet=sap-subnet \
  --region=<REGION> --project=<PROJECT_ID>
✔ TIP: Verify ILB health checks show HEALTHY for both nodes before proceeding. Check via GCP Console > Network Services > Load Balancing.



5. OS Preparation (Both Nodes)
Perform all steps in this section on BOTH cluster nodes unless explicitly stated otherwise. SSH into each node using OS Login or a bastion host.

5.1  Configure /etc/hosts
Add the following entries to /etc/hosts on both nodes (replace with actual IPs):
vi /etc/hosts

10.0.1.10   ascs-node-1  ascs-node-1.example.com
10.0.1.11   ers-node-2   ers-node-2.example.com
10.0.1.20   s4ascs00  s4ascs00.example.com  # ASCS VIP
10.0.1.21   s4ers10   s4ers10.example.com   # ERS VIP

5.2  Configure NTP
# SLES
systemctl enable chronyd --now
chronyc sources -v

# RHEL
systemctl enable chronyd --now
chronyc tracking

5.3  Configure NFS Mounts
# Install NFS client
# SLES:
zypper install -y nfs-client
# RHEL:
dnf install -y nfs-utils

# Create mount points
mkdir -p /sapmnt/<SID>
mkdir -p /usr/sap/trans
mkdir -p /usr/sap/<SID>/ASCS00
mkdir -p /usr/sap/<SID>/ERS10

# Add to /etc/fstab (replace <FILESTORE_IP>)
<FILESTORE_IP>:/sapdata/sapmnt     /sapmnt/<SID>          nfs4 rw,_netdev,relatime,vers=4.1  0 0
<FILESTORE_IP>:/sapdata/saptrans   /usr/sap/trans         nfs4 rw,_netdev,relatime,vers=4.1  0 0
<FILESTORE_IP>:/sapdata/ascs       /usr/sap/<SID>/ASCS00  nfs4 rw,_netdev,relatime,vers=4.1  0 0
<FILESTORE_IP>:/sapdata/ers        /usr/sap/<SID>/ERS10   nfs4 rw,_netdev,relatime,vers=4.1  0 0

mount -a && df -h | grep sap

5.4  Apply SAP OS Tuning
# SLES – apply SAP tuning profile
saptune solution apply S4HANA-APPSERVER
saptune daemon start
saptune solution verify S4HANA-APPSERVER

# RHEL – apply SAP profile via tuned
tuned-adm profile sap-hana
tuned-adm active

5.5  Disable Automatic NUMA Balancing & Transparent HugePages
# Add to /etc/rc.d/after.local (SLES) or /etc/rc.local (RHEL)
echo 0 > /proc/sys/kernel/numa_balancing
echo never > /sys/kernel/mm/transparent_hugepage/enabled
echo never > /sys/kernel/mm/transparent_hugepage/defrag

5.6  Install Required Packages
# SLES
zypper install -y resource-agents SAPHanaSR sap-suse-cluster-connector fence-agents

# RHEL
dnf install -y resource-agents-sap resource-agents-cloud fence-agents-gce sap-cluster-connector
⚠ WARNING: Do NOT start Pacemaker or Corosync services yet. They will be configured in Section 7.



6. SAP ASCS and ERS Installation
Install ASCS on Node 1 and ERS on Node 2 using SWPM. The cluster is NOT active during installation — VIPs are temporarily assigned to the respective nodes as secondary IPs.

6.1  Temporarily Assign VIPs to Nodes (Pre-Cluster)
# On Node 1 – assign ASCS VIP as alias
ip addr add 10.0.1.20/32 dev eth0 label eth0:0

# On Node 2 – assign ERS VIP as alias
ip addr add 10.0.1.21/32 dev eth0 label eth0:0

6.2  Run SWPM – ASCS Installation (Node 1)
Run SWPM as root on Node 1. Select the appropriate installation path.
	SWPM Parameter
	Value / Guidance

	Installation Type
	SAP S/4HANA Server > New Installation > ABAP System > Central Services Instance

	SID
	<SID> (e.g., S4H)

	Instance Number (ASCS)
	00

	ASCS Virtual Hostname
	s4ascs00 (matches VIP entry in /etc/hosts)

	Profile Directory
	/sapmnt/<SID>/profile

	Message Server Port
	3600

	Enqueue Server
	Enqueue Server 2 (ENSA2)

	SAP System Password
	Strong password – store in Secret Manager



# Start SWPM
./sapinst SAPINST_REMOTE_ACCESS_USER=root SAPINST_USE_HOSTNAME=s4ascs00

6.3  Run SWPM – ERS Installation (Node 2)
	SWPM Parameter
	Value / Guidance

	Installation Type
	SAP S/4HANA Server > New Installation > ABAP System > Enqueue Replication Server

	SID
	<SID> (same as ASCS)

	Instance Number (ERS)
	10

	ERS Virtual Hostname
	s4ers10 (matches VIP entry in /etc/hosts)

	ASCS Virtual Hostname
	s4ascs00

	Enqueue Server
	Enqueue Server 2 (ENSA2)



# Start SWPM on Node 2
./sapinst SAPINST_REMOTE_ACCESS_USER=root SAPINST_USE_HOSTNAME=s4ers10

6.4  Post-Installation Checks
# Verify ASCS is running on Node 1
su - <sid>adm -c 'sapcontrol -nr 00 -function GetProcessList'

# Verify ERS is running on Node 2
su - <sid>adm -c 'sapcontrol -nr 10 -function GetProcessList'

# Remove temporary VIP aliases
# Node 1:
ip addr del 10.0.1.20/32 dev eth0
# Node 2:
ip addr del 10.0.1.21/32 dev eth0
✔ TIP: Stop both ASCS and ERS instances before configuring the cluster. The cluster will control starting them.
su - <sid>adm -c 'sapcontrol -nr 00 -function Stop'   # Node 1
su - <sid>adm -c 'sapcontrol -nr 10 -function Stop'   # Node 2



7. Pacemaker / Corosync Cluster Configuration
7.1  Configure Corosync (Both Nodes)
# Generate authentication key (run once on Node 1, copy to Node 2)
corosync-keygen
scp /etc/corosync/authkey root@ers-node-2:/etc/corosync/authkey

Edit /etc/corosync/corosync.conf on both nodes:
totem {
  version: 2
  secauth: on
  cluster_name: sap-ha-cluster
  transport: udpu
}
nodelist {
  node { ring0_addr: 10.0.1.10; name: ascs-node-1; nodeid: 1 }
  node { ring0_addr: 10.0.1.11; name: ers-node-2;  nodeid: 2 }
}
quorum {
  provider: corosync_votequorum
  two_node: 1
}
logging { to_syslog: yes; logger_subsys { subsys: QUORUM; debug: off } }

7.2  Start Cluster Services (Both Nodes)
systemctl enable --now corosync
systemctl enable --now pacemaker

# Verify cluster status
crm_mon -1
corosync-cfgtool -s

7.3  Bootstrap Cluster (Node 1 Only)
# SLES – using ha-cluster-init
ha-cluster-init -u  # interactive wizard, accept defaults for most options

# RHEL – using pcs
pcs host auth ascs-node-1 ers-node-2 -u hacluster
pcs cluster setup sap-ha-cluster ascs-node-1 ers-node-2
pcs cluster start --all
pcs cluster enable --all

7.4  Configure STONITH – fence_gce (Both Nodes)
# Create STONITH resource for Node 1
crm configure primitive stonith-ascs-node-1 fence_gce \
  params project=<PROJECT_ID> zone=<ZONE> \
         pcmk_host_list='ascs-node-1' \
         pcmk_reboot_timeout=300 power_timeout=240 \
  op monitor interval=300 timeout=120 \
  meta target-role=Started

# Create STONITH resource for Node 2
crm configure primitive stonith-ers-node-2 fence_gce \
  params project=<PROJECT_ID> zone=<ZONE> \
         pcmk_host_list='ers-node-2' \
         pcmk_reboot_timeout=300 power_timeout=240 \
  op monitor interval=300 timeout=120 \
  meta target-role=Started

# Location constraints – each STONITH must not run on the node it fences
crm configure location loc-stonith-ascs stonith-ascs-node-1 -inf: ascs-node-1
crm configure location loc-stonith-ers  stonith-ers-node-2  -inf: ers-node-2

# Enable STONITH and set cluster properties
crm configure property stonith-enabled=true
crm configure property stonith-timeout=300s
crm configure property no-quorum-policy=freeze
crm configure rsc_defaults resource-stickiness=1
crm configure rsc_defaults migration-threshold=3

7.5  Configure ASCS Cluster Resources
# ASCS Instance VIP
crm configure primitive rsc_ip_<SID>_ASCS00 IPaddr2 \
  params ip=10.0.1.20 cidr_netmask=32 \
  meta target-role=Started \
  op monitor interval=3600 timeout=60

# ASCS health-check (socat – required for GCP ILB probe response)
crm configure primitive rsc_hc_<SID>_ASCS00 socat \
  params binpath=/usr/bin/socat cmdline_options="-U TCP-LISTEN:62000,backlog=10,fork,reuseaddr /dev/null" \
  op monitor timeout=20 interval=10 \
  meta is-managed=true target-role=Started

# ASCS SAP instance resource
crm configure primitive rsc_sap_<SID>_ASCS00 SAPInstance \
  params InstanceName=<SID>_ASCS00_s4ascs00 \
         START_PROFILE='/sapmnt/<SID>/profile/<SID>_ASCS00_s4ascs00' \
         AUTOMATIC_RECOVER=false MINIMAL_PROBE=true \
  op monitor interval=11 timeout=60 on-fail=restart \
  op start timeout=180 op stop timeout=240 \
  meta resource-stickiness=5000 failure-timeout=60

7.6  Configure ERS Cluster Resources
# ERS Instance VIP
crm configure primitive rsc_ip_<SID>_ERS10 IPaddr2 \
  params ip=10.0.1.21 cidr_netmask=32 \
  op monitor interval=3600 timeout=60

# ERS health-check socat
crm configure primitive rsc_hc_<SID>_ERS10 socat \
  params binpath=/usr/bin/socat cmdline_options="-U TCP-LISTEN:62110,backlog=10,fork,reuseaddr /dev/null" \
  op monitor timeout=20 interval=10 \
  meta is-managed=true target-role=Started

# ERS SAP instance resource
crm configure primitive rsc_sap_<SID>_ERS10 SAPInstance \
  params InstanceName=<SID>_ERS10_s4ers10 \
         START_PROFILE='/sapmnt/<SID>/profile/<SID>_ERS10_s4ers10' \
         AUTOMATIC_RECOVER=false IS_ERS=true MINIMAL_PROBE=true \
  op monitor interval=11 timeout=60 on-fail=restart \
  op start timeout=180 op stop timeout=360 \
  meta resource-stickiness=1000

7.7  Group Resources and Apply Constraints
# Group ASCS resources
crm configure group g-<SID>_ASCS rsc_ip_<SID>_ASCS00 rsc_hc_<SID>_ASCS00 rsc_sap_<SID>_ASCS00 \
  meta resource-stickiness=3000

# Group ERS resources
crm configure group g-<SID>_ERS rsc_ip_<SID>_ERS10 rsc_hc_<SID>_ERS10 rsc_sap_<SID>_ERS10

# Colocation – ERS should NOT run on the same node as ASCS (anti-affinity)
crm configure colocation col_sap_<SID>_no_both -5000: g-<SID>_ERS g-<SID>_ASCS

# Order – ASCS starts before ERS
crm configure order ord_sap_<SID>_first_start_ascs Optional: g-<SID>_ASCS:start g-<SID>_ERS:stop

# Verify configuration
crm configure verify
crm_mon -1 --include=all



8. Cluster Validation and Failover Testing
8.1  Pre-Test Health Checks
	#
	Check
	Command / Expected Result

	1
	Cluster status – all resources Started
	crm_mon -1  →  All resources STARTED, no FAILED

	2
	ASCS VIP is reachable
	ping 10.0.1.20  →  replies received

	3
	ERS VIP is reachable
	ping 10.0.1.21  →  replies received

	4
	ASCS process list green
	sapcontrol -nr 00 -function GetProcessList

	5
	ERS process list green
	sapcontrol -nr 10 -function GetProcessList

	6
	NFS mounts active on both
	df -h | grep sapmnt  →  mounted

	7
	STONITH online
	crm_mon -1 | grep fence  →  Started

	8
	No cluster errors
	crm configure verify  →  no errors



8.2  Failover Test – ASCS Node Crash
This test simulates a crash of the ASCS primary node (Node 1) and validates that ASCS fails over to Node 2.
# STEP 1: Confirm ASCS running on Node 1
crm_mon -1 | grep ASCS

# STEP 2: Simulate crash (kill Pacemaker on Node 1)
# Run from Node 1
systemctl stop corosync pacemaker   # or use GCP console to stop VM

# STEP 3: Watch cluster from Node 2
crm_mon -1 -i 2

# EXPECTED: ASCS migrates to Node 2, ERS restarts on Node 1 after it rejoins

# STEP 4: Rejoin Node 1
systemctl start corosync pacemaker
crm_mon -1
✔ TIP: Target RTO for ASCS failover on GCP with fence_gce is typically 90-150 seconds depending on fence timeout settings.

8.3  Failover Test – Controlled Migration
# Move ASCS to Node 2 (planned)
crm resource move g-<SID>_ASCS ers-node-2

# Verify
crm_mon -1

# Clear the migration constraint (allow automatic placement)
crm resource unmove g-<SID>_ASCS



9. Monitoring and Operational Commands
9.1  Key Operational Commands Reference
	Action
	Command

	View cluster status
	crm_mon -1

	View full resource config
	crm configure show

	Start/stop specific resource
	crm resource start|stop <rsc_name>

	Move resource to other node
	crm resource move <rsc_name> <node>

	Clean failed resource
	crm resource cleanup <rsc_name>

	Check cluster logs
	journalctl -u corosync -u pacemaker -f

	Verify cluster config
	crm configure verify

	Force fence a node
	crm node fence <nodename>

	Standby a node
	crm node standby <nodename>

	Bring node online
	crm node online <nodename>

	Check ILB health probe status
	gcloud compute backend-services get-health ascs-backend --region=<REGION>

	View Filestore mounts
	df -hT | grep nfs



9.2  Common Issues and Resolution
	Issue
	Likely Cause
	Resolution

	ASCS fails to start after failover
	NFS not mounted on target node
	Check NFS mounts; ensure /etc/fstab with _netdev option

	STONITH fails with timeout
	SA permissions or network issue
	Check fence agent SA roles; verify VM can call GCE API

	Split-brain detected
	Corosync link failure
	Verify network between nodes; check cloud firewall rules

	ERS and ASCS on same node
	Missing colocation constraint
	Re-apply colocation constraint; run crm configure verify

	Health check UNHEALTHY in ILB
	socat not running
	Check rsc_hc resource; restart it via crm resource start

	crm_mon shows UNCLEAN node
	Fencing incomplete
	Manual: gcloud compute instances reset <node>; then rejoin

	SAP instance not starting
	Profile path incorrect
	Verify START_PROFILE parameter in SAPInstance resource





10. Post-Setup Completion Checklist
	✓
	Task
	Owner
	Status

	☐
	GCP VPC, subnets, firewall rules created
	Infra Team
	

	☐
	ASCS & ERS VMs provisioned and OS configured
	Basis Team
	

	☐
	Google Filestore (NFS) mounted on both nodes
	Basis Team
	

	☐
	ILB (ASCS VIP + ERS VIP) configured and healthy
	Infra Team
	

	☐
	OS tuning (saptune / tuned) applied on both nodes
	Basis Team
	

	☐
	ASCS installed via SWPM (Instance 00)
	Basis Team
	

	☐
	ERS installed via SWPM (Instance 10, ENSA2)
	Basis Team
	

	☐
	Corosync configured with authkey on both nodes
	Basis Team
	

	☐
	Pacemaker cluster bootstrapped and STONITH enabled
	Basis Team
	

	☐
	fence_gce configured for both nodes (SA key/metadata)
	Basis Team
	

	☐
	ASCS & ERS cluster resources configured
	Basis Team
	

	☐
	Colocation and order constraints verified
	Basis Team
	

	☐
	crm configure verify returns no errors
	Basis Team
	

	☐
	Failover test (crash + controlled) passed
	Basis Team
	

	☐
	Monitoring / alerting configured (Cloud Monitoring)
	Operations
	

	☐
	Documentation updated in runbook / change record
	Delivery Lead
	




📌 DOCUMENT REFERENCE: This guide aligns with SAP Note 2553789 (SLES HA for SAP), SAP Note 3024346 (ENSA2 resource agents), Google Cloud SAP HA deployment guide, and fence_gce documentation. Always validate against current SAP Notes for your specific kernel and OS version.
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