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1. Overview — SAP Cloud ALM & S/4HANA Monitoring
SAP Cloud ALM (Application Lifecycle Management) is SAP's cloud-native ALM platform delivered as a SaaS service on SAP BTP. For SAP S/4HANA, Cloud ALM provides end-to-end monitoring capabilities that replace and extend the on-premise monitoring previously provided by SAP Solution Manager. Cloud ALM monitors technical health, business processes, integration flows, scheduled jobs, and KPIs — all from a single cloud-based operations cockpit.
This document provides the complete step-by-step procedure to integrate an on-premise SAP S/4HANA system with SAP Cloud ALM, configure all relevant monitoring use cases, and operationalize the monitoring for daily operations. The integration uses SAP Cloud Connector (SCC) to establish a secure tunnel between the on-premise S/4HANA system and the Cloud ALM tenant on BTP.

1.1  SAP Cloud ALM Monitoring Capabilities for S/4HANA
	CALM Use Monitoring
	What It Monitors
	Business Value

	Real-Time Monitoring
	System availability, response time, work processes, ICM, memory, CPU, HANA DB metrics
	Immediate visibility into technical performance degradation

	Health Monitoring
	System log errors, short dumps, update failures, interface errors (batch)
	Proactive detection of ABAP/DB/network errors before user impact

	Job & Automation Monitoring
	Background job status, chains, scheduled tasks — success/failure/runtime
	Automated overnight job oversight; SLA tracking

	Business Process Monitoring
	End-to-end business KPI tracking — order-to-cash, procure-to-pay, etc.
	Business-level visibility; detect process bottlenecks

	Integration & Exception Monitoring
	RFC errors, outbound queues (SM58), interface exceptions
	Detect integration failures between S/4HANA and connected systems

	EarlyWatch Alert
	Automated weekly system health report delivery
	Proactive maintenance; SAP expert recommendations

	Change Tracking
	Transport imports, system changes, configuration changes
	Audit trail; correlate changes with incidents

	User & License Monitoring
	Active users, license utilization, unauthorized access patterns
	License compliance; security governance



1.2  Cloud ALM vs Solution Manager — Monitoring Comparison
	Attribute
	SAP Solution Manager
	SAP Cloud ALM

	Deployment
	On-Premise server required
	SaaS — no infrastructure to manage

	Setup Time
	Days to weeks (LMDB, agents, configs)
	Hours (SCC + BTP destination)

	Maintenance
	Customer-managed upgrades
	SAP-managed, continuous updates

	User Interface
	NWBC/SAP GUI desktop
	Modern browser-based UI (Fiori)

	Alerting
	Complex RCA configuration
	Simplified alert rules with email/Teams/Slack

	Mobile Access
	Limited
	Full mobile responsive UI

	AI/ML Analytics
	Limited
	Built-in predictive analytics and anomaly detection

	Integration
	Complex SMDAgent setup
	Cloud Connector + simple REST APIs

	SAP Strategic Direction
	Maintenance mode (no new features)
	SAP's strategic ALM platform — actively developed

	Cost
	Included (but needs dedicated server)
	Included in SAP Enterprise Support



1.3  Integration Architecture
The S/4HANA to Cloud ALM integration uses a push-based model: the SAP S/4HANA system proactively sends monitoring data (metrics, logs, job statuses) to Cloud ALM via a secure connection established through the SAP Cloud Connector. Cloud ALM never initiates inbound connections to S/4HANA — all data flows are outbound from S/4HANA.
	Layer
	Component & Flow
	Direction

	Source
	S/4HANA ABAP system — generates monitoring data (metrics, logs, jobs, KPIs)
	→ Outbound

	Agent
	ABAP-based data collector in S/4HANA — collects and packages monitoring payloads
	→ Push to SCC tunnel

	Tunnel
	SAP Cloud Connector — secure outbound HTTPS tunnel to BTP
	→ Outbound HTTPS 443

	Platform
	SAP BTP — Connectivity Service routes data from SCC to Cloud ALM
	→ Internal routing

	Target
	SAP Cloud ALM — receives, stores, analyzes, and displays monitoring data
	← Ingestion endpoint

	Alerting
	Cloud ALM Alert Rules engine → email, Teams, Slack, ITSM notifications
	→ Outbound alerts



1.4  Key SAP Notes for Cloud ALM Integration
	SAP Note
	Description

	2890171
	SAP Cloud ALM — setup and provisioning guide; EWA via Cloud ALM

	3283537
	SAP Cloud ALM for Operations — S/4HANA system registration and use monitoring setup

	2455534
	SAP Cloud Connector — configuration for Cloud ALM managed system connectivity

	3166481
	SAP Cloud ALM Real-Time Monitoring — ABAP data collector installation and configuration

	3072458
	SAP Cloud ALM Job & Automation Monitoring — S/4HANA job configuration guide

	3166482
	SAP Cloud ALM Health Monitoring — ABAP system health check data collection

	3081993
	SAP Cloud ALM Business Process Monitoring — S/4HANA business scenario setup

	3079747
	SAP Cloud ALM Integration & Exception Monitoring — configuration guide

	3108394
	SAP Cloud ALM Alert Management — notification and escalation configuration

	3001579
	SAP Cloud ALM Landscape Management — system registration and metadata

	3052572
	SAP Cloud ALM Change & Deployment Management — transport monitoring

	3100923
	SAP Cloud ALM — ABAP Push API configuration for data ingestion





2. SAP Cloud ALM — Provisioning & Initial Setup
2.1  Provision SAP Cloud ALM Tenant
SAP Cloud ALM is provisioned through the SAP Support Portal or BTP Cockpit. It is included in SAP Enterprise Support and SAP Product Support for Large Enterprises at no additional cost. The provisioning creates a dedicated Cloud ALM tenant on BTP.

Method A: Provision via SAP Support Portal (Recommended)
1. Navigate to: https://launchpad.support.sap.com/#/provisionCalm
1. Login with your S-User (must have Contract Administrator role)
1. Complete the provisioning form:
  Company Name:       <Your Company Name>
  SAP S-User:         <requesting S-User ID>
  Customer Number:    <SAP customer number>
  Data Center:        US East (us10) or EU West (eu10)
  Admin Email:        <CALM administrator email>
1. Submit → SAP provisions within 1–3 business days
1. Receive confirmation email with Cloud ALM URL:
  https://<tenant-name>.eu10.alm.cloud.sap

Method B: Provision via BTP Cockpit
1. BTP Cockpit → Global Account → Service Marketplace
1. Search: 'SAP Cloud ALM' → Subscribe
1. Plan: standard (included in Enterprise Support)
1. Configure: admin user email, data center region
1. Provisioning takes 15–45 minutes

🟣 CLOUD ALM: After provisioning, record: CALM Tenant URL, CALM API Service Key, and Service Instance credentials — you will need these to configure the Cloud Connector and S/4HANA data push connection.

2.2  First Login & Initial Configuration
1. Open browser: https://<tenant>.eu10.alm.cloud.sap
1. Login with BTP IDP credentials (SAP Universal ID or company IdP)
1. Cloud ALM Launchpad opens — complete initial setup wizard:
0. Accept terms and conditions
0. Set timezone for the Cloud ALM tenant
0. Configure notification channels (email initially)
1. Navigate: Administration → Landscape Management → verify empty (no systems yet)

2.3  Create Cloud ALM API Service Key (for SCC Authentication)
The Cloud Connector needs an OAuth 2.0 service key to authenticate when pushing data to Cloud ALM. This service key is generated from the Cloud ALM service instance in BTP.
1. BTP Cockpit → Subaccount linked to Cloud ALM → Services → Instances
1. Find: SAP Cloud ALM instance → Create Service Key
  Service Key Name:  S4H_CALM_SK
1. Download service key JSON — contains OAuth credentials:
{
  "clientid":       "sb-calm-<uuid>",
  "clientsecret":   "<client-secret>",
  "url":            "https://<tenant>.authentication.eu10.hana.ondemand.com",
  "endpoints": {
    "Api":          "https://<tenant>.eu10.alm.cloud.sap"
  }
}
1. Store securely — you will need clientid, clientsecret, and url in Cloud Connector setup



3. SAP Cloud Connector — Configuration for Cloud ALM
The SAP Cloud Connector establishes a secure outbound tunnel from the on-premise S/4HANA network to SAP BTP, where Cloud ALM resides. For Cloud ALM monitoring, SCC serves two purposes: (1) it provides the outbound channel for monitoring data pushed from S/4HANA to Cloud ALM, and (2) it exposes S/4HANA resources that Cloud ALM may query for additional context data.

3.1  SCC Prerequisites
	Requirement
	Details

	SCC Version
	2.15+ minimum; 2.17+ strongly recommended for Cloud ALM integration features

	Java Runtime
	Bundled with SCC installer; no separate install needed

	Host
	Dedicated VM/server in on-premise network with network access to S/4HANA hosts

	Outbound Port 443
	Must reach: *.alm.cloud.sap, *.hana.ondemand.com, *.authentication.*.hana.ondemand.com

	Inbound Port 8443
	Admin UI accessible from admin workstation only

	BTP Subaccount
	BTP subaccount linked to your Cloud ALM tenant — required for tunnel pairing

	S/4HANA HTTPS Port
	SCC must reach S/4HANA on ICM HTTPS port (44300 or configured port) for resource exposure



3.2  Install & Start SCC
# If SCC not yet installed — install on Linux
unzip sapcc-2.17.x-linux-x64.zip -d /opt/sap/scc/
cd /opt/sap/scc && ./sapcc_installer.sh
systemctl enable --now scc
# Verify: systemctl status scc → Active (running)
# Admin UI: https://<scc-host>:8443 → change default password

3.3  Pair SCC with BTP Subaccount for Cloud ALM
Step 1: Connect SCC to BTP Subaccount
1. SCC Admin UI → Cloud Connectors → Add
	Field
	Value

	Region
	eu10 or us10 (must match Cloud ALM data center)

	Subaccount
	BTP subaccount ID from BTP Cockpit → subaccount overview

	Display Name
	S4H-CALM-Tunnel

	Login Method
	Service Key (recommended) OR Username/Password

	Service Key / Client ID
	clientid from service key JSON (step 2.3)

	Service Key / Client Secret
	clientsecret from service key JSON


1. Save → Tunnel State: Connected ✅

Step 2: Verify Tunnel in BTP Cockpit
# BTP Cockpit → Subaccount → Connectivity → Cloud Connectors
# SCC entry appears with Status: Connected
# Location ID: matches what was set in SCC
# If not visible: wait 2 minutes and refresh

3.4  Add S/4HANA Backend to SCC Access Control
Step 3: Add S/4HANA HTTP Backend
1. SCC Admin UI → Connected Subaccount → Cloud To On-Premise → Add
	Field
	Value

	Back-End Type
	ABAP System

	Protocol
	HTTPS

	Internal Host
	<s4h-hostname>.company.com (actual on-premise hostname)

	Internal Port
	44300 (S/4HANA ICM HTTPS port — check SMICM)

	Virtual Host
	s4h-calm-virtual

	Virtual Port
	443

	Principal Type
	None (or X.509 for Principal Propagation)

	Description
	S/4HANA — Cloud ALM Monitoring Backend



Step 4: Add Resource Path Entries
# Resources for Cloud ALM data access
Resource 1 — ABAP PUSH APIs (monitoring data upload)
  URL Path:     /sap/bc/ina
  Access Policy:Path
  Description:  InA (Information Access) services for monitoring

Resource 2 — OData services
  URL Path:     /sap/opu/odata
  Access Policy:Path
  Description:  OData APIs for Cloud ALM data collection

Resource 3 — CALM specific endpoints
  URL Path:     /sap/bc/calm
  Access Policy:Path
  Description:  Cloud ALM specific ABAP endpoints

Resource 4 — Host agent monitoring
  URL Path:     /SAPHostControl
  Access Policy:Path
  Description:  SAP Host Agent monitoring interface

Step 5: Test Internal Connectivity
# SCC → Cloud To On-Premise → s4h-calm-virtual → Check Internal System
# Expected: 'System is reachable' (green checkmark)

# If unreachable:
# 1. Verify SCC host can reach S/4HANA: nc -zv <s4h-host> 44300
# 2. Check S/4HANA ICM running: sapcontrol -nr <NR> -function GetProcessList
# 3. Verify firewall allows SCC host IP to reach S/4HANA HTTPS port



4. BTP Destination — S/4HANA Connection for Cloud ALM
A BTP Destination stores the named connection configuration that Cloud ALM uses to reach S/4HANA through the Cloud Connector tunnel. This destination is referenced when registering S/4HANA in Cloud ALM Landscape Management.

4.1  Create S/4HANA BTP Destination
1. BTP Cockpit → Subaccount → Connectivity → Destinations → Create Destination

4.1.1  HTTP Destination for ABAP Monitoring Services
# Destination — for Cloud ALM HTTP-based monitoring
Name:               S4H_CALM_HTTP
Type:               HTTP
Description:        S/4HANA Cloud ALM monitoring destination
URL:                https://s4h-calm-virtual:443
  # Virtual host from SCC Access Control step
Proxy Type:         OnPremise
Authentication:     BasicAuthentication
User:               S4H_CALM_USER
Password:           <password>

# Additional Properties:
sap-client:                  100
sap-language:                EN
HTML5.DynamicDestination:    true
TrustAll:                    false

# Test Connection → Expected: '200 OK'

4.2  Create Cloud ALM Service Destination (Inbound)
This destination allows S/4HANA to push monitoring data TO Cloud ALM. It defines the Cloud ALM API endpoint that S/4HANA's data collectors will call.
# Destination — for S/4HANA pushing data TO Cloud ALM
Name:               CALM_INBOUND
Type:               HTTP
Description:        Cloud ALM data ingestion endpoint
URL:                https://<tenant>.eu10.alm.cloud.sap
Proxy Type:         Internet
  # Cloud ALM is in internet — no SCC tunnel for inbound push
Authentication:     OAuth2ClientCredentials
Client ID:          <clientid from service key JSON>
Client Secret:      <clientsecret from service key JSON>
Token Service URL:  https://<tenant>.authentication.eu10.hana.ondemand.com/oauth/token

# Additional Properties:
HTML5.DynamicDestination:    true

# Save → Test Connection → Expected: '200 OK'

🟠 BTP: Two destinations are needed: S4H_CALM_HTTP (Cloud ALM queries S/4HANA via SCC tunnel) and CALM_INBOUND (S/4HANA pushes monitoring data to Cloud ALM directly over internet using OAuth). Both are required for full monitoring functionality.



5. SAP S/4HANA — On-Premise Configuration for Cloud ALM
Before registering S/4HANA in Cloud ALM, the on-premise system must be configured to: create a dedicated technical user, activate required ABAP services, install and configure the ABAP data collector for monitoring data push, and set up the connection to Cloud ALM's ingestion endpoint.

5.1  Create Cloud ALM Technical User in S/4HANA
# Transaction: SU01
User ID:       S4H_CALM_USER
User Type:     System (no dialog login)
Client:        000 (monitoring user must be in client 000)
Password:      <strong password — store in BTP Destination S4H_CALM_HTTP>
Valid To:      31.12.9999

# Required Profiles:
SAP_CALMAN_CONF_ADMIN       — Cloud ALM configuration admin
SAP_CALMAN_MON_ADMIN        — Cloud ALM monitoring admin
SAP_CALMAN_RTM_ADMIN        — Real-Time Monitoring admin
SAP_BASIS_USER              — Basic platform access

# OR create custom role with minimum objects:
# PFCG → Create Role: Z_CALM_USER
# Auth objects:
  S_RFC:       RFC_NAME=SYST,SDTX,/SDF/*,/SAPSM/*; RFC_TYPE=FUGR
  S_TCODE:     TCD=/SDF/ALM_CONF
  S_TABU_DIS:  ACTVT=03; DICBERCLS=SC (Cloud ALM config tables)
  S_CALMAN:    ACT=* (Cloud ALM specific object)

5.2  Install ABAP Data Collector for Cloud ALM
The ABAP Data Collector (ADC) is an SAP-delivered ABAP add-on that must be installed in S/4HANA. It provides the monitoring data push capability — collecting system metrics, logs, and job data and sending them to Cloud ALM.

5.2.1  Check if ADC Already Installed
# S/4HANA — check for Cloud ALM ABAP components
# Transaction: SE16N → Table: COMP_LEVEL_INFO
# Search for component: SAPSLL (Cloud ALM data collection)
# OR
# Transaction: SM31 → /SDF/CALM_VERSION → view version table

# Also check via SPAM
# SPAM → Display → search for: SDF (SAP Diagnostics Framework)
# SDF includes Cloud ALM data collectors

5.2.2  Install ADC via Support Package
# If ADC not installed — download from SAP Software Downloads
# SAP Note 3166481 provides download link for ABAP data collector

# Download: CALM_DCA_<version>.zip
# Transport: import via STMS → Import Queue

# After import — verify installation
# SM37 → search jobs with CALM or /SDF/CALM → should show collector jobs

5.3  Configure Cloud ALM Connection in S/4HANA
Step 1: Open Cloud ALM Configuration (Transaction /SDF/ALM_CONF)
# Transaction: /SDF/ALM_CONF
# This is the central transaction for configuring S/4HANA → CALM connectivity
# Also accessible via SPRO → SAP NetWeaver → Application Server
#   → SAP Cloud ALM → Cloud ALM Connection Setup

Step 2: Configure CALM Endpoint Connection
# /SDF/ALM_CONF → Connection Settings → Edit

# CALM Service URL (where S/4HANA pushes data):
Service URL:  https://<tenant>.eu10.alm.cloud.sap
  # Replace with your actual Cloud ALM tenant URL

# Authentication Method: OAuth 2.0 Client Credentials
OAuth Token URL:    https://<tenant>.authentication.eu10.hana.ondemand.com/oauth/token
Client ID:          <clientid from Cloud ALM service key>
Client Secret:      <clientsecret from Cloud ALM service key>

# Connectivity: via SAP Cloud Connector
Proxy Type:         Cloud Connector
SCC Location ID:    (leave blank for default, or enter SCC location ID)

# Save → Test Connection → Expected: 'Connection successful'

Step 3: Activate Data Push Services
# /SDF/ALM_CONF → Data Push Configuration → Activate

# Enable data push for each monitoring category:
Real-Time Monitoring:      ACTIVE
Health Monitoring:         ACTIVE
Job Monitoring:            ACTIVE
Exception Monitoring:      ACTIVE
Change Tracking:           ACTIVE

# Configure push intervals:
Real-Time Metrics:  Every 60 seconds
Health Data:        Every 300 seconds (5 min)
Job Data:           Every 300 seconds (5 min)
Change Data:        Every 600 seconds (10 min)

5.4  Activate Required ICF Services in S/4HANA
# Transaction: SICF
# Activate the following services (navigate tree and right-click → Activate):

/sap/bc/calm                → CALM data collection services
/sap/bc/ina                 → InA services (real-time monitoring data)
/sap/bc/ina/service         → InA service endpoint
/sap/bc/ina/valuehelp       → InA value help endpoint
/sap/bc/srt/wsdl            → WSDL for web services
/sap/opu/odata/sap/         → OData services namespace

# Verify each service shows GREEN after activation
# Also verify in ICM (SMICM) that HTTPS service is active

5.5  Schedule ABAP Data Collector Background Jobs
# The ABAP data collector runs as background jobs in S/4HANA
# Verify and schedule collector jobs

# Transaction: SM37 → search for /SDF/CALM* jobs
# All collector jobs should be scheduled as PERIODIC

# If jobs not scheduled — schedule manually via SM36:
Program:      /SDF/CALM_DATA_PUSH
Job Class:    B (Standard)
Period:       5 minutes

Program:      /SDF/CALM_RTM_PUSH
Job Class:    A (Critical)
Period:       1 minute

# Verify jobs running successfully after scheduling
# SM37 → Status = FINISHED (not ABORTED)



6. Register S/4HANA in Cloud ALM Landscape Management
After configuring the Cloud Connector and S/4HANA, register the system in Cloud ALM's Landscape Management. This creates the logical system record that links the BTP destination to a managed S/4HANA system entry in Cloud ALM.

6.1  Access Cloud ALM Landscape Management
1. Open Cloud ALM: https://<tenant>.eu10.alm.cloud.sap
1. Navigate: Administration → Landscape Management
1. Current view: empty or existing systems
1. Click: Add System → SAP S/4HANA

6.2  Register S/4HANA System
Step 1: System Identification
	Field
	Value

	System Type
	SAP S/4HANA (select from dropdown)

	System ID (SID)
	S4H (your S/4HANA System ID — from SLICENSE)

	System Name / Description
	S/4HANA Production

	Installation Number
	<from SLICENSE transaction in S/4HANA>

	System Role
	Production / Test / Development

	S/4HANA Release
	SAP S/4HANA 2023 (select your release)

	Cloud or On-Premise
	On-Premise (or RISE with SAP for RISE PCE)



Step 2: Connectivity Configuration
	Field
	Value

	Connection Type
	Cloud Connector (for on-premise systems)

	BTP Destination
	S4H_CALM_HTTP (destination created in Section 4.1)

	SCC Location ID
	(leave blank for default SCC, or specify if multiple SCCs)

	Client
	100 (production client)

	Language
	EN


1. Click 'Test Connection' — must show GREEN
1. Save System

Step 3: Verify System Registration
# After saving — Cloud ALM Landscape Management
# System S4H appears in the list
# Status indicators:
Connection:    Connected (green)
Data Push:     Active (monitoring data arriving)
Last Contact:  within last 5 minutes

# If Connection shows RED:
# 1. Verify SCC tunnel active (SCC Admin → Tunnel State: Connected)
# 2. Test BTP Destination S4H_CALM_HTTP independently
# 3. Check /SDF/ALM_CONF in S/4HANA → test connection
# 4. Verify S4H_CALM_USER not locked in S/4HANA (SU01)

6.3  Configure System Properties in Cloud ALM
# After registration — click system S4H → Properties

# Set system metadata:
Primary Contact:     <basis-admin@company.com>
Secondary Contact:   <it-manager@company.com>
Maintenance Windows: Saturday 22:00–06:00 Sunday
  # During maintenance windows, alerts are suppressed

# System Tags (for filtering in monitoring views):
Environment:   Production
Region:        US-East
Team:          Basis-Team
Customer:      XYZBasis



7. Real-Time Monitoring — Configuration & Use
Real-Time Monitoring (RTM) in Cloud ALM provides live technical performance metrics from S/4HANA, including system availability, response times, work process utilization, HANA DB metrics, and ICM statistics. Data is collected every 60 seconds via the ABAP data push mechanism.

7.1  Activate Real-Time Monitoring for S/4HANA
1. Cloud ALM → Operations → Real-Time Monitoring
1. Click Add → Select system: S4H Production
1. Configure monitoring scope:
	Metric Category
	Activate?
	Key Metrics Collected

	ABAP System Metrics
	Yes
	Dialog response time, work process count, free WPs, ABAP memory

	SAP HANA Database
	Yes
	Memory used %, CPU %, disk usage, active connections, backup age

	ICM / HTTP Metrics
	Yes
	Active threads, queued requests, HTTP/HTTPS service state

	Enqueue Server
	Yes
	Lock table utilization, enqueue throughput

	Spool System
	Yes
	Spool utilization %, output errors

	Background Processing
	Yes
	Active background jobs count, queued jobs, failed jobs in last hour

	OS / Host Metrics
	Yes
	Host CPU %, host memory %, filesystem usage per mount point


1. Activate → monitoring begins within 2 minutes

7.2  Configure RTM Alert Thresholds
Step 1: Navigate to Threshold Configuration
# Cloud ALM → Operations → Real-Time Monitoring
# Select system: S4H → Settings → Threshold Configuration

Step 2: Set Metric Thresholds
	Metric
	Warning
	Critical
	Action on Critical

	Dialog Response Time (avg)
	1,000 ms
	3,000 ms
	Alert → check WP queue; identify slow transaction

	Free Dialog Work Processes
	> 80% free
	< 30% free
	Alert → check SM50 for stuck WPs

	HANA Memory Used %
	70%
	85%
	Alert → check M_SERVICE_MEMORY; identify consumer

	HANA CPU Used %
	60%
	80%
	Alert → check expensive SQL; cancel runaway query

	Host Disk /hana/data Used %
	70%
	80%
	Alert → expand disk; clean logs/archives

	Host Disk /hana/log Used %
	60%
	75%
	Alert → immediate action (log full = DB stops)

	ICM Free Threads
	< 50%
	< 20%
	Alert → check icm/max_conn; cancel stuck threads

	Background Jobs Failed (1hr)
	5
	20
	Alert → check SM37; investigate aborted jobs

	Host CPU %
	60%
	80%
	Alert → check top processes; scale if sustained

	HANA Backup Age (hours)
	18
	25
	Alert → check backup schedule; DBA escalation



7.3  Real-Time Monitoring Dashboard
# Cloud ALM → Operations → Real-Time Monitoring → S4H Dashboard

# Dashboard sections visible after activation:

📊 System Overview Card:
   ├─ Status indicator: Green / Yellow / Red
   ├─ Last data received: < 2 minutes ago
   ├─ Active users count
   └─ System uptime

⚡ Performance Section:
   ├─ Dialog response time trend (last 2 hours)
   ├─ Work process utilization bar chart
   └─ ABAP memory usage

🗄️ HANA Database Section:
   ├─ Memory: used vs available
   ├─ CPU trend chart
   └─ Top 5 queries by execution time

💾 Storage Section:
   ├─ All filesystem usage %
   └─ Disk I/O (if collected)



8. Health Monitoring — Configuration & Use
Health Monitoring in Cloud ALM performs scheduled checks of S/4HANA's technical health — similar to an automated daily health check. It collects ABAP system log errors, short dump statistics, update queue status, interface errors, and other health indicators. Health Monitoring data is collected every 5 minutes and stored historically for trend analysis.

8.1  Activate Health Monitoring
1. Cloud ALM → Operations → Health Monitoring
1. Add → Select system: S4H Production
1. Configure collection scope:
	Health Check Area
	Activate?
	Data Collected

	System Log (SM21)
	Yes
	Error/warning messages from ABAP system log — count and classification

	Short Dumps (ST22)
	Yes
	ABAP runtime error count, types, trends over time

	Update Errors (SM13)
	Yes
	Update records in error status — count and sample details

	Lock Conflicts (SM12)
	Yes
	Lock entries older than threshold; lock table overflow count

	Job Failures (SM37)
	Yes
	Background job failure rate by job class; critical job failures

	Interface Errors (SM58)
	Yes
	Outbound RFC queue errors; failed tRFC calls

	Transport Backlog (STMS)
	Yes
	Transports pending import; transport import errors

	Spool Errors (SP01)
	Yes
	Spool requests in error; spool overflow status

	HANA Alert Log
	Yes
	HANA DB alert entries by severity (info/warning/critical)


1. Save → first health data appears within 10 minutes

8.2  Configure Health Alert Rules
# Cloud ALM → Operations → Health Monitoring → Alert Rules
# Create rules for each health area

# Rule 1: System Log Critical Errors
Name:          S4H_SYSLOG_CRITICAL
System:        S4H Production
Metric:        SystemLog.CriticalErrorCount
Condition:     > 10 per hour
Severity:      High
Notification:  Email + Teams channel

# Rule 2: Memory Dump Spike
Name:          S4H_MEMORY_DUMP
Metric:        ShortDumps.MEMORY_NO_MORE_PAGING
Condition:     > 0 (any memory dump = immediate alert)
Severity:      Critical

# Rule 3: Update Queue Errors
Name:          S4H_UPDATE_ERRORS
Metric:        UpdateErrors.Count
Condition:     > 0
Severity:      Critical
Notification:  Email + PagerDuty/On-call

8.3  Health Monitoring Dashboard
# Cloud ALM → Health Monitoring → select S4H
# Health Score: overall system health as percentage
#  100% = all checks GREEN; < 80% = review required

# Trend View: 7-day/30-day trend for each health area
# Example reading:
  Short Dumps:   ▼ Improving (28 yesterday → 4 today)
  System Log:    ▲ Worsening (12 errors → 45 errors today)
  Job Failures:  ── Stable (2–3 per day, non-critical jobs)

# Drill-down: click any metric → see individual records
# Link to S/4HANA: click record → deep-link to SM21/ST22 in S/4HANA



9. Job & Automation Monitoring — Configuration & Use
Job & Automation Monitoring in Cloud ALM provides centralized monitoring of SAP background jobs across all managed systems. For S/4HANA, this means you can monitor critical overnight batch jobs, payroll runs, MRP runs, and custom business-critical jobs from the Cloud ALM cockpit — with alerts when jobs fail, are delayed, or deviate from expected runtime.

9.1  Configure Job Monitoring for S/4HANA
1. Cloud ALM → Operations → Job & Automation Monitoring
1. Add Jobs → System: S4H Production
1. Cloud ALM discovers all scheduled batch jobs from S/4HANA
1. Select jobs to monitor — organize by business criticality

9.2  Define Monitored Jobs & Schedules
Step 1: Add Critical S/4HANA Jobs to Monitoring
	Job Name / Program
	Expected Runtime
	Schedule
	Alert If

	Payroll run (RPCALCX0)
	2–4 hours
	Monthly: last Friday
	Not FINISHED by deadline OR runtime > 6 hrs

	MRP Run (RMBATCH0)
	30–90 min
	Daily 01:00
	ABORTED or runtime > 3 hrs

	RDDIMPDP (Transport daemon)
	Continuous
	Always running
	Status ≠ RUNNING at any check

	FI Closing jobs (RJCLOSEM)
	1–2 hours
	Month-end
	Any CANCELLED or ABORTED

	BW/4HANA data loads (RSBATCH)
	1–3 hours
	Daily 23:00
	ABORTED or not STARTED by 23:30

	ABAP Workload Statistics
	5 min
	Hourly
	ABORTED → no workload data

	Spool cleanup (RSPO0041)
	10–15 min
	Daily 22:00
	ABORTED → spool overflow risk

	Custom critical jobs (Z*)
	As defined
	As defined
	ABORTED or overdue by > 30 min



Step 2: Configure Job Alert Rules
# Cloud ALM → Job Monitoring → Select job → Configure Alert

# Alert type: Job Status
Alert Trigger:     Status = ABORTED or CANCELLED
Severity:          depends on job class
  Job Class A:     Critical severity → immediate PagerDuty
  Job Class B:     High severity → email + Teams
  Job Class C:     Medium severity → email daily digest

# Alert type: Job Delayed (not started on time)
Expected Start:    21:00
Delay Tolerance:   30 minutes
Alert if:          Not STARTED by 21:30

# Alert type: Runtime Exceeded
Expected Duration: 90 minutes
Max Tolerance:     150% (135 minutes)
Alert if:          Still RUNNING after 135 minutes

9.3  Job Monitoring Dashboard
# Cloud ALM → Job Monitoring → S4H Dashboard

# Daily Job Status Summary:
  Total jobs executed:       248
  Successful:                241  (97.2%)
  Aborted:                     4  (1.6%)  ← investigate
  Cancelled:                   3  (1.2%)  ← investigate
  Currently Running:           5

# Job Timeline View:
  Shows all jobs on a time axis — 20:00 through 08:00
  Color: GREEN = finished OK; RED = aborted; YELLOW = delayed; BLUE = running

# Drill-down: click aborted job → shows job log from S/4HANA
# Deep-link: click to open SM37 in S/4HANA for that job



10. Integration & Exception Monitoring
Integration & Exception Monitoring in Cloud ALM monitors the interface health of S/4HANA — specifically RFC call errors (SM58), outbound queues, and ABAP exception patterns. This is critical for detecting failures in S/4HANA's integrations with external systems (BW, SLT, Ariba, Concur, SuccessFactors, etc.) before they impact business processes.

10.1  Activate Integration Monitoring
1. Cloud ALM → Operations → Integration & Exception Monitoring
1. Add System → S4H Production
1. Configure integration monitoring scope:
	Integration Check
	Enable
	What Is Monitored

	RFC Outbound Queue (SM58)
	Yes
	Failed tRFC/qRFC calls; queue depth; stuck records; destination errors

	IDoc Monitor (BD87/WE05)
	Yes
	IDoc processing errors; failed outbound IDocs; ALE distribution errors

	ABAP Exception Log
	Yes
	Application-level exceptions; business-critical ABAP runtime errors

	HTTP/OData Errors
	Yes
	Failed OData service calls; API errors from Fiori/external consumers

	qRFC Queue Monitor
	Yes
	Inbound/outbound qRFC queue depth and error records

	Workflow Exceptions
	Yes
	Work items in ERROR status; workflow agent errors



10.2  Configure Interface-Level Alert Rules
# Rule: RFC destination failures
Name:      S4H_RFC_ERRORS
Monitor:   SM58 queue → Error records
Condition: Any destination with > 5 errors in 30 minutes
Severity:  High
Action:    Email + check SM59 destination health

# Rule: IDoc processing failures
Name:      S4H_IDOC_FAILURES
Monitor:   IDoc status 51 (Application document not posted)
Condition: Count > 10 per hour
Severity:  High
Action:    Email + trigger BD87 reprocess notification



11. Alert Management & Notification Configuration
Cloud ALM's Alert Management consolidates all alerts from all monitoring use cases (Real-Time, Health, Job, Integration) into a single alert inbox. From this inbox, teams triage, assign, escalate, and close alerts. Notification channels forward critical alerts to email, Microsoft Teams, Slack, ServiceNow, and PagerDuty.

11.1  Configure Notification Channels
11.1.1  Email Notifications
# Cloud ALM → Administration → Notification Management → Add
Channel Type:   Email
Name:           Basis_Team_Email
Recipients:     basis-team@company.com
              ; it-oncall@company.com
              ; it-manager@company.com
Severity Filter: Critical AND High
System Filter:   S4H Production

# Test: click 'Send Test Notification' → verify email received

11.1.2  Microsoft Teams Notification
# Microsoft Teams — create Incoming Webhook in target channel
# Teams Channel → ... → Connectors → Incoming Webhook → Configure
# Copy webhook URL: https://companyname.webhook.office.com/webhookb2/<id>

# Cloud ALM → Notification Management → Add → Microsoft Teams
Webhook URL:    https://companyname.webhook.office.com/webhookb2/<id>
Name:           SAP_Alerts_Teams
Severity Filter: Critical
Format:         Rich (shows system, metric, threshold, current value)

11.1.3  ServiceNow / ITSM Integration
# Cloud ALM → Administration → ITSM Integration
ITSM System:    ServiceNow
Instance URL:   https://company.service-now.com
Username:       sap_calm_integration
Password:       <service account password>

# Map Cloud ALM severity to ServiceNow priority:
Critical → Priority 1 (Critical)
High     → Priority 2 (High)
Medium   → Priority 3 (Moderate)
Low      → Priority 4 (Low)

# Auto-create incidents: Critical alerts → ServiceNow P1 incident
# Auto-resolve: when Cloud ALM alert clears → update ServiceNow to Resolved

11.2  Alert Triage & Assignment Workflow
	Severity
	Response Time
	Assignee
	Action

	🔴 Critical
	Immediate (< 15 min)
	On-call Basis engineer
	Acknowledge → investigate → fix → close; escalate if not resolved in 30 min

	🟠 High
	Within 1 hour
	Basis team (assigned)
	Triage → assign → investigate; create change request if config fix needed

	🟡 Medium
	Within 4 hours
	Basis team (any)
	Review in morning standup; plan fix in next maintenance window

	🟢 Low
	Daily review
	Team lead review
	Backlog item; address in monthly maintenance cycle



11.3  Suppress Alerts During Maintenance Windows
# Cloud ALM → Administration → Maintenance Windows → Add
System:         S4H Production
Window Name:    Weekend Maintenance
Schedule:       Saturday 22:00 – Sunday 06:00 (weekly, recurring)
Suppress:       All alerts during window

# For planned downtime — one-time window
Window Name:    SPS Update March 2026
Start:          2026-03-28 20:00
End:            2026-03-29 06:00
Suppress:       All alerts
Comment:        S/4HANA SPS02 update planned



12. Troubleshooting & Diagnostics
12.1  Common Connection Issues
	Issue
	Symptom
	Cause
	Resolution

	SCC not connecting
	Tunnel state: Disconnected
	Port 443 blocked to *.alm.cloud.sap
	Check outbound firewall; verify proxy config in SCC

	S/4HANA unreachable via SCC
	Check Internal: Unreachable
	SCC host can't reach S/4HANA HTTPS
	nc -zv <s4h-host> 44300; check firewall; check ICM

	Data not arriving in CALM
	System shows no recent data
	/SDF/CALM* jobs not running
	SM37 → check /SDF/CALM* jobs; reschedule if ABORTED

	/SDF/ALM_CONF test fails
	Connection error
	OAuth token invalid or expired
	Check clientid/clientsecret in /SDF/ALM_CONF; regenerate service key

	Destination 401 error
	HTTP 401 Unauthorized
	S4H_CALM_USER locked or wrong password
	SU01 → unlock user; reset password; update BTP destination

	RTM data missing
	Dashboard shows no metrics
	ABAP data collector not activated
	Run /SDF/CALM_RTM_PUSH manually; check SM37

	Alert not received
	Alert created but no email
	Notification channel not configured
	CALM → Notification Management → test channel

	System shows red in CALM
	Connection red indicator
	Service key expired (90-day default)
	Regenerate BTP service key; update /SDF/ALM_CONF and BTP Destination



12.2  Diagnostic Procedures
12.2.1  Verify Data Push from S/4HANA
# S/4HANA — check data push status
# Transaction: /SDF/ALM_CONF → Data Push Status
# Shows: last successful push timestamp per data category
# Expected: all categories < 5 minutes ago

# Check push job logs
# SM37 → Program = /SDF/CALM_DATA_PUSH → Last 1 hour
# Status should be FINISHED; log shows rows pushed to CALM

12.2.2  Verify Data Arrival in Cloud ALM
# Cloud ALM → Administration → Landscape Management → S4H
# System Details → Data Collection Status
# Each monitoring area shows last data timestamp
# If timestamp > 10 minutes ago → data push issue

# Cloud ALM System Log (CALM-side)
# CALM → Administration → System Logs → filter by S4H
# Check for ingestion errors or authentication failures

12.2.3  Check SCC Access Log
# SCC Admin UI → Log Files → Access Log
# Filter: requests to s4h-calm-virtual
# Verify: CALM is polling S/4HANA resources
# Error patterns: 401/403 → auth issue; 502 → S/4HANA unreachable



13. Master Configuration Checklist
Complete phases in order. Each phase depends on successful completion of the previous phase. Sign off each item as completed.

Date: ______________________    Performed By: ________________________________    Approved By: ________________

	✓
	Phase
	Task
	Owner
	Done

	☐
	PREREQ
	Cloud ALM tenant provisioned; URL accessible: https://<tenant>.eu10.alm.cloud.sap
	BTP Admin
	

	☐
	PREREQ
	Cloud ALM API service key generated (clientid, clientsecret, token URL)
	BTP Admin
	

	☐
	PREREQ
	SCC 2.17+ installed on on-premise host; service started and enabled
	Basis
	

	☐
	PREREQ
	SCC default admin password changed and stored in password vault
	Security
	

	☐
	PREREQ
	Network: SCC host has port 443 outbound to *.alm.cloud.sap and *.hana.ondemand.com
	Infra
	

	☐
	PREREQ
	S/4HANA Installation Number and SID noted; S4H_CALM_USER created in client 000
	Basis
	

	☐
	SCC
	SCC paired with BTP subaccount; Tunnel State = Connected
	Basis
	

	☐
	SCC
	BTP Cockpit shows SCC under Connectivity → Cloud Connectors
	BTP Admin
	

	☐
	SCC
	HTTP backend s4h-calm-virtual added with correct internal host and HTTPS port
	Basis
	

	☐
	SCC
	URL resources added: /sap/bc/calm, /sap/bc/ina, /sap/opu/odata, /SAPHostControl
	Basis
	

	☐
	SCC
	Check Internal System: s4h-calm-virtual shows 'Reachable'
	Basis
	

	☐
	DEST
	S4H_CALM_HTTP destination created; Test Connection = 200 OK
	BTP Admin
	

	☐
	DEST
	CALM_INBOUND destination created with OAuth2 credentials; tested OK
	BTP Admin
	

	☐
	DEST
	TrustAll=false in S4H_CALM_HTTP; S/4HANA SSL cert imported in BTP
	Security
	

	☐
	S/4HANA
	S4H_CALM_USER: System type, client 000, SAP_CALMAN_* profiles assigned
	Security
	

	☐
	S/4HANA
	/SDF/ALM_CONF configured: CALM URL, OAuth token, SCC proxy; test = successful
	Basis
	

	☐
	S/4HANA
	Data push services activated: RTM, Health, Jobs, Exceptions, Change Tracking
	Basis
	

	☐
	S/4HANA
	/SDF/CALM* collector jobs scheduled as periodic background jobs (SM36/SM37)
	Basis
	

	☐
	S/4HANA
	ICF services activated: /sap/bc/calm, /sap/bc/ina, /sap/opu/odata (SICF)
	Basis
	

	☐
	S/4HANA
	ABAP Data Collector (ADC) version verified or installed (SAP Note 3166481)
	Basis
	

	☐
	CALM SETUP
	S/4HANA registered in Cloud ALM Landscape Management; Connection = Connected
	CALM Admin
	

	☐
	CALM SETUP
	System properties configured: contacts, maintenance windows, tags
	CALM Admin
	

	☐
	CALM SETUP
	Real-Time Monitoring activated; all metric categories enabled
	CALM Admin
	

	☐
	CALM SETUP
	RTM thresholds configured for all 10 key metrics (dialog, HANA, disk, jobs)
	CALM Admin
	

	☐
	CALM SETUP
	Health Monitoring activated; all 9 health areas enabled
	CALM Admin
	

	☐
	CALM SETUP
	Job Monitoring configured; critical jobs listed with schedules and alert rules
	CALM Admin
	

	☐
	CALM SETUP
	Integration & Exception Monitoring activated (SM58, IDoc, OData errors)
	CALM Admin
	

	☐
	CALM SETUP
	EarlyWatch Alert enabled for S/4HANA in Cloud ALM (Section per EWA guide)
	Basis
	

	☐
	ALERTS
	Email notification channel created and test email received successfully
	CALM Admin
	

	☐
	ALERTS
	Teams/Slack webhook configured (if applicable)
	CALM Admin
	

	☐
	ALERTS
	ServiceNow/ITSM integration configured with severity→priority mapping
	CALM Admin
	

	☐
	ALERTS
	Maintenance windows configured for S/4HANA planned downtime slots
	CALM Admin
	

	☐
	ALERTS
	Alert triage process documented; team trained on CALM alert workflow
	Basis Lead
	

	☐
	VALIDATE
	RTM dashboard shows live data for S/4HANA (metrics updating every 60 sec)
	CALM Admin
	

	☐
	VALIDATE
	Health dashboard shows historical data from last 24 hours
	CALM Admin
	

	☐
	VALIDATE
	Job monitoring shows last night's batch jobs with correct status
	CALM Admin
	

	☐
	VALIDATE
	Test alert triggered (exceed threshold manually) → notification received
	CALM Admin
	

	☐
	VALIDATE
	End-to-end test: generate ABAP dump → appears in CALM Health within 5 min
	Basis
	

	☐
	VALIDATE
	CALM documented in operations runbook; hypercare period active (2 weeks)
	Delivery
	



📘 REFERENCE: Key SAP Notes: 2890171 (Cloud ALM setup), 3283537 (Operations monitoring), 2455534 (SCC for Cloud ALM), 3166481 (ABAP Data Collector), 3072458 (Job Monitoring), 3166482 (Health Monitoring), 3081993 (Business Process Monitoring), 3079747 (Integration Monitoring), 3108394 (Alert Management), 3001579 (Landscape Management), 3100923 (ABAP Push API). Documentation: help.sap.com/docs/cloud-alm | calm.cloud.sap.
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