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1. Overview & Background
The SAP Kernel is the core executable layer of every SAP application server. It contains the ABAP Virtual Machine, work process dispatcher, database interface layer, and all low-level OS/network communication routines. Keeping the kernel current is a critical Basis maintenance activity that delivers security patches, bug fixes, performance improvements, and compatibility updates for new OS and database versions.
The SAP kernel update process involves replacing binary executables in the kernel directory (typically /usr/sap/<SID>/SYS/exe/run) with newer versions. Because these are compiled binaries — not ABAP code — no transport or database change is required. The system must be stopped for the actual file replacement.

1.1  SAP Kernel Component Structure
	Component / File
	SAR Package
	Description

	SAPEXE.SAR
	SAPEXE_<version>_<OS>.SAR
	Core ABAP kernel executables (disp+work, icman, gwrd, msgserver)

	SAPEXEDB.SAR
	SAPEXEDB_<version>_<OS>.SAR
	Database interface layer (HANA, Oracle, MSSQL, DB2 libs)

	SAPHOSTAGENT.SAR
	SAPHOSTAGENT.SAR
	SAP Host Agent – monitors SAP services; updated separately

	SAPJVM.SAR
	SAPJVM_<ver>_<OS>.SAR
	SAP JVM – required for Java / Dual Stack instances

	DBJARS.SAR
	DBJARS_<ver>_HANA.SAR
	HANA JDBC driver JARs for ABAP+HANA connectivity

	IGSEXE.SAR
	IGSEXE_<version>_<OS>.SAR
	Internet Graphic Server – required for ALV charts, smartforms

	IGSHELPER.SAR
	IGSHELPER_<version>_<OS>.SAR
	IGS helper files and fonts

	SAPCAR.EXE
	SAPCAR_<version>.exe/.sar
	SAP archive utility – required to extract all SAR files



1.2  Kernel Versioning & Patch Levels
	Version Concept
	Example
	Notes

	Kernel Release
	7.89
	Major release line; tied to S/4HANA release (2023 = 7.89)

	Patch Level
	700
	Cumulative patch number within the release; higher = newer

	Kernel Type
	Unicode 64-bit
	Always Unicode 64-bit for S/4HANA on Linux

	Database Variant
	HANA
	SAPEXEDB must match target DB type (HANA for S/4HANA)

	OS / Platform
	Linux x86_64
	Must match SAP application server OS exactly

	Long-Term Maintenance
	7.77, 7.89
	SAP recommends using an LTM kernel for stability


📌 NOTE: Use SAP Kernel Release 7.89 for all SAP S/4HANA 2023 systems. For S/4HANA 2022 use 7.89 or 7.77. Always check SAP Note 2614966 for the recommended kernel level for your specific S/4HANA release.

1.3  Key SAP Notes for Kernel Updates
	SAP Note
	Description

	19466
	SAP Kernel release strategy – master note for kernel versions and update approach

	2614966
	Recommended kernel versions per S/4HANA release (mandatory reference)

	1680045
	OS/kernel compatibility matrix – supported Linux kernels per SAP kernel release

	2879975
	SAP Host Agent – installation and update procedure

	2358748
	SAP Kernel update – step-by-step guide (official SAP procedure)

	2352295
	SAPCAR – usage and known issues

	1975723
	IGS – installation, configuration, update procedure

	2927091
	SSL/TLS certificate handling during kernel updates

	3089413
	SAP S/4HANA 2023 – minimum kernel patch level requirements





2. Prerequisites & Planning
2.1  Identify Current Kernel Version
Before planning the update, document the exact current kernel version on every instance in the landscape.
# Method 1 — OS level (as <sid>adm or root)
disp+work -v 2>&1 | head -5

# Method 2 — Check kernel directory
ls -la /usr/sap/<SID>/SYS/exe/run/disp+work

# Method 3 — SAP GUI (without stopping system)
# Transaction: SM51 → Release Notes → Kernel
# Transaction: ST11 → Developer Traces → version info

# Method 4 — ABAP report
# SE38 → RSPARAM → filter KERN_* parameters

# Method 5 — sapcontrol
sapcontrol -nr <instance_nr> -function GetVersionInfo

2.2  Determine Target Kernel Version
Use SAP Maintenance Planner or SAP Note 2614966 to determine the correct target kernel:
1. Navigate to: https://me.sap.com → Maintenance Planner
1. Select your S/4HANA system and filter by Kernel updates
1. Or manually check SAP Note 2614966 for recommended patch level per S/4HANA release
1. Always select the LATEST patch level of your current kernel RELEASE LINE (e.g., latest 7.89 patch)
1. Do NOT change the kernel release line (e.g., 7.77 → 7.89) during a routine kernel update — that requires additional planning and testing

2.3  Download Kernel Packages
Download from SAP Software Center (https://me.sap.com → Software Downloads):
	Package
	Download Path in SAP Software Center
	Required For

	SAPEXE.SAR
	Support Packages → SAP Kernel 7.89 → Linux x86_64 → SAPEXE
	All ABAP instances (mandatory)

	SAPEXEDB.SAR
	Support Packages → SAP Kernel 7.89 → Linux x86_64 → SAPEXEDB
	All ABAP instances (mandatory – DB layer)

	DBJARS.SAR
	Support Packages → SAP Kernel 7.89 → OS-Independent → DBJARS
	Only for HANA DB (JDBC drivers)

	IGSEXE.SAR
	Support Packages → SAP IGS → Linux x86_64 → IGSEXE
	Instances with IGS (PAS/AAS usually)

	IGSHELPER.SAR
	Support Packages → SAP IGS → OS-Independent → IGSHELPER
	Same as IGSEXE

	SAPHOSTAGENT.SAR
	Support Packages → SAP Host Agent → Linux x86_64
	All SAP hosts (updated separately)

	SAPCAR
	Tools → SAPCAR
	Required to extract all SAR files



2.4  Pre-Update System Assessment
	#
	Assessment Item
	Transaction / Command
	Status

	1
	Record current kernel version on ALL instances (ASCS, ERS, PAS, AAS)
	SM51 / disp+work -v
	

	2
	Record current IGS version
	SM51 → Kernel Info
	

	3
	Record current SAP Host Agent version
	sapcontrol -function GetVersionInfo
	

	4
	Confirm OS patching current; no pending OS reboots needed
	zypper ps / needs-restarting
	

	5
	Check disk space in kernel dir: min 1 GB free on /usr/sap/<SID>
	df -h /usr/sap
	

	6
	Check free space in /tmp or /hana/shared for SAR extraction (2 GB)
	df -h /tmp
	

	7
	Verify no kernel dumps (ABAP dumps related to kernel issues)
	ST22
	

	8
	Check SM21 for kernel-level warnings (work process errors, ICM issues)
	SM21
	

	9
	Confirm maintenance window with business owners and application teams
	Change Management
	

	10
	Verify backup of current system is current (within 24 hours)
	BRBACKUP / HANA Backup
	

	11
	List all SAP instances on this host (ASCS, ERS, PAS, AAS)
	SM51 / sapcontrol -function GetSystemInstanceList
	

	12
	Check number of connected users and schedule low-user window
	SM04 / AL08
	

	13
	Review any open support messages related to current kernel
	SAP Support Portal
	





3. Pre-Update Backup & Directory Preparation
3.1  Backup the Existing Kernel Directory
⚠ WARNING: Always back up the existing kernel directory BEFORE starting any file replacement. This is the only rollback path if the new kernel causes issues. This step takes less than 5 minutes and is non-negotiable.

# Switch to root or <sid>adm
su - root

# Navigate to the kernel executable directory
cd /usr/sap/<SID>/SYS/exe

# Create a timestamped backup of the current kernel
KERNEL_BACKUP_DIR=/usr/sap/<SID>/SYS/exe/kernel_backup_$(date +%Y%m%d_%H%M)
mkdir -p $KERNEL_BACKUP_DIR

# Copy all kernel files to backup directory
cp -rp /usr/sap/<SID>/SYS/exe/run/*  $KERNEL_BACKUP_DIR/

# Verify backup size matches original
du -sh /usr/sap/<SID>/SYS/exe/run/
du -sh $KERNEL_BACKUP_DIR/

# List backup to confirm key files present
ls -la $KERNEL_BACKUP_DIR/ | grep -E 'disp.work|icman|gwrd|msgserver'

# Note down backup directory path for rollback
echo "Kernel backup: $KERNEL_BACKUP_DIR" | tee /tmp/kernel_backup_path.txt

3.2  Document Current Kernel Details
# Record full version string before update
echo '=== PRE-UPDATE KERNEL INFO ===' > /tmp/kernel_pre_update.txt
date >> /tmp/kernel_pre_update.txt
disp+work -v 2>&1 >> /tmp/kernel_pre_update.txt
ls -la /usr/sap/<SID>/SYS/exe/run/disp+work >> /tmp/kernel_pre_update.txt

# Record IGS version
igsexe -version 2>&1 >> /tmp/kernel_pre_update.txt  2>/dev/null || echo 'IGS not in PATH' >> /tmp/kernel_pre_update.txt

# Record file dates of key binaries
ls -la /usr/sap/<SID>/SYS/exe/run/ | head -30 >> /tmp/kernel_pre_update.txt

cat /tmp/kernel_pre_update.txt

3.3  Prepare Staging Area and Extract SAR Files
# Create staging directory (use /hana/shared or /tmp if space available)
STAGING=/usr/sap/<SID>/SYS/exe/kernel_update_$(date +%Y%m%d)
mkdir -p $STAGING
chown <sid>adm:sapsys $STAGING

# Copy downloaded SAR files to staging
cp /path/to/downloads/SAPEXE_*.SAR     $STAGING/
cp /path/to/downloads/SAPEXEDB_*.SAR   $STAGING/
cp /path/to/downloads/DBJARS_*.SAR     $STAGING/
cp /path/to/downloads/IGSEXE_*.SAR     $STAGING/
cp /path/to/downloads/IGSHELPER_*.SAR  $STAGING/
cp /path/to/downloads/SAPCAR            $STAGING/

# Make SAPCAR executable
chmod +x $STAGING/SAPCAR

# Verify checksums (compare MD5 with SAP Software Center)
md5sum $STAGING/*.SAR

# Extract all SAR files into a single target directory
cd $STAGING
./SAPCAR -xvf SAPEXE_*.SAR    -R $STAGING/kernel_new/
./SAPCAR -xvf SAPEXEDB_*.SAR  -R $STAGING/kernel_new/
./SAPCAR -xvf DBJARS_*.SAR    -R $STAGING/kernel_new/
./SAPCAR -xvf IGSEXE_*.SAR    -R $STAGING/kernel_new/
./SAPCAR -xvf IGSHELPER_*.SAR -R $STAGING/kernel_new/

# Confirm extraction – key binaries should be present
ls $STAGING/kernel_new/ | grep -E 'disp.work|icman|gwrd|msg_server|igsexe'

# Check new version before installing
$STAGING/kernel_new/disp+work -v 2>&1 | head -5
✔ TIP: Extract ALL SAR packages (SAPEXE, SAPEXEDB, DBJARS, IGS) into the SAME target directory. They complement each other and must be installed together from one directory.



4. Stop SAP Instances (Downtime Start)
The kernel update requires all SAP instances on the affected host to be stopped. In a typical S/4HANA landscape, this means stopping instances in the correct sequence to prevent errors. On each host, stop its instances in the order: AAS → PAS → ERS → ASCS (reverse of startup order).

4.1  Pre-Stop User Communication & Locking
# Lock logon to prevent new user sessions
# SAP GUI → SM01 → Lock all transactions

# Or via ABAP (requires EMERGENCY_BATCH_ADMIN authorization)
# SICK → block all further user logins

# Alert active users via system message
# SM02 → Create system message: 'System going offline for maintenance at <TIME>'

# Monitor user logoff – check every 2 minutes
# SM04 or AL08 – wait for user count to reach 0 (or agreed minimum)

4.2  Stop Background Jobs
# Ensure no critical background jobs are running
# SM37 → check Active jobs

# If jobs must finish, wait; or cancel with SM37 → Cancel with Core
# Confirm SM37 shows no ACTIVE status jobs before proceeding

4.3  Stop SAP Instances — Sequence
Perform the following on the host(s) where the kernel update will be applied. If updating a Central System (single host), stop all instances on that host. If updating in a distributed landscape, update host-by-host.

	Order
	Instance
	Stop Command
	Verify

	1st
	Additional Application Server (AAS)
	su - <sid>adm sapcontrol -nr <AAS_NR> -function StopSystem ALL
	sapcontrol -nr <AAS_NR> -function GetProcessList → all GRAY

	2nd
	Primary Application Server (PAS)
	su - <sid>adm sapcontrol -nr <PAS_NR> -function StopSystem ALL
	sapcontrol -nr <PAS_NR> -function GetProcessList → all GRAY

	3rd
	Enqueue Replication Server (ERS)
	su - <sid>adm sapcontrol -nr <ERS_NR> -function Stop
	sapcontrol -nr <ERS_NR> -function GetProcessList → all GRAY

	4th
	ABAP Central Services (ASCS)
	su - <sid>adm sapcontrol -nr <ASCS_NR> -function Stop
	sapcontrol -nr <ASCS_NR> -function GetProcessList → all GRAY



# Alternative: stop all instances on the host in one command
su - <sid>adm
stopsap ALL

# Verify ALL SAP processes are stopped
ps -ef | grep -i '[Ss][Aa][Pp]' | grep -v grep
# Expected: no SAP work processes, no dispatcher, no message server

# Double-check with sapcontrol
sapcontrol -nr <NR> -function GetSystemInstanceList

🔶 CAUTION: Do NOT stop the SAP HANA database (DB layer) during a kernel update. The HANA database runs independently and does NOT need to be stopped for an SAP kernel update.

4.4  Stop SAP Host Agent (If Updating)
# SAP Host Agent can be updated separately without stopping ABAP instances
# But if updating as part of the same window:

# As root:
/usr/sap/hostctrl/exe/saphostexec -stop

# Verify stopped
ps -ef | grep saphostexec | grep -v grep



5. Kernel File Replacement
With all SAP instances stopped, the kernel files in /usr/sap/<SID>/SYS/exe/run/ are replaced with the new version. This is the core step of the kernel update. The new files are copied from the staging extraction directory created in Section 3.

🔑 KEY STEP: This step physically replaces SAP kernel binary files. Ensure backup (Section 3.1) is confirmed before proceeding.

5.1  Replace Kernel Files — Primary Method
# Ensure running as root (file permissions require root for /usr/sap)
su - root

# Set variables
KERNEL_RUN=/usr/sap/<SID>/SYS/exe/run
NEW_KERNEL=$STAGING/kernel_new

# ── STEP 1: Verify instances are stopped ──
ps -ef | grep disp+work | grep -v grep
# Must return NOTHING — if dispatcher found, do NOT proceed

# ── STEP 2: Copy new kernel files ──
cp -rp $NEW_KERNEL/* $KERNEL_RUN/

# ── STEP 3: Set correct ownership ──
chown -R <sid>adm:sapsys $KERNEL_RUN/

# ── STEP 4: Ensure executables have correct permissions ──
chmod -R 755 $KERNEL_RUN/
# Critical executables need setuid in some scenarios:
chmod 4755 $KERNEL_RUN/disp+work
chmod 4755 $KERNEL_RUN/msg_server

# ── STEP 5: Verify new version installed ──
$KERNEL_RUN/disp+work -v 2>&1 | head -5
# Should show the new target kernel version

5.2  Handle the 'run' Symlink (If Applicable)
In some SAP installations, /usr/sap/<SID>/SYS/exe/run is a symbolic link pointing to a versioned directory. If so, update the symlink:
# Check if 'run' is a symlink
ls -la /usr/sap/<SID>/SYS/exe/
# Look for: run -> run_<old_version>

# If run is a symlink, create a new versioned directory and repoint it
NEW_DIR=/usr/sap/<SID>/SYS/exe/run_<NEW_VERSION>
mkdir -p $NEW_DIR
cp -rp $NEW_KERNEL/* $NEW_DIR/
chown -R <sid>adm:sapsys $NEW_DIR/

# Update the symlink to point to new directory
rm /usr/sap/<SID>/SYS/exe/run
ln -s $NEW_DIR /usr/sap/<SID>/SYS/exe/run

# Verify symlink
ls -la /usr/sap/<SID>/SYS/exe/ | grep run
# Should show: run -> run_<NEW_VERSION>

5.3  Update Kernel on ALL Application Server Hosts
In a distributed S/4HANA landscape, the kernel update must be performed on EVERY host running SAP application server instances. The kernel directory is host-local (not shared via NFS in standard setups).
	Instance Host
	Kernel Directory
	Instances

	ASCS Host (ascs-node-1)
	/usr/sap/<SID>/SYS/exe/run/  on ascs-node-1
	ASCS<NR>, ERS<NR>

	PAS Host (pas-node)
	/usr/sap/<SID>/SYS/exe/run/  on pas-node
	D<NR> (PAS)

	AAS Host 1 (aas-node-1)
	/usr/sap/<SID>/SYS/exe/run/  on aas-node-1
	D<NR> (AAS)

	AAS Host 2 (aas-node-2)
	/usr/sap/<SID>/SYS/exe/run/  on aas-node-2
	D<NR> (AAS)



# Efficient approach: copy new kernel from central staging via SCP
# From the host where kernel was extracted:

for HOST in pas-node aas-node-1 aas-node-2; do
  echo "=== Copying kernel to $HOST ==="
  scp -r $STAGING/kernel_new/* root@$HOST:/usr/sap/<SID>/SYS/exe/run/
  ssh root@$HOST 'chown -R <sid>adm:sapsys /usr/sap/<SID>/SYS/exe/run/'
  ssh root@$HOST 'chmod -R 755 /usr/sap/<SID>/SYS/exe/run/'
  ssh root@$HOST '/usr/sap/<SID>/SYS/exe/run/disp+work -v 2>&1 | head -3'
  echo "=== Done: $HOST ==="
done
✔ TIP: If /usr/sap/<SID>/SYS is on a SHARED NFS mount across all app servers, the kernel files only need to be replaced ONCE (from any one host) since all servers share the same directory. Verify with: df -h /usr/sap/<SID>/SYS



6. Update Additional Components
6.1  Update SAP Host Agent
SAP Host Agent (saphostexec) should be updated during the same maintenance window. It can be updated independently — the ABAP stack does not need to be stopped for Host Agent updates, but it is convenient to do it during the kernel window.
# As root on each SAP host

# Option 1: Using SAPHOSTAGENT.SAR
mkdir -p /tmp/hostagent_update
SAPCAR -xvf SAPHOSTAGENT.SAR -R /tmp/hostagent_update/

# Run Host Agent installer
/tmp/hostagent_update/saphostexec -upgrade

# Option 2: Silent installation
/tmp/hostagent_update/saphostexec -install

# Verify Host Agent version
/usr/sap/hostctrl/exe/saphostexec -version

# Start Host Agent
/usr/sap/hostctrl/exe/saphostexec -start

# Verify running
ps -ef | grep saphostexec | grep -v grep

6.2  Verify and Update IGS (Internet Graphic Server)
The IGS version should always be aligned with the kernel version. It handles chart rendering in SAP GUI and SAPscript/Smartforms. Check the IGS compatibility note before updating.
# Check current IGS version
ls -la /usr/sap/<SID>/SYS/exe/run/igsexe
/usr/sap/<SID>/SYS/exe/run/igsexe -version 2>&1

# IGS files are already included in the kernel extraction if you used
# IGSEXE.SAR and IGSHELPER.SAR during Section 3.3 extraction
# Verify presence in new kernel:
ls $STAGING/kernel_new/ | grep -i igs

# Confirm IGS version in new kernel directory
$STAGING/kernel_new/igsexe -version 2>&1

6.3  Update DBJARS (HANA JDBC Drivers)
DBJARS contains the HANA JDBC driver JAR files used by the ABAP stack for database connectivity. These must be compatible with both the SAP kernel version and the HANA database version.
# Verify DBJARS were extracted with the kernel (Section 3.3)
ls $STAGING/kernel_new/ | grep -E '\.jar|ngdbc'
# Should see: ngdbc.jar, sapdbc.jar, etc.

# Confirm files are in the kernel directory after copy
ls /usr/sap/<SID>/SYS/exe/run/ | grep -E '\.jar'
📌 NOTE: DBJARS must be present in the kernel run directory. If missing, ABAP-to-HANA connectivity will fail at startup. Always include DBJARS.SAR in every kernel update.



7. Start SAP Instances (Post-Update)
Start SAP instances in the correct sequence: ASCS first (Message Server and Enqueue), then ERS, then PAS, then AAS. This ensures the enqueue server is available before application processes start.

7.1  Instance Start Sequence
	Order
	Instance
	Start Command
	Verify Startup

	1st
	ABAP Central Services (ASCS)
	su - <sid>adm sapcontrol -nr <ASCS_NR> -function Start
	sapcontrol -nr <ASCS_NR> -function GetProcessList → msg_server GREEN

	2nd
	Enqueue Replication Server (ERS)
	su - <sid>adm sapcontrol -nr <ERS_NR> -function Start
	sapcontrol -nr <ERS_NR> -function GetProcessList → enrepserver GREEN

	3rd
	Primary Application Server (PAS)
	su - <sid>adm sapcontrol -nr <PAS_NR> -function Start
	sapcontrol -nr <PAS_NR> -function GetProcessList → disp+work GREEN

	4th
	Additional Application Servers (AAS)
	su - <sid>adm sapcontrol -nr <AAS_NR> -function Start
	sapcontrol -nr <AAS_NR> -function GetProcessList → disp+work GREEN



# Alternative: start all instances at once from PAS host
su - <sid>adm
startsap ALL

7.2  Monitor Startup Progress
# Watch all instances starting – run from any app server
su - <sid>adm

# Monitor overall process status
watch -n 5 'sapcontrol -nr <NR> -function GetProcessList'

# Check ASCS startup (message server log)
tail -f /usr/sap/<SID>/ASCS<NR>/work/dev_ms

# Check PAS dispatcher startup
tail -f /usr/sap/<SID>/D<NR>/work/dev_disp

# Check work process activation
tail -f /usr/sap/<SID>/D<NR>/work/dev_w0

# Check ICM (Internet Communication Manager) startup
tail -f /usr/sap/<SID>/D<NR>/work/dev_icm

7.3  Expected Startup Process States
	Process
	Instance
	Expected State
	Log File

	msg_server
	ASCS
	GREEN
	dev_ms in /usr/sap/<SID>/ASCS<NR>/work/

	enserver
	ASCS
	GREEN
	dev_enq in /usr/sap/<SID>/ASCS<NR>/work/

	enrepserver
	ERS
	GREEN
	dev_enqrep in /usr/sap/<SID>/ERS<NR>/work/

	disp+work
	PAS/AAS
	GREEN
	dev_disp in /usr/sap/<SID>/D<NR>/work/

	icman
	PAS/AAS
	GREEN
	dev_icm in /usr/sap/<SID>/D<NR>/work/

	gwrd
	PAS/AAS
	GREEN
	dev_rd in /usr/sap/<SID>/D<NR>/work/

	igswd
	PAS/AAS
	GREEN
	dev_igs in /usr/sap/<SID>/D<NR>/work/





8. Post-Update Verification
Thorough post-update verification confirms the kernel update was successful and the system is stable. These checks must be completed and signed off before returning the system to users.

8.1  Kernel Version Verification
# Verify new kernel version — all methods should show same version

# Method 1: OS command
su - <sid>adm
disp+work -v 2>&1 | head -5

# Method 2: sapcontrol
sapcontrol -nr <PAS_NR> -function GetVersionInfo
# Look for: KernelPatch, KernelVersion fields

# Method 3: SAP GUI transaction
# SM51 → double-click the server → Details → shows kernel version

# Method 4: ABAP parameter
# SE38 → RSPARAM → search for kern.rel and kern.patchlevel

# Compare with pre-update record
diff /tmp/kernel_pre_update.txt <(disp+work -v 2>&1)

8.2  System Health Verification
	#
	Verification Task
	Transaction / Command
	Pass?

	1
	All SAP work processes GREEN on all application servers
	SM50 / SM66
	

	2
	Message server healthy – no errors in dev_ms trace
	SM51 → Server Details
	

	3
	Enqueue server and replication server running
	SM59 / sapcontrol GetProcessList
	

	4
	ICM (HTTP/HTTPS services) responding
	SMICM → Services → Active
	

	5
	No new ABAP short dumps after startup
	ST22 – check last 1 hour
	

	6
	No new critical system log entries
	SM21 – check last 1 hour
	

	7
	RFC destinations operational
	SM59 → Test all connections
	

	8
	Batch job framework active
	SM65 / SM37
	

	9
	Database connection alive – test query in SQL console
	DBACOCKPIT / ST04
	

	10
	SAP Web Dispatcher responding (if applicable)
	SMICM → Monitor Dispatcher
	

	11
	Login to SAP GUI with test user – verify normal dialog session
	SAP Logon → Functional test
	

	12
	SAP Fiori Launchpad accessible via browser
	https://<host>:<port>/sap/bc/ui5_ui5/ui2/ushell/shells/abap/FioriLaunchpad.html
	

	13
	IGS responsive – run a chart rendering test
	SMICM → Services → IGS
	

	14
	SAP Host Agent version updated and service running
	/usr/sap/hostctrl/exe/saphostexec -version
	

	15
	Kernel version consistent across ALL application server hosts
	SM51 → each server → Kernel version
	



8.3  Functional Smoke Tests
Execute basic functional tests to confirm business processes are unaffected by the kernel update:
	Test Area
	Test Scenario
	Expected Result

	ABAP Execution
	Run SE38 → RSPARAM
	All kernel parameters displayed without dump

	Batch Processing
	Run a test background job via SM36
	Job completes with status Finished (no ABAP dump)

	RFC Connectivity
	SM59 → Test connection to HANA / external RF
	Connection test: PING OK

	HANA DB Query
	DBACOCKPIT → SQL console: SELECT 1 FROM DUMMY
	Returns row: 1

	FI Posting
	FB01 – post a test park document
	Document parked successfully

	SAP Fiori
	Open any S/4HANA Fiori app in browser
	App loads and displays data

	Print / Spool
	SP01 → output a spool request
	Spool output generated without error

	Workflow
	SWI1 – check workitem list accessible
	Workitems visible, no errors



8.4  Post-Update Documentation
# Record final post-update kernel version
echo '=== POST-UPDATE KERNEL INFO ===' > /tmp/kernel_post_update.txt
date >> /tmp/kernel_post_update.txt
disp+work -v 2>&1 >> /tmp/kernel_post_update.txt

# Save to shared documentation area
cp /tmp/kernel_post_update.txt /hana/shared/<SID>/kernel_update_$(date +%Y%m%d).txt

# Unlock SAP logon for users
# SM01 → Unlock all transactions
# SM02 → Send system message: 'Maintenance complete. System available.'



9. Rollback Procedure
If the new kernel causes critical issues after startup, roll back by stopping all instances and restoring the backup kernel files created in Section 3.1. The rollback procedure takes approximately 15–30 minutes.
⚠ WARNING: Rollback decision must be made quickly. Every minute the system is in an unstable state increases operational risk. Establish a go/no-go decision point 30 minutes after startup — if critical issues persist, initiate rollback immediately.

9.1  Rollback Decision Criteria
	Symptom / Issue
	Action
	Priority

	System fails to start after kernel replacement
	Immediate rollback
	P1 – Rollback NOW

	Critical work processes dumping after startup
	Immediate rollback
	P1 – Rollback NOW

	DB connection fails after kernel update
	Immediate rollback
	P1 – Rollback NOW

	ICM / HTTP services not responding after startup
	Investigate 30 min → Rollback
	P2 – Decide quickly

	Non-critical ABAP dumps in new programs
	Fix via SAP Note, no rollback
	P3 – Investigate

	Minor performance degradation
	Monitor, raise support message
	P3 – No rollback



9.2  Kernel Rollback Steps
# ── STEP 1: Stop ALL SAP instances immediately ──
su - <sid>adm
stopsap ALL

# Verify stopped
ps -ef | grep disp+work | grep -v grep   # must be empty

# ── STEP 2: Identify backup directory ──
cat /tmp/kernel_backup_path.txt
# OR
ls -ldt /usr/sap/<SID>/SYS/exe/kernel_backup_*/
# Use the most recent (top) entry

# ── STEP 3: Restore backup kernel ──
su - root
BACKUP_DIR=$(cat /tmp/kernel_backup_path.txt | awk '{print $3}')
KERNEL_RUN=/usr/sap/<SID>/SYS/exe/run

# Remove new (failed) kernel files
rm -rf $KERNEL_RUN/*

# Restore from backup
cp -rp $BACKUP_DIR/* $KERNEL_RUN/

# Restore permissions
chown -R <sid>adm:sapsys $KERNEL_RUN/
chmod -R 755 $KERNEL_RUN/
chmod 4755 $KERNEL_RUN/disp+work
chmod 4755 $KERNEL_RUN/msg_server

# ── STEP 4: Verify rollback version ──
$KERNEL_RUN/disp+work -v 2>&1 | head -5
# Must show ORIGINAL (pre-update) version

# ── STEP 5: Restart SAP instances ──
su - <sid>adm
startsap ALL

# ── STEP 6: Verify system operational ──
sapcontrol -nr <NR> -function GetProcessList
# All processes GREEN — rollback successful

# ── STEP 7: Notify stakeholders & open SAP support message ──
# Create SAP Support incident with: kernel version, issue description,
# relevant work/ICM trace from /usr/sap/<SID>/D<NR>/work/



10. Special Scenarios
10.1  Kernel Update on HA Cluster (ASCS / ERS Pacemaker)
In a Pacemaker-managed ASCS/ERS cluster, the kernel update requires putting the cluster in maintenance mode before stopping instances to prevent unintended failover.
# ── Step 1: Put Pacemaker cluster in maintenance mode ──
crm configure property maintenance-mode=true
crm_mon -1   # verify maintenance mode

# ── Step 2: Stop ASCS and ERS instances ──
# Stop the cluster resources (NOT via Pacemaker — directly via sapcontrol)
sapcontrol -nr <ASCS_NR> -function Stop
sapcontrol -nr <ERS_NR>  -function Stop

# ── Step 3: Update kernel on ASCS host ──
# (Same procedure as Section 5)
cp -rp $STAGING/kernel_new/* /usr/sap/<SID>/SYS/exe/run/
chown -R <sid>adm:sapsys /usr/sap/<SID>/SYS/exe/run/

# ── Step 4: Also update kernel on ERS node ──
ssh root@ers-node-2 'cp -rp ... && chown ...'

# ── Step 5: Restart ASCS and ERS directly ──
sapcontrol -nr <ASCS_NR> -function Start
sapcontrol -nr <ERS_NR>  -function Start

# ── Step 6: Disable maintenance mode ──
crm configure property maintenance-mode=false
crm_mon -1   # verify all resources STARTED

10.2  Zero-Downtime Kernel Update (Rolling — AAS Instances)
If the landscape has multiple AAS instances behind a load balancer (Web Dispatcher), individual AAS instances can be updated one at a time without taking the full system offline. ASCS and PAS still require downtime.
1. Remove AAS-1 from Web Dispatcher routing (set to 'Maintenance' in SMICM)
1. Wait for active sessions on AAS-1 to drain (SM04 – user count = 0)
1. Stop AAS-1: sapcontrol -nr <AAS_NR> -function StopSystem ALL
1. Replace kernel on AAS-1 (Section 5 steps)
1. Start AAS-1: sapcontrol -nr <AAS_NR> -function Start
1. Restore AAS-1 in Web Dispatcher routing
1. Repeat for AAS-2, AAS-3, etc.
1. Update ASCS and PAS during a separate (shorter) maintenance window
📌 NOTE: The rolling approach for AAS instances reduces user impact but still requires downtime for ASCS and PAS. The kernel on ASCS/PAS hosts must match AAS hosts — mixed kernel versions are not supported.

10.3  Kernel Update on S/4HANA Cloud Private Edition (PCE)
In SAP S/4HANA Cloud Private Edition (PCE / NS2 environments), kernel updates are typically managed by SAP or the managed service provider. However, customer Basis teams in co-managed scenarios may perform them following additional PCE-specific guidelines:
1. Raise a Change Request in SAP Cloud ALM before any kernel update
1. Verify the kernel version is in the SAP-approved list for your PCE contract
1. PCE may restrict the kernel directory path — confirm with: sapcontrol -function GetSystemInstanceList
1. Some PCE environments use containerized instances — check if OS-level file replacement is permitted
1. Always follow the PCE Operations Guide and engage SAP Support before proceeding



11. Troubleshooting
11.1  Common Issues & Resolution
	Issue / Symptom
	Root Cause
	Resolution

	disp+work fails to start; dev_disp shows 'kernel version mismatch'
	SAPEXE and SAPEXEDB from different patch levels
	Re-extract both SAPEXE and SAPEXEDB from SAME revision SAR; re-copy to run/

	'Incompatible database library' error at startup
	SAPEXEDB not updated; old HANA library still in run/
	Verify SAPEXEDB SAR extracted; re-copy; check ngdbc.jar present

	ICM fails to start; error in dev_icm: 'SSL library not found'
	SSL certificate or library path issue post-update
	Check SAP Note 2927091; verify SSL certificates in sec/ directory; re-import if needed

	IGS not starting; 'igswd not found'
	IGSEXE SAR not extracted or not copied
	Re-extract IGSEXE.SAR and IGSHELPER.SAR; copy to run/; restart instances

	Work processes in restart loop in SM50
	DBJARS missing or incompatible with HANA version
	Re-extract DBJARS.SAR for correct HANA version; verify ngdbc version

	'Permission denied' when starting instance
	Wrong ownership or missing setuid bits
	chown -R <sid>adm:sapsys run/; chmod 4755 disp+work msg_server

	SM51 shows old kernel version after update
	One instance host not updated or caching
	Check ALL hosts via disp+work -v; restart instances; clear browser cache

	ABAP dump: 'SYSTEM_KERNEL_VERSION_MISMATCH'
	Mixed kernel versions across instances
	Ensure identical kernel version on ALL app server hosts; update missing ones

	sapcontrol: 'Could not connect to instance'
	saphostexec / sapstartsrv not running
	Start: /usr/sap/hostctrl/exe/saphostexec -start; then restart instance

	Kernel update fails: 'cp: cannot overwrite… text file busy'
	SAP processes still running; file in use
	stopsap ALL; ps -ef | grep sap; kill remaining processes; retry copy



11.2  Key Log Files
	Log File Path
	What to Look For

	/usr/sap/<SID>/D<NR>/work/dev_disp
	Dispatcher startup errors; kernel load failures; 'cannot open shared library'

	/usr/sap/<SID>/D<NR>/work/dev_w0
	Work process startup errors; DB connect failures; ABAP dump triggers

	/usr/sap/<SID>/D<NR>/work/dev_icm
	ICM startup errors; SSL/TLS issues; HTTP service binding failures

	/usr/sap/<SID>/ASCS<NR>/work/dev_ms
	Message server errors; cluster registration; enqueue server communication

	/usr/sap/<SID>/ASCS<NR>/work/dev_enq
	Enqueue server errors; lock table issues

	/usr/sap/<SID>/D<NR>/work/dev_igs*
	IGS startup and rendering errors

	/usr/sap/<SID>/D<NR>/work/dev_rd
	Gateway (gwrd) errors; RFC connection issues

	/var/log/messages  OR  journalctl
	OS-level errors: OOM killer, disk errors, permission errors





12. Master Kernel Update Checklist
This is the primary sign-off document for SAP S/4HANA kernel update events. Print and complete manually during the maintenance window, or track digitally in the change management system.

	✓
	Phase
	Task
	Owner
	Done

	☐
	PRE
	Review SAP Note 2614966 – confirm correct target kernel for S/4HANA release
	Basis
	

	☐
	PRE
	Check SAP Note 19466 for latest patch level in your kernel release line
	Basis
	

	☐
	PRE
	Download: SAPEXE, SAPEXEDB, DBJARS, IGSEXE, IGSHELPER, SAPHOSTAGENT, SAPCAR
	Basis
	

	☐
	PRE
	Verify MD5/SHA checksums of downloaded SAR files against SAP Software Center
	Basis
	

	☐
	PRE
	Document current kernel version on ALL instances and ALL hosts (disp+work -v)
	Basis
	

	☐
	PRE
	Check disk space: min 1 GB in /usr/sap/<SID>; 2 GB in /tmp or staging area
	Basis
	

	☐
	PRE
	Check SM22 / SM21 for existing kernel-related errors to track pre/post
	Basis
	

	☐
	PRE
	Create change request / maintenance ticket with approved downtime window
	Delivery
	

	☐
	PRE
	Notify users of scheduled maintenance (SM02 system message)
	Basis
	

	☐
	PRE
	Take current system backup (HANA full backup within 24 hours)
	DBA
	

	☐
	PRE
	BACKUP: Create kernel directory backup: cp -rp run/ kernel_backup_<DATE>/
	Basis
	

	☐
	PRE
	Confirm backup integrity: du -sh run/ matches du -sh kernel_backup_<DATE>/
	Basis
	

	☐
	PRE
	Extract all SAR files to staging/kernel_new/ directory
	Basis
	

	☐
	PRE
	Verify new disp+work version: $STAGING/kernel_new/disp+work -v
	Basis
	

	☐
	PRE
	For HA clusters: confirm Pacemaker maintenance mode will be used
	Basis
	

	☐
	CNV
	Lock SAP logon (SM01) and send final user notification (SM02)
	Basis
	

	☐
	CNV
	Wait for users to log off; confirm SM04 / AL08 clear
	Basis
	

	☐
	CNV
	Confirm no active background jobs in SM37
	Basis
	

	☐
	CNV
	For HA: put Pacemaker in maintenance-mode=true
	Basis
	

	☐
	CNV
	Stop AAS instances: sapcontrol StopSystem ALL
	Basis
	

	☐
	CNV
	Stop PAS instance: sapcontrol StopSystem ALL
	Basis
	

	☐
	CNV
	Stop ERS instance: sapcontrol Stop
	Basis
	

	☐
	CNV
	Stop ASCS instance: sapcontrol Stop
	Basis
	

	☐
	CNV
	Verify all SAP processes stopped: ps -ef | grep disp+work = EMPTY
	Basis
	

	☐
	CNV
	Copy new kernel files: cp -rp $STAGING/kernel_new/* /usr/sap/<SID>/SYS/exe/run/
	Basis
	

	☐
	CNV
	Set ownership: chown -R <sid>adm:sapsys run/
	Basis
	

	☐
	CNV
	Set permissions: chmod -R 755 run/ + chmod 4755 disp+work msg_server
	Basis
	

	☐
	CNV
	Verify new version in run dir: /usr/sap/<SID>/SYS/exe/run/disp+work -v
	Basis
	

	☐
	CNV
	Repeat kernel copy on ALL other application server hosts
	Basis
	

	☐
	CNV
	Update SAP Host Agent: saphostexec -upgrade
	Basis
	

	☐
	CNV
	Start ASCS instance: sapcontrol Start
	Basis
	

	☐
	CNV
	Start ERS instance: sapcontrol Start
	Basis
	

	☐
	CNV
	Start PAS instance: sapcontrol Start
	Basis
	

	☐
	CNV
	Start AAS instances: sapcontrol Start
	Basis
	

	☐
	CNV
	For HA: disable Pacemaker maintenance-mode=false
	Basis
	

	☐
	POST
	Verify new kernel version in SM51 on ALL app server hosts
	Basis
	

	☐
	POST
	All SAP work processes GREEN in SM50 / SM66
	Basis
	

	☐
	POST
	No new entries in ST22 (ABAP dumps) since startup
	Basis
	

	☐
	POST
	No new errors in SM21 system log since startup
	Basis
	

	☐
	POST
	ICM services active: SMICM → Services show ACTIVE
	Basis
	

	☐
	POST
	RFC destinations responding: SM59 → test key connections
	Basis
	

	☐
	POST
	HANA DB connection verified: DBACOCKPIT → test query
	DBA
	

	☐
	POST
	IGS functional: test chart rendering via SMICM → IGS
	Basis
	

	☐
	POST
	SAP Fiori Launchpad accessible in browser
	Functional
	

	☐
	POST
	Functional smoke tests passed (FI post, MM PO, SM37 test job)
	Functional
	

	☐
	POST
	SAP Host Agent version verified and service running
	Basis
	

	☐
	POST
	Unlock SAP logon (SM01) and send system available notification (SM02)
	Basis
	

	☐
	POST
	Document post-update kernel version and store in runbook archive
	Basis
	

	☐
	POST
	Close change request / maintenance ticket
	Delivery
	



📘 REFERENCE: Key SAP Notes: 19466 (Kernel Strategy), 2614966 (S/4HANA Kernel Versions), 1680045 (OS Compatibility), 2879975 (Host Agent Update), 2358748 (Kernel Update Guide), 1975723 (IGS Update), 2352295 (SAPCAR), 2927091 (SSL/TLS), 3089413 (S/4HANA 2023 Min Patch).
Confidential – Internal Use Only	Page 1
