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1. Overview & Background
An SAP S/4HANA Support Package Stack (SPS) update is a major ABAP-layer maintenance event that applies a cumulative set of SAP corrections, enhancements, and new features to the application server. Unlike a simple kernel update (which replaces OS-level binaries), an SPS update imports thousands of ABAP objects, database table changes, activation programs, and configuration settings using the Software Update Manager (SUM).
SUM orchestrates the entire update lifecycle — from initial pre-checks and shadow repository creation through the actual import, activation, and post-processing phases. Most of the SUM execution happens in the 'uptime' phase while users can still work; only the final import and activation steps require a downtime window.

1.1  SPS vs Other Update Types
	Update Type
	Tool
	Downtime
	Scope

	SAP Kernel Update
	OS file copy
	30–90 min
	Binary executables only; no ABAP/DB change

	SAP Note (SNOTE)
	SNOTE / SPAM
	None / minimal
	Single corrections; few objects

	Support Package (SP)
	SPAM
	2–6 hours
	Single component corrections; cumulative

	Support Package Stack (SPS)
	SUM 2.0
	4–12 hours
	All components updated together; new features included

	SPS + Kernel (combined)
	SUM 2.0 + OS copy
	4–12 hours
	Full stack update: ABAP + kernel in one window

	Release Upgrade (e.g., 2022→2023)
	SUM DMO
	8–48 hours
	Full system conversion; DB migration possible



1.2  S/4HANA SPS Release Cadence
	Concept
	Example
	Notes

	S/4HANA Release
	S/4HANA 2023
	Annual major release; new functional scope and platform capabilities

	SPS (Support Package Stack)
	SPS01, SPS02
	Cumulative corrections + features on top of the release; ~2 per year

	FPS (Feature Package Stack)
	FPS01
	Feature-only SPS shipped between SPS releases (some releases only)

	Initial Shipment Stack
	ISS
	The base release without any SPS applied; not suitable for production

	Recommended Stack
	Maintenance Planner
	SAP-generated consistent stack for kernel + ABAP + DB across components


📌 NOTE: Always use SAP Maintenance Planner (https://apps.support.sap.com/sap/support/mp) to generate the target stack XML and download list. This ensures all components (ABAP, Kernel, HANA client) are at consistent, tested versions.

1.3  SUM Update Architecture
SUM 2.0 executes the SPS update in two major phases:
	Phase
	User Impact
	Activities Performed

	Preparation (Uptime)
	System running normally
	SUM pre-checks, shadow repository import, ABAP activation in shadow, preparation steps — system fully available

	Configuration (Uptime)
	System running normally
	SUM downloads packages, validates stack, runs pre-downtime checks and conflict resolution

	Shadow Import (Uptime)
	System running normally
	DDIC objects imported to shadow schema; ABAP programs compiled but NOT yet active — no impact to production

	Pre-Downtime (Uptime)
	System running normally
	SUM completes as much import as possible before downtime to minimize actual downtime window

	DOWNTIME Begin
	System locked – no access
	SUM locks system; final delta import; switches to new software version; activates DDIC and programs

	Post-Processing
	System coming up
	Conversion programs run; background jobs for data migration; system handed over for testing



1.4  Key SAP Notes
	SAP Note
	Description

	2502552
	SAP S/4HANA – SUM-based update guide (master reference for SPS updates)

	2209025
	Software Update Manager 2.0 – prerequisites and installation guide

	2190195
	SUM 2.0 ABAP – known issues and corrections (check before every SUM run)

	2399707
	SUM prerequisite notes — OSS notes required before SUM execution

	1680045
	OS compatibility matrix for SAP kernel during SPS update

	2861952
	Recommended SUM and SP stack for S/4HANA 2023

	2578458
	SUM: Near-Zero Downtime (nZDT) option for SPS updates

	3045229
	S/4HANA 2023 – mandatory corrections before SPS update

	2936831
	ABAP Test Cockpit (ATC) mandatory checks before SPS update

	2180923
	Simplification Item Catalog for S/4HANA SPS updates





2. Prerequisites & Pre-Update Planning
2.1  SAP Maintenance Planner — Generate Target Stack
The SAP Maintenance Planner is the mandatory starting point for every SPS update. It generates a consistent stack XML file that SUM uses to determine which packages to download and apply.
1. Log in to https://apps.support.sap.com/sap/support/mp
1. Select 'Plan a New Maintenance Transaction'
1. Choose your S/4HANA system from the LMDB or enter SID/product version manually
1. Set target: S/4HANA 2023 SPS02 (or your target SPS level)
1. Maintenance Planner generates a stack XML file and a download basket list
1. Download ALL packages listed (ABAP SPs, Kernel, HANA Client, IGS, etc.)
1. Save the stack XML file (STACK.XML) — SUM will need this to start

2.2  System Landscape & Version Assessment
	Check
	Transaction / Command
	Purpose

	Current S/4HANA SPS level
	SM51 → Release Notes  OR  SE16N → CVERS
	Confirm exact current SPS and SP level

	Installed add-ons and industry solutions
	SAINT → Installed packages
	Check add-on compatibility with target SPS

	Installed business functions
	SFW5
	Verify no incompatible BFs for target SPS

	Current SUM version installed
	/usr/sap/<SID>/SUM/abap/SAPup -version
	SUM must be 2.0 SP17+ for S/4HANA 2023

	System profile parameters
	RZ10 / RZ11
	Note current profiles; SUM may add parameters

	Active RFC destinations
	SM59
	Some RFCs need disabling during SUM run

	Custom namespaces
	SE03 → Namespaces
	Custom NS objects may conflict with SPS objects

	Open transports in import queue
	STMS
	All imports must be complete before SUM start

	Database statistics
	DBACOCKPIT / HANA Cockpit
	Fresh statistics help SUM query optimization

	Available disk space
	df -h /usr/sap  /hana/shared  /tmp
	SUM needs 50+ GB depending on system size



2.3  Download & Stage Support Packages
Download all packages identified by Maintenance Planner to a dedicated staging directory on the application server:
# Create staging directory
mkdir -p /usr/sap/<SID>/SUM/download
chown <sid>adm:sapsys /usr/sap/<SID>/SUM/download

# Verify downloaded packages (check against Maintenance Planner list)
ls -lh /usr/sap/<SID>/SUM/download/*.SAR
ls -lh /usr/sap/<SID>/SUM/download/*.ZIP
ls -lh /usr/sap/<SID>/SUM/download/STACK.XML

# Verify checksums vs SAP Software Center
md5sum /usr/sap/<SID>/SUM/download/*.SAR > /tmp/download_checksums.txt
cat /tmp/download_checksums.txt

2.4  SUM 2.0 Installation / Upgrade
SUM itself must be at the latest version before starting. If SUM is already installed from a previous update, upgrade it first:
# Check current SUM version
ls /usr/sap/<SID>/SUM/abap/SAPup
/usr/sap/<SID>/SUM/abap/SAPup -version 2>&1

# Extract new SUM from downloaded SAR (if upgrading SUM)
su - <sid>adm
mkdir -p /usr/sap/<SID>/SUM
cd /usr/sap/<SID>/SUM
SAPCAR -xvf /usr/sap/<SID>/SUM/download/SUM20SP<XX>_0.SAR

# Verify SUM extracted
ls /usr/sap/<SID>/SUM/abap/
# Must contain: SAPup, sumstart, abap/ directory

2.5  Pre-Update Mandatory Activities
	#
	Task
	Transaction
	Status

	1
	Apply all mandatory prerequisite OSS Notes (SAP Note 2399707)
	SNOTE
	

	2
	Apply SAP Note 2190195 – SUM known issues for your SUM version
	SNOTE
	

	3
	Complete and import ALL open transport requests
	SE10 / STMS
	

	4
	Lock transport system to prevent new imports during update
	STMS → SE06
	

	5
	Run ABAP Test Cockpit check – resolve all BLOCKER findings
	ATC
	

	6
	Delete old application logs (SLG2), spool (SPAD), ABAP dumps (ST22)
	SLG2 / SPAD / ST22
	

	7
	Delete/deactivate $TMP objects in development systems
	SE03 / SCOUR
	

	8
	Verify system is Unicode (mandatory for S/4HANA)
	SE16N → SAPUNICOD
	

	9
	Check SM21 for critical errors – resolve before SUM
	SM21
	

	10
	Ensure no active ABAP dumps (ST22) before SUM start
	ST22
	

	11
	Perform full SAP system backup (HANA + filesystem)
	HANA Cockpit / DB13
	

	12
	Verify backup is restorable (test restore on sandbox)
	HANA Cockpit
	

	13
	Check disk space: SUM needs 50+ GB free on /usr/sap and /hana/shared
	df -h
	

	14
	Verify Java version (JAVA_HOME): min SAP JVM 8
	java -version
	

	15
	Notify all stakeholders of update schedule and expected downtime window
	Change Management
	





3. SUM Initialization & Configuration
3.1  Start SUM Web Interface
SUM operates through a web-based UI. Start the SUM process as the <sid>adm user:
# Switch to HANA / SAP admin user
su - <sid>adm

# Navigate to SUM directory
cd /usr/sap/<SID>/SUM/abap

# Start SUM
./SAPup MOD=UPGRADE
# OR for SPS update specifically:
./SAPup MOD=PATCH

# SUM outputs the access URL, for example:
# https://<hostname>:1128/lmsl/sumabap/<SID>/index.html

# Open the URL in a browser
# Default credentials: SAP client 000, user DDIC (or as configured)

📌 NOTE: SUM must be started as <sid>adm, NOT as root. The SUM process will run in the background — do not close the terminal session or it may interrupt the process. Use 'screen' or 'tmux' for resilience.

3.2  SUM — Initial Configuration Steps
	Step
	SUM Screen / Phase
	Action / Input Required

	1
	Welcome / Start
	Select: Support Package Update (SPS). Confirm SID and system details are correct.

	2
	Software Stack (Stack.xml)
	Browse to STACK.XML generated by SAP Maintenance Planner. SUM reads target versions.

	3
	Software Packages Location
	Point SUM to the download staging directory: /usr/sap/<SID>/SUM/download/

	4
	Package Validation
	SUM validates all downloaded packages against STACK.XML. Fix any missing packages.

	5
	System Access — ABAP
	Enter SAP client (000), ABAP user (DDIC), and DDIC password for SUM to access the system.

	6
	System Access — OS
	Enter <sid>adm OS user and password. SUM needs OS access for file operations.

	7
	Database Access
	Enter HANA SYSTEM user and password (or ABAP DB schema user). SUM needs DB access for shadow operations.

	8
	Downtime Strategy
	Select: Standard Downtime Minimization (recommended) OR Near-Zero Downtime (nZDT) if licensed. Standard is default.

	9
	Configuration Review
	SUM displays all settings. Review and confirm. Click 'Next' to begin pre-checks.



🔶 CAUTION: SUM saves its configuration and progress in /usr/sap/<SID>/SUM/abap/. NEVER delete this directory during an active SUM run. If SUM is interrupted, restart it from the same URL — it will resume from the last completed step.

3.3  SUM Silent / Automated Start (Optional)
For environments where interactive start is not preferred, SUM can be initiated with pre-defined parameters:
# Create SUM configuration input file
cat > /usr/sap/<SID>/SUM/abap/inifile.params << 'EOF'
NW_GetSidNoProfile.sid = <SID>
NW_readProfileDir.profileDir = /usr/sap/<SID>/SYS/profile
NW_GetMasterPassword.masterPwd = <MASTER_PASSWORD>
HDB_Schema_Check_Dialogs.schemaPassword = <SCHEMA_PW>
EOF

# Start SUM with parameter file
./SAPup MOD=PATCH INIFILE=/usr/sap/<SID>/SUM/abap/inifile.params

# Remove parameter file after SUM starts
rm -f /usr/sap/<SID>/SUM/abap/inifile.params
⚠ WARNING: Remove parameter files containing passwords immediately after SUM initialization. Never leave credentials in plain-text files.



4. SUM Pre-Checks Phase (Uptime)
The SUM pre-checks phase runs a comprehensive set of automated validations against the source system to identify any blockers or warnings before the actual update begins. This phase runs entirely in uptime — the system remains fully available to users.

4.1  SUM Automated Pre-Checks
SUM automatically executes the following pre-checks after initialization. Review each category carefully:
	Pre-Check Category
	What SUM Checks
	Severity if Failed

	System Prerequisites
	OS version, kernel version, Java version, disk space, Unicode status
	ERROR – must resolve before proceeding

	SP/SPS Consistency
	Current SP levels vs expected baseline; conflicting SP combinations
	ERROR – cannot skip

	Add-On Compatibility
	Installed SAINT add-ons compatible with target SPS; conflicting patches
	ERROR or WARNING

	Custom Code (ATC)
	ABAP syntax errors that would break after SPS import; removed function modules
	ERROR if blockers exist

	Simplification Items
	Functional changes in target SPS that require pre-migration configuration
	WARNING – review required

	Open Customizing Tasks
	Unfinished Customizing activities that SPS update requires to be complete
	WARNING

	Database Compatibility
	HANA DB version compatibility with target SPS; JDBC driver versions
	ERROR if incompatible

	Transport Consistency
	No open transports in import queue; no ERROR status imports
	ERROR if queue not clear

	Profile Parameters
	Required instance/default profile parameters for SUM operation
	SUM auto-updates profiles

	System Resources
	Available memory, work processes, background job slots for SUM execution
	WARNING – may impact SUM speed



4.2  Resolving Pre-Check Findings
SUM categorizes findings as ERROR (must fix), WARNING (must review and accept), or INFO (informational). Handle each:
	Finding Type
	Action Required
	Typical Resolution

	ERROR
	Must be resolved — SUM will not proceed
	Apply missing OSS notes (SNOTE); clear transport queue; resolve disk space; fix ATC blockers

	WARNING
	Review and either fix or explicitly accept in SUM UI
	Read the SAP Note linked in the warning; accept if not applicable to your landscape

	INFO
	No action needed — informational only
	Review for awareness; document any significant information items


✔ TIP: If SUM reports an ERROR for a missing OSS Note, apply it via SNOTE while SUM is waiting on the pre-checks screen. SUM can re-run checks without restarting.

4.3  Pre-Check Resolution Checklist
	✓
	Pre-Check Item
	Owner
	Done?

	☐
	All ERROR pre-checks resolved (no red items in SUM pre-check screen)
	Basis
	

	☐
	All WARNING pre-checks reviewed and accepted or resolved
	Basis
	

	☐
	ATC blockers from SUM code check resolved and transported
	ABAP Dev
	

	☐
	Disk space warning resolved (50+ GB free on /usr/sap and /hana/shared)
	Basis/Infra
	

	☐
	Missing OSS prerequisite notes applied via SNOTE
	Basis
	

	☐
	Add-on conflict resolved (re-import compatible version or accept exclusion)
	Basis
	

	☐
	Transport queue cleared – no pending imports
	Basis
	

	☐
	Simplification item impact acknowledged and signed off by functional leads
	Functional
	

	☐
	SUM pre-check screen shows ALL GREEN before clicking Next
	Basis
	





5. SUM Uptime Processing Phases
After pre-checks pass, SUM enters its main uptime processing phases. These are the longest parts of the update and run while the system is fully available to users. SUM works in the background on shadow schema and background queues without impacting production activity.

5.1  Package Extraction & Queue Generation
SUM extracts all downloaded SAR packages and generates its internal processing queue. This phase is automatic — no interaction needed except monitoring.
# Monitor SUM progress via web UI
# URL: https://<hostname>:1128/lmsl/sumabap/<SID>/index.html

# Monitor SUM log from OS in parallel
tail -f /usr/sap/<SID>/SUM/abap/log/SUMSTART.LOG
tail -f /usr/sap/<SID>/SUM/abap/log/SAPup_<SID>.log

# Monitor active SUM background work processes in SAP
# SM66 → filter by program 'RSUPGBTC*'

5.2  Shadow Repository Import (DDIC Activation)
SUM creates a shadow copy of the ABAP Dictionary (DDIC) and imports the new SPS objects into the shadow schema. Production DDIC remains unchanged during this phase.
	Sub-Phase
	What Happens

	SHADOW_IMPORT
	New ABAP objects imported into shadow repository (not yet active in production)

	SHADOW_DDIC
	DDIC structures activated in shadow schema — new table definitions, fields, indexes created

	SHADOW_ABAP
	ABAP programs compiled against new DDIC in shadow — syntax and compatibility checked

	MAIN_IMPORT
	Production repository updated (uptime portion — non-critical objects only during this phase)

	EU_IMPORT
	Mass activation of ABAP programs in background using RSEUMOD jobs — high CPU normal

	EU_SWITCH
	Final switch from old to new software version — happens at DOWNTIME start


📌 NOTE: During EU_IMPORT (mass ABAP activation), CPU usage on the application server will spike significantly. This is normal. SUM uses up to N-1 background work processes for parallel activation. Ensure other users are aware of potential system slowness during this phase.

5.3  Monitoring Uptime Phases
# Check active background jobs spawned by SUM
# SM37 → Job name: RSUPGBTC* OR RSBDCSUB*

# Monitor ABAP activation job progress
# SM37 → filter by program: RSEUMOD or RSUPGBTC

# Check SUM-specific log files
ls /usr/sap/<SID>/SUM/abap/log/
tail -100f /usr/sap/<SID>/SUM/abap/log/DDIC_<SID>.log
tail -100f /usr/sap/<SID>/SUM/abap/log/MAIN_<SID>.log

# Check for errors in SUM log
grep -i 'error\|failed\|abort' /usr/sap/<SID>/SUM/abap/log/*.log

5.4  Handle SUM Warnings During Uptime Phases
SUM may pause and request operator intervention during uptime phases. Common scenarios:
	SUM Pause Scenario
	Resolution

	Missing packages identified during queue validation
	Download missing SAR from SAP Software Center; place in staging dir; SUM re-validates automatically

	Conflicting add-on version detected
	Check SAP Note for add-on SP compatibility; apply compatible SP or accept exclusion in SUM

	ABAP syntax error in custom code found during shadow import
	Fix custom code in SE38; transport to the system; SUM can re-import without restart

	SUM background jobs failing repeatedly
	Check SM37 job logs; SM21 for errors; apply relevant OSS note; restart stuck SUM phase via SUM UI

	DB space warning during shadow import
	Extend HANA disk or free space in /hana/data; SUM will automatically retry when space available

	SUM shows 'Wait for dialog' status for extended time
	Log into SUM UI and respond to any pending questions; check for timeouts in SUM log





6. Downtime Execution
The downtime phase is the critical window where the system is locked and unavailable to users. SUM completes the final import steps, activates the new software version, and runs mandatory post-import programs. The goal is to execute this phase as fast as possible within the agreed maintenance window.

6.1  Pre-Downtime Preparation Checklist
	✓
	Task
	Owner
	Done?

	☐
	Confirm all SUM uptime phases completed (green in SUM UI) before starting downtime
	Basis
	

	☐
	Send final user notification: 'System going down for maintenance at <TIME>'
	Basis
	

	☐
	Lock all SAP logons via SM01
	Basis
	

	☐
	Cancel or reschedule all background jobs for the downtime window
	Basis
	

	☐
	Verify no active users in SM04 / AL08 (or agreed minimum)
	Basis
	

	☐
	Verify no active update records in SM13
	Basis
	

	☐
	Confirm HANA database backup completed within last 24 hours
	DBA
	

	☐
	Take OS-level snapshot / GCP VM snapshot as rollback safety net
	Infra
	

	☐
	Inform stakeholders downtime window is starting
	Delivery
	

	☐
	Record exact downtime start time
	Basis
	



6.2  Initiate Downtime in SUM
When all pre-downtime preparation is complete, proceed to start the downtime phase in the SUM UI:
1. In the SUM web interface, navigate to the 'Downtime' phase screen
1. SUM will show a summary of remaining steps and estimated duration
1. Click 'Start Downtime' — SUM will automatically lock the SAP system
1. SUM stops user dialog and batch access (independent of SM01 — SUM has its own lock)
1. SUM stops relevant SAP services if required (ICM, message server)

🔑 KEY STEP: Once 'Start Downtime' is clicked in SUM, the process is automated. Do NOT stop SUM, restart services manually, or interfere with the process unless instructed by SAP Support.

6.3  SUM Downtime Phase Steps (Automated)
	Step
	SUM Sub-Phase
	Description

	1
	EU_SWITCH_PRE
	Pre-switchover checks; SUM verifies shadow repo is complete and consistent

	2
	LOCK_EUMOD
	SAP system locked; all dialog and batch access blocked

	3
	EU_SWITCH
	Software version switch executed — new S/4HANA SPS becomes active version

	4
	MAIN_IMPORT_DT
	Final delta import of objects that could not be imported during uptime

	5
	DDIC_IMPORT_DT
	Final DDIC activations in production (table extensions, new indexes, etc.)

	6
	MAIN_NEWBAS
	New basis objects activated; kernel and runtime components updated

	7
	TABCONVERT
	Table conversions for structural changes (new columns, data type changes)

	8
	EU_IMPORT_DT
	Final ABAP program activations that require downtime (restricted set)

	9
	XPRA_EXECUTION
	Post-import conversion programs (XPRAs) run — data migration within ABAP

	10
	SPDD_SPAU_AUTO
	Automatic resolution of modification adjustments (SPDD/SPAU) where possible

	11
	SYSTEM_UNLOCK
	SAP system unlocked; access restored for testing team

	12
	POST_PROCESSING
	SUM-initiated post-processing jobs run; system handover



6.4  Monitor Downtime Execution
# Monitor SUM downtime log in real time
tail -200f /usr/sap/<SID>/SUM/abap/log/SAPup_<SID>.log

# Watch XPRA conversion programs
tail -f /usr/sap/<SID>/SUM/abap/log/XPRA*.log

# Monitor table conversions
tail -f /usr/sap/<SID>/SUM/abap/log/TABCONVERT*.log

# Check for errors
grep -i 'return code [^0]\|ERROR\|FAILED\|ABORT' \
  /usr/sap/<SID>/SUM/abap/log/SAPup_<SID>.log | tail -50

# Monitor HANA TABCONVERT space (table conversions can require significant space)
hdbsql -u SYSTEM -p <pw> \
  'SELECT FREE_PHYSICAL_MEMORY, ALLOCATION_LIMIT FROM SYS.M_HOST_RESOURCE_UTILIZATION'



7. Post-Update Tasks
After SUM completes the downtime phase and unlocks the system, a comprehensive set of post-update activities must be performed before returning the system to users. These tasks validate update success, resolve modification adjustments, and ensure system stability.

7.1  Immediate Post-SUM System Checks
	#
	Verification Task
	Transaction
	Pass?

	1
	Verify new SPS level installed correctly
	SE16N → CVERS  OR  SM51
	

	2
	SUM final status shows 'Completed Successfully'
	SUM Web UI
	

	3
	All SAP work processes GREEN
	SM50 / SM66
	

	4
	No new ABAP dumps since update
	ST22 – last 2 hours
	

	5
	No critical errors in system log
	SM21 – last 2 hours
	

	6
	HANA DB connection active; DBACOCKPIT accessible
	DBACOCKPIT / ST04
	

	7
	ICM running and HTTP/HTTPS services active
	SMICM → Services
	

	8
	Message server and enqueue server running
	SM51 → Server Details
	

	9
	Batch job framework active
	SM65
	

	10
	RFC destinations operational
	SM59 → Test connections
	

	11
	SUM post-processing jobs completed (SM37 – RSUPGBTC jobs finished)
	SM37
	

	12
	Check SICK transaction (System Consistency Check)
	SICK
	



7.2  SPDD / SPAU — Modification Adjustment
SPDD and SPAU are critical post-update steps that handle SAP object modifications that were overwritten by the SPS update. These must be processed before system release to users.
	Transaction
	Handles
	When & How

	SPDD
	DDIC modifications (table/structure field changes, domain modifications)
	Run IMMEDIATELY after downtime ends; before starting ABAP. Reset or re-adjust custom DDIC modifications.

	SPAU
	ABAP program modifications (includes, forms, function modules, exits)
	Run after SPDD; review each modified object and decide: Reset to SAP Standard, or Re-adjust your modification.



# SPDD — DDIC Modification Adjustment
# Transaction: SPDD
# Steps:
# 1. Execute SPDD → review list of modified DDIC objects
# 2. For each: choose 'Reset to Original' (SAP) or 'Adjust' (keep custom)
# 3. Activate all adjusted objects
# 4. Confirm all SPDD entries resolved (empty SPDD list = complete)

# SPAU — ABAP Modification Adjustment
# Transaction: SPAU
# Steps:
# 1. Execute SPAU → shows all modified SAP programs
# 2. Prioritize: first handle programs causing ABAP dumps
# 3. For each: 'Reset' (lose modification) or 'Adjust' (manually merge changes)
# 4. Use SCI (Code Inspector) to validate adjusted objects
# 5. Activate and transport adjusted objects
⚠ WARNING: SPDD must be processed BEFORE SPAU. Unresolved SPDD objects can cause cascade failures in SPAU. Never skip SPDD/SPAU — unresolved modifications cause runtime errors, incorrect business behavior, and upgrade issues in future updates.

7.3  Post-Update Mandatory OSS Notes & Patches
After every SPS update, review and apply SAP Notes that are specific to the new SPS level:
1. Check SAP Note for your target SPS (e.g., SAP Note 3045229 for S/4HANA 2023 SPS02 corrections)
1. Apply all HOT NEWS notes (priority VERY HIGH) for the new SPS
1. Apply security notes from the latest SAP Security Patch Day (released monthly)
1. Review SUM log for any notes SUM identified but could not auto-apply

# Apply recommended post-update notes via SNOTE
# Transaction: SNOTE
# → Download → Apply (in sequence if dependencies exist)
# → Activate in SE80 or via SNOTE activation

7.4  Restart Background Jobs
# Review and restart background jobs in staged sequence
# Start with critical infrastructure jobs first:

# 1. BASIS infrastructure jobs
# SM36 → Enable: SAP_REORG_JOBS, SAP_COLLECTOR_FOR_PERF,
#              SAP_CCMS_MONI_BATCH_DP

# 2. Finance close-related jobs (if period-end not in progress)
# Check SM37 → release jobs in planned order

# 3. Monitor first run of each job
# SM37 → watch for ABAP dumps or abnormal terminations

7.5  Functional Smoke Tests
	Module / Area
	Test Transaction
	Expected Result

	Basis / System
	SM51, SM50, SICK, SMICM
	All servers active; all processes GREEN; no critical alerts

	ABAP Development
	SE38 → run RSPARAM
	Parameters displayed; no dump

	Finance (FI)
	FB01 → park test document
	Document parked without error; ACDOCA entry created

	Controlling (CO)
	KSB1 → display cost center report
	Report displays without dump

	Materials Management
	ME21N → create test PO
	PO created; number range working

	Sales & Distribution
	VA01 → create test sales order
	Order created; pricing determined

	Production Planning
	MD04 → MRP stock requirements list
	List displayed; no errors

	SAP Fiori
	Open Fiori Launchpad in browser
	Apps load correctly; tiles visible

	Batch Processing
	SM36 → schedule test job
	Job finishes with status: Finished

	Printing / Spool
	SP01 → output a spool request
	Output processed; no spool errors

	Workflow
	SWI1 → check workitem list
	Workitems visible; workflow engine running

	Interfaces / RFC
	SM59 → test all active RFC destinations
	All connections: OK





8. SUM Cleanup & System Finalization
8.1  Complete SUM Finalization
After all post-update checks pass, finalize the SUM run in the web interface:
1. In SUM Web UI, navigate to the final 'Finalization' screen
1. Review the SUM update summary report
1. Click 'Finalize' — SUM performs its final cleanup and marks the update as complete
1. SUM archives its log files to /usr/sap/<SID>/SUM/abap/log/archive/
1. SUM records the update in the system history (SM31 → SYSUPG)

8.2  Post-SUM Disk Cleanup
# Archive or remove SUM download staging directory (after update confirmed good)
# Option 1: Archive to slow storage
tar -czf /hana/shared/<SID>/sum_archive_$(date +%Y%m%d).tar.gz \
  /usr/sap/<SID>/SUM/download/

# Option 2: Delete staging area (only if confident update successful)
rm -rf /usr/sap/<SID>/SUM/download/

# Remove SUM temp directory
rm -rf /usr/sap/<SID>/SUM/abap/tmp/

# Check recovered disk space
df -h /usr/sap /hana/shared

8.3  Unlock Transport System
# Re-enable transport system for new changes
# Transaction: STMS → SE06 → Set system to 'Production' mode
# OR
# SE03 → Settings → unlock transport system

# Verify transport routes are active
# STMS → Transport Routes → Check configuration

8.4  Update System Documentation
	✓
	Documentation Task
	Owner
	Done?

	☐
	Record new SPS level in system inventory / landscape documentation
	Basis
	

	☐
	Update runbooks with new SPS version and any configuration changes
	Basis
	

	☐
	Archive SUM summary report to project documentation
	Basis
	

	☐
	Document SPDD/SPAU objects that were reset to SAP standard
	ABAP Dev
	

	☐
	Update SAP LMDB / Solution Manager with new SPS version
	Basis
	

	☐
	Close change request / maintenance ticket
	Delivery
	

	☐
	Send completion notification to all stakeholders
	Delivery
	





9. Rollback Procedure
Unlike a kernel update, an SPS update via SUM cannot be cleanly reversed at the ABAP level once the EU_SWITCH (software version switch) step is complete. The only reliable rollback for an SPS update is restoring from the pre-update system backup. This reinforces the critical importance of a verified backup and OS-level snapshot before every SPS update.
⚠ WARNING: SPS rollback is a significant operation. It restores the system to its pre-update state, losing any transactions processed since the backup. Establish a go/no-go decision point with stakeholders before starting the downtime phase — rolling back from a partially completed SPS update is far more complex than not starting.

9.1  Rollback Decision Framework
	Scenario
	Rollback Feasibility
	Action

	SUM fails during pre-checks (uptime)
	Easy – No system change yet
	Stop SUM; fix issue; restart SUM. No rollback needed.

	SUM fails during shadow import (uptime)
	Easy – Shadow schema only
	Stop SUM; fix issue; restart SUM from last step. Production untouched.

	SUM fails before EU_SWITCH (downtime start)
	Easy – DB not yet switched
	SUM can retry from last step; no rollback of production needed.

	SUM fails during EU_SWITCH or MAIN_IMPORT_DT
	Possible – restore from backup
	Restore OS snapshot + HANA backup; re-validate; re-plan update.

	SPS update complete but critical functional issue
	Difficult – data may exist
	Restore from backup (loses post-go-live transactions); or fix via hotfix/note.

	System unstable after SPS update
	Possible – time-limited
	Restore backup within agreed RPO window; engage SAP Support urgently.



9.2  Rollback from OS Snapshot (GCP)
# 1. Stop all SAP instances immediately
su - <sid>adm && stopsap ALL

# 2. Stop SAP HANA database
su - <sid>adm && HDB stop

# 3. Restore OS snapshot (GCP) — for boot disk
gcloud compute instances stop <sap-app-server-vm> --zone=<ZONE>
gcloud compute disks restore-snapshot <boot-disk> \
  --snapshot=<pre-sps-update-snapshot> --zone=<ZONE>
gcloud compute instances start <sap-app-server-vm> --zone=<ZONE>

# 4. Restore HANA database from pre-update backup
# Login to HANA Studio or hdbsql and run recovery:
hdbsql -u SYSTEM -p <pw> \
  "RECOVER DATABASE UNTIL TIMESTAMP '<pre-update-timestamp>'"
# OR use HANA Cockpit Recovery Wizard

# 5. Start SAP instances and verify pre-update SPS level
startsap ALL
# SE16N → CVERS — must show old SPS level



10. Special Scenarios
10.1  Near-Zero Downtime (nZDT) Option
SAP SUM 2.0 offers a Near-Zero Downtime (nZDT) option for SPS updates that reduces the downtime window from hours to minutes. The nZDT approach uses HANA System Replication shadow operations to perform the update with minimal production lock.
	nZDT Aspect
	Details

	SAP Note Reference
	SAP Note 2578458 — nZDT with SUM 2.0 for S/4HANA SPS updates

	License Requirement
	Requires SAP S/4HANA Cloud or specific on-premise contract — verify license

	Additional Requirement
	HANA System Replication must be configured; separate HANA secondary for shadow

	Downtime Reduction
	Typical downtime reduced from 4–8 hours to 15–45 minutes

	Complexity
	Significantly more complex to configure and execute vs standard SUM

	When to Use
	Mission-critical systems requiring 24/7 availability; production with <1hr downtime SLA



10.2  SPS Update on Distributed Landscape
In a distributed S/4HANA landscape (multiple application server hosts), SUM must be started on the PRIMARY APPLICATION SERVER (PAS) host. SUM will coordinate with all AAS instances.
1. Run SUM exclusively on the PAS host — AAS instances are updated automatically
1. Ensure all AAS hosts have the same kernel version as PAS before starting SUM
1. ASCS/ERS instances (Message Server, Enqueue) are updated by SUM from PAS
1. After SUM completes, manually restart AAS instances if SUM did not restart them
1. Verify SPS level via SM51 on EACH server instance — all must show same level

10.3  SPS Update on PCE / NS2 Cloud Environments
SAP S/4HANA Cloud Private Edition (PCE) and NS2 environments have additional governance requirements for SPS updates:
1. Raise a Change Request via SAP Cloud ALM before scheduling any SPS update
1. Validate target SPS is in the SAP-approved PCE update catalog for your contract
1. PCE updates may require SAP-managed hands-on execution — confirm co-managed scope
1. NS2 environments may have additional US Government compliance steps (FISMA/FedRAMP)
1. Post-update validation must include Cloud ALM health check dashboard sign-off

10.4  ABAP + HANA Combined Update Window
Many teams combine the SAP kernel update and HANA DB update with the SPS update in a single maintenance window to minimize total downtime events:
	Step
	Activity
	Notes

	T-1 week
	Download all packages: ABAP SPs, Kernel, HANA revision
	Use Maintenance Planner for consistent stack

	T-0 Uptime
	Run SUM uptime phases (shadow import, DDIC)
	System running; lasts 4–8 hours depending on size

	T-0 Downtime
	SUM downtime phase (EU_SWITCH, XPRA)
	System locked; 2–4 hours typical

	T-0 Post
	Kernel replacement (OS-level cp) on all hosts
	15 min; kernel update takes advantage of existing downtime

	T-0 Post
	HANA revision update via HDBLCM (if HANA update also needed)
	30–60 min; combines into same window

	T-0 Final
	Start all instances; full verification
	Allow 60–90 min for complete smoke testing





11. Troubleshooting
11.1  Common SUM Issues & Resolution
	Issue / Symptom
	Root Cause
	Resolution

	SUM fails: 'STACK.XML not found or invalid'
	Wrong STACK.XML from different SID or SPS target
	Re-run Maintenance Planner for THIS system's SID; download new STACK.XML

	SUM fails: 'Insufficient disk space'
	/usr/sap or /hana/shared too full
	Free space: remove old SUM archives, application logs, $TMP objects; need 50+ GB

	SUM fails: 'Open transports in queue'
	Pending transport imports not cleared
	STMS → import all pending transports or remove from queue; lock transport system

	SUM pre-check: 'Add-on version incompatible'
	Installed add-on not compatible with target SPS
	Check SAP add-on compatibility matrix; apply compatible add-on SP or contact vendor

	SUM shadow import fails for specific object
	Custom code modification conflict
	Check SUM log for object name; fix in SE38 and transport; SUM can retry import

	XPRA program fails during downtime
	Data inconsistency or custom modification conflict
	Check /usr/sap/<SID>/SUM/abap/log/XPRA*.log; apply SAP Note for specific XPRA

	SUM appears stuck on same step for 2+ hours
	Deadlock, background job failure, or DB issue
	Check SM37 for stuck SUM jobs; check SM12 for enqueue locks; check HANA alerts

	TABCONVERT fails: 'Table conversion timeout'
	Large table conversion exceeding SUM timeout
	Increase SUM timeout in SUM UI; or pre-run table conversion before downtime

	System unstable after SUM: work process restarts
	Unresolved SPDD/SPAU modification
	Run SPDD and SPAU immediately; activate adjusted objects; restart application

	AAS instance shows old SPS level after update
	AAS not restarted by SUM or symlink not updated
	Manually restart AAS; verify kernel symlink points to correct new version

	ABAP dump: 'Class or method not found' after SPS
	SE80 object not activated or SPAU not complete
	Run SPAU; activate object in SE80; or apply SAP Note for specific dump

	SUM cannot connect to HANA (DB access error)
	HANA password changed or ABAP schema locked
	Verify HANA SYSTEM user PW; check ABAP schema user lock status in HANA Cockpit



11.2  Key Log Files for Troubleshooting
	Log File Path
	What to Check

	/usr/sap/<SID>/SUM/abap/log/SAPup_<SID>.log
	Main SUM execution log — start here for any SUM issue

	/usr/sap/<SID>/SUM/abap/log/SUMSTART.LOG
	SUM startup and configuration log

	/usr/sap/<SID>/SUM/abap/log/DDIC_<SID>.log
	DDIC activation log — for shadow import and SPDD issues

	/usr/sap/<SID>/SUM/abap/log/MAIN_<SID>.log
	Main import log — for SP import errors

	/usr/sap/<SID>/SUM/abap/log/XPRA_<SID>.log
	XPRA conversion program logs — post-import data migrations

	/usr/sap/<SID>/SUM/abap/log/TABCONVERT*.log
	Table conversion logs — structural changes, timeouts

	/usr/sap/<SID>/SUM/abap/log/CHECKS_<SID>.log
	Pre-check results log — details of ERROR/WARNING findings

	/usr/sap/<SID>/D<NR>/work/dev_disp
	Application server dispatcher log — startup after SPS

	/usr/sap/<SID>/D<NR>/work/dev_w0
	Work process log — ABAP dump details

	/var/log/messages  OR  journalctl
	OS system log — disk/memory/network events during SUM





12. Master SPS Update Checklist
This consolidated sign-off checklist covers all phases of an SAP S/4HANA SPS update. Use as the primary execution and handover record for every SPS update event.

	✓
	Phase
	Task
	Owner
	Done

	☐
	PRE
	Generate target stack XML from SAP Maintenance Planner
	Basis
	

	☐
	PRE
	Download all packages per Maintenance Planner basket (ABAP SPs, Kernel, HANA Client)
	Basis
	

	☐
	PRE
	Verify checksums of all downloaded SAR/ZIP files
	Basis
	

	☐
	PRE
	Verify current SPS level and confirm target SPS is correct
	Basis
	

	☐
	PRE
	Check installed add-on compatibility with target SPS (SAINT)
	Basis
	

	☐
	PRE
	Apply all mandatory prerequisite OSS Notes (SAP Note 2399707, 2190195)
	Basis
	

	☐
	PRE
	Run ATC custom code checks; resolve all BLOCKER findings
	ABAP Dev
	

	☐
	PRE
	Release and import all open transports; lock transport system
	Basis
	

	☐
	PRE
	Delete old application logs (SLG2), spool (SPAD), ABAP dumps (ST22)
	Basis
	

	☐
	PRE
	Verify disk space: 50+ GB free on /usr/sap and /hana/shared
	Basis/Infra
	

	☐
	PRE
	Verify SAP JVM / JAVA_HOME configured for SUM
	Basis
	

	☐
	PRE
	Extract SUM 2.0 to /usr/sap/<SID>/SUM/; verify SUM version
	Basis
	

	☐
	PRE
	Take full HANA backup (SYSTEMDB + all tenants); verify catalog
	DBA
	

	☐
	PRE
	Take OS-level VM snapshot (GCP) as rollback safety net
	Infra
	

	☐
	PRE
	Confirm change request approved with agreed maintenance window
	Delivery
	

	☐
	PRE
	Send maintenance pre-notification to all stakeholders
	Delivery
	

	☐
	UPT
	Start SUM: ./SAPup MOD=PATCH as <sid>adm
	Basis
	

	☐
	UPT
	Configure SUM: provide STACK.XML, download dir, ABAP user, OS user, DB credentials
	Basis
	

	☐
	UPT
	SUM pre-checks: resolve ALL ERROR findings before proceeding
	Basis
	

	☐
	UPT
	SUM pre-checks: review and accept or fix all WARNING findings
	Basis
	

	☐
	UPT
	ATC blockers from SUM code check resolved and transported
	ABAP Dev
	

	☐
	UPT
	Functional leads sign off on Simplification Item warnings
	Functional
	

	☐
	UPT
	SUM package extraction and queue generation completed
	Basis
	

	☐
	UPT
	SUM shadow repository import (SHADOW_IMPORT) completed
	Basis
	

	☐
	UPT
	SUM DDIC activation in shadow (SHADOW_DDIC) completed
	Basis
	

	☐
	UPT
	SUM ABAP compilation in shadow (SHADOW_ABAP) completed
	Basis
	

	☐
	UPT
	SUM main import uptime portion (MAIN_IMPORT) completed
	Basis
	

	☐
	UPT
	SUM EU_IMPORT activation jobs (RSEUMOD) completed in SM37
	Basis
	

	☐
	UPT
	SUM reports 'Ready for Downtime' status in web UI
	Basis
	

	☐
	DWN
	Final user lockout: SM01 + SM02 system message sent
	Basis
	

	☐
	DWN
	Confirm no active users (SM04 / AL08 clear)
	Basis
	

	☐
	DWN
	Confirm no active background jobs in SM37
	Basis
	

	☐
	DWN
	Record exact downtime start time
	Basis
	

	☐
	DWN
	Click 'Start Downtime' in SUM UI
	Basis
	

	☐
	DWN
	SUM EU_SWITCH completed (version switch executed)
	Basis
	

	☐
	DWN
	SUM TABCONVERT completed (all table conversions done)
	Basis
	

	☐
	DWN
	SUM XPRA_EXECUTION completed (all conversion programs run)
	Basis
	

	☐
	DWN
	SUM reports downtime phase completed; system unlocked
	Basis
	

	☐
	POST
	Verify new SPS level: SE16N → CVERS shows target SPS
	Basis
	

	☐
	POST
	SUM finalization completed; summary report reviewed
	Basis
	

	☐
	POST
	SPDD executed and all entries resolved
	ABAP Dev
	

	☐
	POST
	SPAU executed and all entries resolved or accepted
	ABAP Dev
	

	☐
	POST
	All SAP work processes GREEN (SM50 / SM66)
	Basis
	

	☐
	POST
	No new ABAP dumps since SPS update (ST22)
	Basis
	

	☐
	POST
	No critical errors in SM21 system log since update
	Basis
	

	☐
	POST
	SICK transaction — all checks passed
	Basis
	

	☐
	POST
	Mandatory post-SPS OSS notes applied (SNOTE)
	Basis
	

	☐
	POST
	Background jobs restarted in staged sequence
	Basis
	

	☐
	POST
	RFC connections verified (SM59 → test all)
	Basis
	

	☐
	POST
	Functional smoke tests passed (FI, MM, SD, CO, Fiori)
	Functional
	

	☐
	POST
	Transport system unlocked
	Basis
	

	☐
	POST
	SUM download staging area archived / cleaned up
	Basis
	

	☐
	POST
	System documentation and LMDB updated with new SPS level
	Basis
	

	☐
	POST
	Maintenance ticket closed; completion notification sent
	Delivery
	



📘 REFERENCE: Key SAP Notes: 2502552 (SUM Update Guide), 2209025 (SUM 2.0 Prerequisites), 2190195 (SUM Known Issues), 2399707 (SUM Prerequisite Notes), 2578458 (nZDT Option), 2861952 (S/4HANA 2023 Recommended Stack), 3045229 (S/4HANA 2023 Corrections), 2180923 (Simplification Items), 2936831 (ATC for SPS).
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